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1 Overview

PaperCut NG/MF is a comprehensive print management system designed to seamlessly monitor
and control your resources with easy to use administrative and user tools that can be securely
accessed from anywhere on the network though a web browser.

Print management requirements vary from organization to organization, and often change
dramatically within an organization over time. PaperCut NG/MF is designed for flexibility and
scalability and can be configured to meet your print management needs now and in the future. Itis
used in a wide variety of environments ranging from universities with large printer fleets supporting
over 100,000 users to smaller organizations that track printing for a fewer than 50 users on 3 or 4
printers. You can implement a basic system within a few minutes, or if you need more than simple
monitoring and reporting, you can configure powerful features that include differential pricing,
blocking filters and programmatic control via APIs and scripting. No matter where you start, you can
easily adjust parameters to implement changes as gradually or quickly as you want.

Possible implementations can include:

Silent activity monitoring

Visible activity monitoring and expense tracking by work area, projects and departments

Quota/allowance enforcement

« Charge per-print system
« Combinations of all of the above to accommodate various user / group profiles

In addition PaperCut NG/MF provides SysAdmins with a kit of tools to manage printers including:

« Detailed logging and reporting
« Notifications for printer errors and low toner

« Job blocking filters and re-direction

1.1 Benefits

v Some of the key benefits of PaperCut NG/MF are:

« Transfers accountability to users or departments by individually tracking activity.

« Creates environmental awareness by drawing users' attention to the impact of their specific
usage.

» Reduces overall printing cost through job filtering, enforcing flexible quotas, or direct cost
recovery.

« Discourages overuse of IT resources by establishing a managed print environment.

« Improves efficiency by allowing administrators to create rules that can steer printing to
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designated printers for load balancing, to implement Find-Me printing, or to redirect print jobs
based on criteria defined using advanced scripting tools.

« Improves network reliability by implementing rules to prevent printer queue jams, queue
hogging, and inappropriate printing types.

« Protectintellectual property and conform to audit objectives by enabling features such as print
auditing and digital signatures.

1.2 Key features

v Some of the key features of PaperCut NG/MF are:

« Track all printing activity by user, client account, printer and document metadata.
« Enforce per user quotas, or group account budgets

. Differential print cost/charging allowing costs to be assigned on a per printer basis with
advanced options to charge different amounts based on document type (e.g. color, grayscale
or duplex), page size, user or group.

« Hardware neutral solution supports all major printer types and operating systems. No
hardware vendor lock-in!

« Both cross-platform and multi-platform support. Run a mix of Windows and/or Linux print
servers and support clients ranging from Windows, Mac, Linux, Unix and Novell OES.

« User Web Tools allow end users to track usage, transfer funds, request refunds and upload
documents from unauthenticated (wireless) laptops.

» Provides end users with advanced options to allocate print jobs to shared accounts, cost
centers, faculties or departments.

« Single sign-on user authentication with native Active Directory integration or synchronization
with LDAP user accounts. (no separate passwords to manage!)

« Flexible hold/release queue support with Release Station software allowing administrators to
implement management approved or secure user release printing environments.

« Service Oriented Architecture utilizing the latest software design methods including, test
driven development, XML Web Services and layered architecture. This ensures scalability
and stability by design.

« Advanced reporting and charts available in standard formats including PDF, Excel, and
HTML. All reports accessible from anywhere on the network via a standard web browser.

« Ability to run on top of leading 3rd party Relational Database Management Systems
(RDBMS) including Microsoft SQL Server, Oracle, MySQL and PostgreSQL Database.

« Enterprise level security and encryption based on SSL.

« Open architecture with a powerful scripting language, source code access and API
documentation.

NOTE
‘ & For information about the system requirements, see PaperCut MF System Requirements.
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1.3 How does PaperCut NG/MF work?

Before explaining how PaperCut NG/MF works at a technical and end user level, read through the
following key concepts.

1.3.1 Key concepts

. Client/Server model— Client software is a small program that runs on each workstation and
communicates with a server. The printing process on most networks works on a client/server
model with clients (workstations) submitting jobs to a server. PaperCut NG/MF also uses the
client/server model in the optional client software to communicate with end users.

- Application Server—An Application Server is a server program responsible for centrally
processing business logic and providing services to end users. PaperCut NG/MF uses the
Application Server model to provide a business logic unit for calculating user costs and
providing a web browser interface to end users.

« Print server— A print server is a system responsible for hosting print queues and sharing
printer resources to desktop clients/workstations. Users on the workstations submit print jobs
to a print server rather then directly to the printer itself. A print server can be a dedicated
server but on many networks this server can also perform other tasks such as file serving.

« Print queue—A print queue is first-in-first-out queue listing all jobs pending on a given printer.

. Information provider—A provider is a software component or program responsible for
providing information to an Application Server. PaperCut NG/MF uses providers to submit
print queue/job information to its Application Server. This information provider is called the
Print Provider. Other important providers included with PaperCut NG/MF include user
directory and authentication providers.

- Web Print server— Web Print server is the PaperCut terminology for a server that allows
laptop (wireless) users to upload Microsoft Office and PDF files to be printed on network
printers from personal computers that are not authenticated to the network and do not have
network printer drivers.

« User ID/Username— In a multi-user environment, users log on to a network or computer
using a username and password. These are often managed by services such as Active
Directory or LDAP. The username is known as the user's identity. PaperCut NG/MF uses this
identity to track printing.

- Shared account— A shared account is a PaperCut NG/MF term used to represent an account
(pool of funds or allocation group) accessible to multiple users. Accounts usually represent
"work areas" such as Departments, Faculties, Projects, Clients, Client/Matter, or Cost
Centers.

- Web interface—A web interface is a software program that interacts withusers via a web
browser. Examples range from Google, Microsoft SharePoint, Hotmail, Internet banking and
router management consoles. PaperCut NG/MF provides a web interface for system
administration and management. Web interfaces offer administration flexibility by allowing
access from any location on the network and avoid the need for installation of separate
software.

« Scripting language—A scripting language is a programming language that allows control of
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one or more software applications. In PaperCut NG/MF, you can use scripting to perform
various administrative functions such as modifying parameters for users, shared accounts or
printers. It can also be used for programmatic control during the print process to provide
functionality such as print job re-direction, user notifications / warnings and confirmation for
large or expensive print jobs.

1.3.2 Understanding the print process flow

To help explain what PaperCut NG/MF is and how it works we'll introduce the system by example.
We'll start with a simple high school example:

The student's perspective (transparent quota control):

1. Chrisis a student at a local high school. He has logged onto the network using his username,
chris.j.smith, andis surfing the Internet. He selects Print from his web browser to print out a
web page for his school assignment.

2. The network administrator has allocated Chris a printing credit budget of $20.00 a month. He can
see his current account balance of $10.00 in the PaperCut User Client.

# Balance for deb... Elﬂu

papercut.com G

$35.00

Details ...

3. A confirmation screen listing the number of pages and the cost of the print job is displayed on the
Workstation.

4. Chris confirms the print job.
5. 5 pages come out of the printer.

6. The network administrator has set a cost-per-page inside PaperCut on the printer at $0.10.
Chris' 5 page document costs $0.50.

7. Chris' account balance is now at $9.50. He cancontinue to print until he submits a print job that
has a cost that is higher than the balance in his account.

The teacher's perspective (allocation to accounts):

1. Mattis an English and Mathematics teacher at the same local high school.
2. Matt needs to print out a 279 page document for his next class.

3. The network administrator has configured PaperCut to charge users in the faculty group $.01 per
page, and has granted Matt access to charge to his personal account or to the English or math
department's shared accounts.

4. Matt clicks Print in the application.

5. The PaperCut User Client displays a popup and presents Matt with information about the print
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jobs and requests an account selection. In this case accounts represent Departments but could
also represent projects or other work areas.

6. Matt selects the English department's shared account from the list.

@& Print Job Notification

_' 1‘1‘ E Print Job Notification
- Confirm the print and select the print action
Prink job datails
Dacument name  Microsoft Ward - st doc
Frinter Library MFP
Cost 42,79 Pages |279

Prink yob actions

() Charge to my personal account
(%) Charge to shared account
Select the shared account to charge ... E|

Select the shared accourt bo charge ...
Maths Department

7. The print job is printed and the English department account is charged $2.79 for the print job.

The technical perspective (behind the scenes):

1. When the teacher, Matt, prints from his application, his workstation transfers the print job to the
server and places it in the print queue.

& HP LaserJet 2000 (=13
Diocument Mame Status Chimer Pages Size Submitted
= {Frinting - Google Search Error -Paused ... matt 2 102 KB 4:43:25PM 19/09/7
ElSpmgﬁammnrt.nrg matt 5 247 KB 4:43:40 PM 19/05/2
HMGD’SDH Corporation matt i 220 kB 4:43:59 PM 1909/
< |
3 docurment{s) in queus

2. The PaperCut Print Provider intercepts the print job in the queue prior to printing, pauses it, and
analyzes the information determining:

a. Who printed the document
b. The number of pages in the document
c. Other information such as duplex, grayscale mode, paper size, etc.

3. The Print Provider submits the job's information to the Application Serverto process the
business logic.

4. The Application Server determines that Matt needs to select the account to charge. It notifies the
Client Software on Matt's desktop.
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5. The Client Software displays the Popup requesting for the user to select an account.

6. After Matt selects the account, the Application Serveris notified of Matt selection. The business
logic validates that Matt is authorized to charge to the selected account.

7. The Application Server charges the appropriate account, logs the job and instructs the Print
Providerto resume or unpause the print job in the print queue allowing it to proceed to the printer.

1.3.3 Architecture overview

PaperCut NG/MF was developed using the latest software development strategies, a strong
influence being Service Oriented Architecture (SOA). The Print Provider, Application Server and
Client Software all communicate with one another using XML-based web services over HTTP.

Application Server Print Servers

Running PaperCut NG Windows Server camiha andor CUPS)

Rumning PagerCut NG Print
Provider component

XML over HTTP [sacondary sana

Database Server
(optional)
e.g. MS 50QL Server
or Postgresgl DB

Workstations print via shared
printers hosted on print servers

XML over HTTP
Ruaning PaperCal NG
Print Provider
covTponas ‘
@
-
PC

Macintosh Linux Unix
Local Desktop Printer Workstations Workstations Workstations Workstations

Figure 1: Architecture - an advanced configuration

A more detailed explanation of the architecture and support for multiple servers, Web Print servers,
server clustering, and payment gateways is provided in subsequent sections of this User Guide.

1.4 The top-ten hidden features!

Much of PaperCut NG/MF flexibility and usefulness comes not from the features you can see, but
from the advanced hidden features. PaperCut NG/MF is packed full of handy tools, utilities and
options and you will read about these throughout this guide. To provide a quick overview now, the
most popular hidden features are:
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1.4.1 One: Zero-install User Client deployment

PaperCut NG/MF is implemented using 100% server-side logic and no client software is required. A
simple lightweight User Client is, however, provided so end users have access to advanced features
such as shared accounts and the option of viewing their account balance in a popup window.

Deploying client software can be a time consuming and fiddly process. To streamline the process
PaperCut NG/MF allows its client to be run directly off a network share - you do not need to install
locally, or mess around with deployment tools! Just set the executable as a startup program and it
runs and auto-updates itself thereafter.

See User Client on page 353 for more information.

1.4.2 Two: Remote administration

PaperCut NG/MF is a 100% web based application. Full system administration can be performed
from anywhere on the network via a standard web browser - no special admin software is required!

To access the administration section, point a browser at the server on port 9191:
http://[server name]:9191/admin

Encrypted SSL/HTTPS access is also available on port 9192:
https://[server name]:9192/admin

Encrypted SSL/HTTPS access for supported PaperCut NG/MF devices is also available on port

9195:
https://[server name]:9195/admin

Access is granted to the built-in admin, or to any user with administrator level access.

1.4.3 Three: Mobile Printing & BYOD

Mobile Printing & BYOD enables printing from user-owned devices without the overhead of installing
printer drivers and managing workstation authentication to the server.

For example, in Web Print Microsoft Office or Adobe PDF files are uploaded using the same User
Web Tools available on network computers. Mobile Printing & BYOD is fully integrated into
PaperCut's standard print charging/accounting/quota process. It does not matter if you're a staff
user allocating to a faculty or department account, or a student charging to your free print quota, the
user account allocation experience the same as that seen when printing from a networked desktop
system.

PaperCut's Mobile Printing & BYOD has been widely deployed across education campuses and is
an ideal solution for offering print services via student owned laptops, netbooks or hand held devices.

For more information, see Mobile & BYOD printing on page 733.

1.4.4 Four; Shared accounts

Many organizations want to track their printing on more than a per-user level. With shared accounts,
users can allocate jobs to cost areas such as Faculties, Departments, Projects, Clients, Cost
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Centers, or Pools. Shared accounts are selected via a customizable popup window. Two popup
window types are available:

« Standard - A simple account selection window design ideal for most users.

« Advanced- An advanced account selection window designed for the power user including
features such as search, preference list, recent selections, comment entry and invoicing
options. This is ideal for businesses including Engineering, Law, Accounting and Architecture
Firms.

Access to accounts is controlled via integrated network group membership or optionally PIN's.

See Shared accounts on page 429 for more information.

1.4.5 Five: Secondary servers and Site Servers

PaperCut NG/MF is an enterprise level application designed to be managed and controlled from a
central location. Multi-server environments are common in large organizations and PaperCut
NG/MF handles them with ease. All servers are configured to report back to the central Application
Server. This ensures that all management, logging and control is centralized. Secondary servers
and workstations with local printers run a light weight monitoring component that communicates to
the central server via XML Web Services calls.

You can compliment secondary servers with a Site Server, which ensures continuity of print services
even if the Application Server is unavailable due to a network outage. For more information, see
Resiliency with Site Servers on page 155.

Servers and workstations can run the Site Server and secondary server software on any supported
operating system no matter what operating system is used on the Application Server because
PaperCut NG/MF supports mixed or heterogeneous networks as well!

See Multi-server and multi-site deployments on page 149 for more information.

1.4.6 Six: Scripting

Scripting can be applied on a per printer basis to provide programatic control during the print
process. Possible applications include:
» Route the job to the cheapest compatible printer and notify the user of the change (least-cost

routing)
« Prompt users to print large color jobs on a compatible low cost grayscale printer
« Charge printing during class time to the department

« Inform user when printer is in error and suggest a compatible alternative

See Print scripting on page 860 for more information.
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1.4.7 Seven: Customizable web interface

The end user interface can be quickly customized to make it look like an official part of your
organization's infrastructure. With some simple HTML, you can make the PaperCut NG/MF end
user interface look just like your existing web site or intranet site.

See Customize the User web interface on page 950 for more information.

1.4.8 Eight: XML Web Services and command-line control

Many things these days are Web Services enabled. Not to be outdone, PaperCut NG/MF exposes
dozens of API's via secured XML Web Services. This provides advanced administrators and
developers with the ability to programmatically remotely control, integrate and manage the
application. The possibilities are endless... some of our users now have their library fines hooked into
the PaperCut NG/MF system!

In addition to the Web Services API's, SysAdmins can hook into the inner workings of PaperCut
NG/MF using server commands and scripting.

With server commands you can use batch files or scripts to automate system functions such as:
« Schedule "online" backups to coordinate with your existing backup processes. You do not
need to take the system down to take a data snapshot.

« Create users in PaperCut NG/MF automatically and as part of your existing user creation
scripts.

« Automatically import/sync list of accounts from a file, 3rd party system or existing directory
structure. (Great for Engineering and Architecture firms)

See The XML Web Services APl on page 1112 and Server commands (server-command) on
page 1094 for more information.

1.4.9 Nine: 3rd party database support

PaperCut NG/MF ships with its own preconfigured and self-maintaining database. The system,
however, is database independent and can be run on top of a number of leading database systems.
Maybe you have an existing Microsoft SQL Cluster and want to take advantages of this
infrastructure. No problem! PaperCut NG/MF can be quickly configured to hook into your preferred
database.

See Deployment on an external database (RDBMS) on page 273 for more information.

1.4.10 Ten: The development team

Software is only as good as the development process. PaperCut NG/MF is developed in an open
and transparent fashion by a small development team. Suggestions and feedback are encouraged
and source code access is provided to our customers. The team works closely with key system users
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to architect new features. A member of the development team is online for 8 hours a day and is
always happy to chat. Come visit us on our Live Web Chat page!

See the PaperCut Software website https://www.papercut.com for more information.

1.5 Example userinformation sheets

Usually administrators are responsible for educating users about policy or system changes when
PaperCut NG/MF is deployed on their network. Providing the right information and guidelines for
users is important for the success of any new system.

This section contains examples of information sheets that you can distribute to users. The purpose of
these information sheets is to assist the administrator in providing important information about the
new system and how to use it. These examples can act as templates or starting points for your own
information sheets.

You can enhance the information sheets to include information such as:

« Details of your organization's printing policy, such as the standard cost per page and whether
or not more printing balance can be added after the user has run out.

« Location of the printers.
« How to report problems or receive assistance, such as refunding a failed print job.
« How to contact the help desk.

« How to provide feedback about the new system.

1.5.1 Example 1: Printing with the popup confirmation

window

New software to manage printing costs has been installed on the network. To allow effective
printing, make sure you understand the following points:

Popup Confirmation dialog

After sending a print job, a popup dialog is displayed asking you to confirm the details. Click Print to
confirm the job and agree to the cost. Otherwise, click Cancel if you no longer want to print the job.
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B Print Job Motification

j Print Joh Notification papercut. com
Confirm the print

~Prink job details

Document name [&dministration Budgek, pdf

Printer Iespressnnndeman'l,KDNIC.ﬁ. MIMOLTA C224e

Pages |1 (Grayscale) Zosk |$III.1IZI
[T apply to all documents in quewe (Jobs: 1) Prink I iZancel
NOTE

Large documents might take a while to display the number of pages and cost.

The Printing Balance window

After logging on to a workstation a window showing your printing balance is displayed.

#' Balance for deb... Eﬂlg

papercut.com G

# $35.00

Details ...

If the balance window is not visible (or if you have closed or minimized it) click the icon in your system
tray to show it again.

When you confirm a print job by clicking Print in the popup dialog the cost is deducted from your
printing balance.
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Resolving problems

If the popup window is not displayed or the icon is missing from your system tray, the print control
system is not active and printing is denied. Try restarting your system, or ask for assistance if
problems continue.

Printing denied message

If you do not have enough printing balance for a job, a Printing Denied message is displayed, and
your document will not be printed.

B Message
PRIMTING DEMIED

Mot enough credit - You have tried to print 20 pages,
costing $2.00. There is §1.40 in the account.
 —

i L 4= 1228 PM

Apply to all documents in queue

This option is displayed at the bottom of both the standard and advanced account selection. When
checked, the settings being applied to the current print job are applied to all waiting jobs
automatically. The text lets you know how many jobs this affects (e.g. "Jobs: 5").

This setting is useful when printing a batch of documents for the same purpose. For example, when
printing a letter, diagram and spreadsheet for a client, the client account can be selected on the
account selection popup along with any other appropriate settings, and the settings are applied to all
three jobs. This saves the time taken to apply the settings for each job.

1.5.2 Example 2: Printing with shared accounts (for staff)

New software to manage printing costs has been installed on the network. The system allows the
college to track printing expenses according to the individual, faculty or department. To allow
effective printing, make sure you understand the following points:

Shared account selection popup window

After sending a print job, a popup dialog is displayed asking you to confirm the details. The print job
can be charged to your personal account (using your personal printing balance), or to a shared
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account (a faculty, using the faculty budget). After choosing an account to charge, click Print to
confirm the job and agree to the cost. Otherwise, click Cancel if you no longer want to print the job.

Select your personal account when printing non-faculty related documents. For example:

« Printing your personal bank or phone statement.
« Occasional personal use of a photo printer.

Select a shared account for faculty printing. For example:

« Student handouts.
» Student reports.
» Course syllabus.
« Classlists.

Selecting the right faculty account from the list is important. Different staff members need access to
different faculty accounts. If an account that you require is missing from the list, please contact the
SysAdmin. Note that the use of faculty accounts is monitored and faculty heads are provided with
printing reports.

B Print Job Motification

+  Print Job Notification Papercut.com

Confirm the print and select the print action

~Print job details

Document name [Yr 10 English assignment. pdf

Prinker Iespressnnndeman'l,KCJNIC.ﬁ. MIMNOLTA C224e

Pages |4 (Grayscale) Zosk |$III.4III

~Prink job actions

" Charge ko my personal account

f* Charge ko shared accounk

Account ||syslE

{~ Charge ko shared account using PIM | Code
PIM | Code

= Perform print as user

IIsernane
Passwiord
[T apply to all documents in quewe (Jobs: 1) Prink I iZancel
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NOTE
& Large documents might take a while to display the number of pages and cost.

Resolving problems

If the popup window is not displayed or the icon is missing from your system tray, the print control
system is not active and printing is denied. Try restarting your system, or contact the network
administrator if problems continue.

Printing denied message

If you do not have enough printing balance for a job, a Printing Denied message is displayed, and
your document will not be printed.

O Message
PRIMTING DEMIED

Mot enough credit - You have tried to print 20 pages,
costing $2.00. There is §1.40 in the account.

i L €= 1278 PM

Apply to all documents in queue

This option is displayed at the bottom of both the standard and advanced account selection. When
checked, the settings being applied to the current print job are applied to all waiting jobs
automatically. The text lets you know how many jobs this affects (e.g. "Jobs: 5").

This setting is useful when printing a batch of documents for the same purpose. For example, when
printing a letter, diagram and spreadsheet for a client, the client account can be selected on the
account selection popup along with any other appropriate settings, and the settings are applied to all
three jobs. This saves the time taken to apply the settings for each job.
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1.5.3 Example 3: Printing using a Release Station

The printing procedure has been changed on the network. Now when you print a job, it is not printed
immediately, but instead is held in a queue. You need to attend a Release Station and release the
job to print. This new system ensures that you are present and ready to collect your job.

1. Select Print from your application (e.g. File > Print)

2. Walk up to the Release Station located next to the printer.

3. Log intothe Release Station using your network username and password.

To begin, enter your details ... Username el

& & & & &

Passwiond

4. After login the system displays a list of print jobs. Search for your document by looking for your
user name or document name.

'4 Print Release Station

Log out Refresh

Time User Printer Document Machine Pages Cost Action

17:01:56 chris mac-server\Wide Format Prin... Microsoft Outlook - Email windows-workst... 300 $30.00 Print  Cancel =
17:01:56 tom linux-server\Very_very_very_... Budget - LibreOffice Calc mac-workstation 248 $24.80 Print  Cancel
17:01:56 tom windows-server\Library Printer Budget - LibreOffice Calc windows-laptop 85 $8.50 Print  Cancel
17:01:56 claire linux-server\Library Printer Microsoft Outlook - Email linux-workstation 54 £3.25 Print  Cancel
17:01:56 peter linux-server\Library MFP Untitled1 - LibreOffice Writer mac-laptop 57 $5.70 Print  Cancel
17:01:56 steven linux-server\Library Printer research paper.pdf linux-laptop 62 $3.50 Print  Cancel
17:01:55 harry linux-server\Library MFP http:{//slashdot.org/ mac-workstation 43 $4.30 Print  Cancel
17:01:55 bill linux-server\Very_very_very_... Email - Mozilla Firefox linux-workstation 154 £14.40 Print  Cancel
17:01:55 kate linux-server\Library MFP Microsoft Outlook - Email 192.168.0.1 60 $4.85 Print Cancel
17:01:55 ian mac-server\Very_very_very_... Microsoft Word - Document1 mac-laptop 31 $2.10 Print  Cancel .

Print All Cancel All

NOTE
If you can't find your print job, it might have 'timed out'. Print jobs are held by the Release

Station for 30 minutes. If they have not been released after this time they are deleted.

5. Check the cost and details of the job.

6. Click Printto release the job. It can take up to 30 seconds for the printer to warm up after clicking
Print.
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1.5.4 Example 4: Refunding a print job (for staff)

Selected staff members have been granted access to refund print jobs in the new print control
system.

Reasons for refunding a print job include:

« There was a paper jam or the document failed to print correctly.
« The document failed to print at an acceptable quality.

As a staff member, you will make an assessment about whether or not to issue a refund. A print job
can be fully or partially refunded. A full refund is the more common scenario.

Refund

Toissue a refund:
1. Logintothe PaperCut NG/MF Admin web interface athttp://servername: 9191 /admin using
your network username and password.

2. Find the user to refund from the Users tab by entering their username in the Quick find box or
clicking their username.

3. Click the Job Log tab. The recent print jobs printed by the user is displayed, with the most recent
at the top.

4. Find the print job that needs refunding; then click the refund link next to it.

Filteron ° @

DATE 4 CHARGED TO PRINTER DOCUMENT NAME ATTRIBS STATUS
1\Physics Print R A4 (ISO_A4) e Printed
s \Physics { )
Jan 28,2017 3:46:01 FM abel.stenback srErTses rntreem 1 $0.25 Venn e refund
1 Duplex: No .
edit
1\Ph Print R Ad(ISO_A4 i Printed
Jan28,2017 3:41:13PM  abelstenback o0 o NEROOM $0.25  WET PAINT il i
1 Duplex: No .
edit
1\Physics Print R A4 (ISO_A4) 3 Printed
s \Physics { )
Jan28,2017 3:17:58PM  abel.stenback srvertiriysics FintRoom 4 $0.25  Periodic Table U retund
1 Duplex: No .
edit
=) Printed
e e e [ \
L2, 2T A abel.stenback serverl|\Medicine Library 1 1 50.25 GIEE LETTER lANSLF."‘J. refund
PM teapot Duplex: No .
edit
Export/Print [ B
w Report based on above data
5. Enteracomment.
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Job Details

Date: Oct 20, 2016 3:14:13 PM
Job details of the job to be refunded. Charged to: debbie
Pages: g
Document: Yr 12 History Assignment.pdf
Cost: §2.25
Printer: windows/Administration

Refund Action
Refund Amount
Take an appropriate action. $2.25
Comment
A
‘ Cancel ‘
6. Click OK.

Process refund requests

Users can send refund requests via the User web interface. For more information, see Refund print
jobs on page 536.

To process a refund request:

1. Select Printers > Refunds.
The User Refund Requests page is displayed.
2. Locate the user's refund request.

3. Toapprove/reject click the approve/ reject link.

Printer List Jobs Pending Release Notification Options Charts Refunds
There are 1 refund requests pending.
Filteron 2 @

ES%EUEST R ) ! REFUND ACTIONS

Printer out Usage:  May 25,2016 2:03:25 PM
M 25 Pages: 4
ray 25, debbie of toner. Cost: 54.00
2016 52.00 Only 50% Printer:  windows/administration iect th
2:07:06 Accepted: 0 (Job cost: $4.00) nly o> Decument: ¥r 10 English SR rejec other
PM Rejected: 0 ‘ of job was assignment.pdf

completed.

4. Toview an overview of user's refund requests, click the other link. Use this to edit the refund
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amount and write a comment.

Job Details

Date: May 25, 2016 2:19:37 PM
Job details of the job to be refunded. Charged to: debbie

Pages: 4

Document: Yr 12 History assignment.pdf

Cost: $4.00

Printer: windowsadministration
Refund Request Detail

Date

Information about the refund requested. May 25,2016 2:19:37 PM

Username
debbie

(History: 1 accepted, 0 rejected)

Amount Requested
$3.00

Reason

Out of toner. Only 1 page printed

Refund Action
Rejecto Refund Amount $3.00

Take an appropriate action.
Comment

‘ C \,““‘l ‘ “

1.5.5 Example 5: Adding credit using a TopUp/Pre-Paid
Card

New software to manage printing costs has been installed on the network. Without sufficient printing
credit in your account, printing is denied. To add more credit you can buy TopUp/Pre-Paid Cards
from the nominated venues around the college. Each card is a voucher or coupon with a unique
number. Make sure your card number is kept secret until use.

To add credit to your account using a card:

1. Loginto a computer. Soon after login, your printing balance window is displayed.

2. Click the Details link on the balance window.
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¢ Balance for deb... Eilﬂ

papercut.com G

pd $35.00

Details ...

A web page is displayed requesting your network username and password.
Log in to the User web interface.
4. Inthe left hand menu, click Redeem Card.

Enter the number from the card. Enter it exactly as shown on the card including any dashes (-).

Redeem Card

Enter the Card number and press the "Redeem Card" button to redeem.
NOTE: All requests to redesm cards are logged.

D

w0

OB x 8E

Card number

Redeem Card P-1706-1683-5512-3072-7627

Transfers

6. Click Redeem Card. The value of the card is immediately be added to your printing balance.

7. Click Summary from the left menu and check your balance to confirm the card's value has been
added to your account.

NOTE
The card is valid for a single usage only. Recycle or dispose of the card after use.

1.5.6 Example 6: Printing from a wireless network or laptop
(Web Print)

The Web Print system allows students to print to college printers from their own laptops without
installing drivers. It works by offering a facility to upload documents in formats such as PDF, DOC etc
using a standard web browser. You access Web print from the print system's User Web Tools.

The system can print documents that have the following file formats:
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Web Print Supported Applications and File Formats

Picture File BMP, DIB, GIF, JFIF, JIF, JPE, JPEG, JPG,
PNG, TIF, TIFF

Adobe Reader 9, Adobe Reader X (10), Adobe  PDF
Reader XI (11)

Microsoft Office Excel 2007, 2010, 2013,2016,  XLS, XLSX, etc.

365

Microsoft Office PowerPoint 2007, 2010, 2013, PPT, PPTX, etc.
2016, 365

Microsoft Office Word 2007, 2010, 2013, 20186, DOC, DOCX, etc.
365

Microsoft XPS Document Writer XPS

Free PDF printers are available for download from several websites such as PDF Creator. Printing
from any application using the normal print function produces a PDF document that you can upload
using this system.

All Vista and higher versions of Microsoft Operating Systems have a virtual XPS printer that works
similarly to the PDF printers.

o= Send To OneNote 2007
m ApecsPort-V C35373

ﬁ ApeosPortlV C3573

Status:  Ready [5] Print to fie

Location:

Comment: (Fing Prter..

Page Range _

= Al Mumber of coples: 1 |5

Celection Cumrert Page

i) Pages: 1 | Collate Iy L
13| 523

Erter ether a single page rumber or & single _lllpl _1]3_

page range. For example, 512

[ Bt ][ Cocel |

To print a document:
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Open your browser to and log in using you network
username and password. Select the Web Print link in the navigation menu.

I:\_f' Summary

Rates
Redeem Card

Transfers

Transaction History

Recent Print Jobs

Jobs Pending Release

Change Details

Web Print

Add Credit

The front page contains a list of your active and recently submitted Web Print jobs. At first the list
is blank. Later the list shows the status of submitted jobs.

Web Print
M Summary
@ Rates
Web Print is a service to enable printing for laptop, wireless and unauthenticated users without the need to install print drivers. To upload a
~ document for printing, click Submit a Job below.
7 Redeem Card

SUBMIT TIME PRINTER DOCUMENT NAME PAGES COST STATUS

A Recent Print Jobs 1 50.25 Finished: Queued for printing

J Jobs Pending Release

Change Details

Web Print

~ Add Credit

You might see a message at the top of the Active Jobs page with other information that you need
to know to use Web Print.
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Web Print is a service to enable printing for laptop, wireless and unauthenticated users without the need to install print drivers. To upload a

document for printing, click Submit a Job below.

Submit a Job »

3. Click Submit a Job to start the Web Print wizard.

4. The first step of the Web Print wizard is selecting a printer where your job will be printed.

Web Print @

1. Printer

roe
Summary

Select a printer:

¢ Transaction History L N e
aragorn\Administration MFP Head Office

) Recent Print Jobs aragorn\Floor 1 Calor Printer Library
aragorn\Floor 2 Color Printer Library

1} Change Details
s
ﬁ Web Print

d Credit Back to Active Jobs 2. Print Options and Account Selection »

Instead of the Printer List you might see a click able map or other graphical representation of the
printers that are available.

5. Select the number of copies to print. (Users who have permission to print to shared accounts will
see additional options on this page.)

Web Print . o t

2. Options

roe
Summary

Rates coni
Options L

1. Printer Selection 3. Upload Documents »

] Jobs Pending Release

{O} Change Details

& Web Print

Credit

6. After selecting the print options and/or account selection settings, the third and final step in the
Web Print wizard is to upload a document to print. This page lists the applications and associated
file extensions that are supported. Once you have selected a document and clicked Upload &
Complete, the file uploads to the server.
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Web Print 0 7_ 0

Upload

Select documents to upload and print

Drag files here

Upload from computer

The following file types are allowed: PDF pdf Picture Files bmp, dib, gif, fif, jf, jpe,
jpeg. ipg. png, tif, bff

« 2. Print Options Upload & Complete »

7. Once the document upload is complete you are returned to the front Web Print page. The table
now displays the status of your job. Jobs can be queued during times of high load. The status
changes to indicate the progress of the job from rendering to printing, and job details such as cost
and number of pages is populated when known. You can stay at this page to track the status of
the job or navigate away or close the browser. The job will not be affected.

NOTE
If the printer selected in step 4 has print release enabled, your job is held until you
release it by logging into the Release Station.

1.6 About this guide

The PaperCut NG/MF Manual covers the setup, management and configuration of PaperCut
NG/MF.

For information regarding how to configure and install PaperCut NG/MF, see the Quick Start Guide
in Tour on page 327, and the accompanying sections, such as Configuring secondary print servers
and locally attached printers on page 170. Prior to installing the application, take a few moments to
read key sections of this manual. In addition, people new to print control might also find the
accompanying implementation guide available from the PaperCut Software website useful in
managing the deployment process.

The latest version of this manual in HTML and a printable PDF format are available from the
PaperCut Software International Pty. Ltd. website at https://www.papercut.com.

1.6.1 Prerequisites

PaperCut NG/MF is a network based server application. Experience with basic network concepts,
such as server administration and network connectivity is expected. Prior to installing or evaluating
PaperCut NG/MF you should be familiar with:

« The concept of sharing printers and print servers

» Understanding of client-server relationships
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« Understanding of basic security concepts such as permissions, groups and users.

1.6.2 Terminology used in this document

To make reading this manual easier, the names of all of the screens, tabs and actions from PaperCut
NG/MF are marked up in a different font. The User Details screen for instance.

A sub-screen or tab is indicated with an arrow. User Details > Adjustments means: select
Adjustments & Chargestab from the User Details screen.

User Interface Buttons are indicated by: Click OK.
System output and keyboard input is indicated with a di f ferent font as well.

Field labels are indicated by Username.

% NOTE
N Note are marked like this.

TIP

F‘j Tips provide useful advice to make your life easier.
EXAMPLE
Examples of how the function could be used.
IMPORTANT

F‘j Important notes are marked like this.
CAUTION

Indicate situations where you have to be careful what you are doing.

WARNING
@ Where extreme care has to be taken.

1.7 Licensing and support

This section describes how to install the PaperCut NG/MF license you receive after purchase, and
also provides information about gaining support and assistance.

1.7.1 Installing a license

PaperCut NG/MF licenses are issued as a digitally signed file. Installing the license file into the
application enables the software for use within your organization.

Toinstall the license file supplied by your vendor:
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1. Save the license file to your hard disk. Your desktop is a handy location. Files are typically named
PaperCut NG/MF-[orgname].license.

TIP
F:] There is no need to unzip the file. You can load the file into the system as supplied.

Click the About tab.
In the Register area, click Browse.
Locate the license file saved in step 1; then click Open.

Click Install license.

o g A~ w DN

Verify license information is correctly listed in the About page.

NOTE

& The file supplied is a digitally signed and zipped text file containing your license
information. It's converted to ZIP format to minimize size. If you're interested in viewing
the contents of the file, rename the file to .zip and open it in any ZIP extraction utility.

If you have a question about your license or need assistance please email the PaperCut Software
International Pty. Ltd. technical support team and they are more than happy to assist you.

1.7.2 Technical support & further information

The PaperCut Software development team is always happy to assist customers with further
technical questions. Please feel free to contact us via email or phone. The development team can
also be contacted via the live web chat feature available on the PaperCut Software International Pty.
Ltd. website at http://www.papercut.com/.

You can also find lots of other useful information in the Knowledge Base located at:
https://www.papercut.com/kb/ The Knowledge Base is updated regularly and is a good place to start
if your question is not addressed in this user manual.

1.7.3 End User License Agreement (EULA)
1. AGREEMENT

This End User License Agreement is between PaperCut Software International Pty Ltd (ACN
124 440 400) of Level 1, 3 Prospect Hill Rd, Camberwell, Victoria, 3124, Australia (PaperCut),
and:

a. ifthere has been no charge for the license (an Evaluation License), the company or other
entity that installed the Software for the purpose of the evaluation; or

b. ifthere has been a charge for the license (a Production License), the company or other entity
that applied for the Production License as set out in the Company Details tab on the Website.
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2. DEFINITIONS

Affiliate means an entity owned by, controlling, controlled by, or under common control with,
directly or indirectly, an entity. For this purpose, one entity "controls" another entity if it has the
power to direct the management and policies of the other entity (for example, through the
ownership of voting securities or other equity interest, representation on its board of directors or
other governing body, or by contract).

Agreement means the terms and conditions in this End User License Agreement and the
Support Policies, and, if this is a Production License any details in the Contract Details, as may
be amended by a Variation.

Authorised Platform means servers, workstations, printers, multi-function devices and mobile
devices that are owned, leased or controlled by You or Your Affiliates on which the Software is
designed to be used.

Confidential Information means any non-trivial, non-public information, however recorded,
preserved, disclosed or communicated (whether directly, indirectly, orally or by writing),
disclosed by either party or its Representatives to the other party or its Representatives in
connection with this agreement that is or, ought to have been, understood by the parties using
reasonable business judgment, to be confidential. The Software and related documentation,
License Keys and this agreement, including the terms, pricing and Fees payable, are agreed to
be the Confidential Information of PaperCut.

Contract Details means the details of any transaction for a Production License that relate to the
Software license, including the maximum number of Users (or other license metric that is
applicable to the particular Software program), the Maintenance & Support service and
applicable Fees and Taxes, that are advised to You and/or are selected, or entered, by You on
the Website prior to You placing Your order for the Production License, or to which You have
otherwise agreed in writing with PaperCut.

Discloser means the party that makes a disclosure of Confidential Information.
Effective Date means:

a. foran Evaluation License, the first date of installation of the Software on any of Your
Authorized Platforms; or

b. foraProduction License, the date outlined where the person clicked "l Agree" during the
sign-on process.

Evaluation License means the right to use the Software in accordance with clause 4.1.
Expiration Date means the last day of the production license period you may use the software.

Fees means the amount payable for the relevant Software license, the Maintenance & Support
service or other items acquired under the Agreement, as applicable, exclusive of Taxes.

Fixed Term means the period between the Effective Date and the Expiration Date.

Intellectual Property Rights means copyright, moral rights, trade mark, design rights, service
marks, patent, semiconductor or circuit layout right, trade secrets, know-how, database rights or
other rights in the nature of intellectual property rights (whether registered or unregistered), or
any right to registration of such rights, existing anywhere in the world, or protected by statute
from time to time, whether created before, on or after the Effective Date.

License Key means any form of license file, lock, password or other mechanism that may be
used to control access to, or manage use of, the Software.
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PaperCut Marks means all trademarks, service marks, logos or other words or symbols
identifying the Software, Maintenance & Support service,PaperCut Customer Care service or
PaperCut's business (whether owned by PaperCut or any PaperCut Affiliate), , and all
trademarks, service marks, logos or other words or symbols identifying any third party software
that is licensed by the third party to PaperCut and integrated in the Software.

Maintenance & Support means the services described in clause 5.
Production License means the right to use the Software in accordance with clause 4.2.
Recipient means the party that receives a disclosure of Confidential Information.

Representatives means the employees, agents, contractors of a party, or those of any Affiliate,
and the professional representatives of a party providing advice in relation to this Agreement,
including the lawyers, bankers, auditors, accountants and insurers of a party.

Software means the object code version of PaperCut's software program made available to You,
and any Updates and Upgrades that may be made available to You by PaperCut in its discretion,
under this Agreement. The term Software does not include any beta, pre-release or other special
release programs.

Support Polices means PaperCut's document that describes the policies, processes and scope
of support services for the Software, as are posted on the Website under the heading ‘Support’.
The Support Policies may be updated by PaperCut in its discretion from time to time.

Taxes includes goods and services taxes or other sales taxes, duties, withholding taxes, levies,
imposts or other charges or duties levied by any federal, state or local government which arise
out of or in connection with the Software, Maintenance & Support service or this Agreement, and
any interest, penalties or liabilities incurred on such amounts, but excludes taxes based on the
netincome of PaperCut.

Update means any bug fixes, patches or workarounds for the Software that have been produced
primarily to overcome defects in the Software without significantly altering the functionality of the
Software.

Upgrade means a version of the Software that has been produced primarily to extend, alter or
improve the Software by providing additional functionality or performance enhancements
(whether or not defects are also corrected). Upgrades do not include any software that is
marketed by PaperCut as a different product. PaperCut shall determine in its discretion whether
any software is an Upgrade or a different product.

User means an identifier (individual's name or generic term such as "purchasing officer") that is
listed as a user in the Software's database. Any User that is defined by a generic term may only
be used by a single individual. All Users from You and/or Your Affiliates who have identifiers
listed as users in the Software's database are included in aggregate in the total number of Users.

Variation means any addition, deletion or substitution to any part of this Agreement that is made
in accordance with this Agreement.

You (and Your) refer to the other party to this Agreement, being the entity that is the licensee of
the Software.

Website means PaperCut's website from which You can acquire the Software, Maintenance &
Support service, additional Software programs, add more Users or other license usage or
extended Your Maintenance & Support service.

Copyright © 1999-2019 PaperCut Software International Pty. Ltd. All Rights Reserved. 27 of 1243




PaperCut NG/MF Installation Guide 1. Overview

3. AGREEMENT AND LICENSE

3.1 In the case of an Evaluation License, the person that installs the Software and clicks "l Agree"
during the installation process warrants to PaperCut that he/she has authority to enter into
this Agreement on behalf the entity that is his’lher employer.

3.2 In the case of a Production License, the person that clicked "I Agree" during the sign-on
process warrants to PaperCut that he/she has authority to enter into this Agreement on
behalf the entity that was entered into the Company Details tab on the Website during the
sign-on process.

3.3 By using the Software You accept this Agreement as from the Effective Date, and
acknowledge that You are bound by the terms and conditions of the Agreement

3.4 PaperCut may send a "proof of purchase" confirmation email or other document (Order
Confirmation) after You acquire a Production License, summarizing the Contract Details. If
You do not notify PaperCut in writing of any discrepancy in the Contract Details as set out in
the Order Confirmation within 48 hours of receiving it, then you accept the Contract Details
as set out in the Order Confirmation.

3.5 PaperCut will send a notification email to the nominated address confirming EULA
acceptance. This notification will inform you that personal data is collected, stored and
retained with PaperCut for the purpose of providing our software and service in accordance
with our Privacy Policy.

Evaluation

3.6 If You requested a free-of-charge Evaluation License for the Software (via the Website or
other means), then PaperCut will make the Software available for You to download from the
Website, subject to Your acceptance of this Agreement. If You accept this Agreement then
You acquire an Evaluation License, from the Effective Date until the license is terminated in
accordance with clause 3.7. There is no Fee payable for an Evaluation License.

3.7 PaperCut does not provide Maintenance & Support services for Evaluation Licenses, but
may, in its discretion, provide assistance, advice and error correction services to support
Your evaluation of the Software.

3.8 A Evaluation License:

a. terminates automatically after 40 days from the Effective Date, unless extended by
agreement with PaperCut;

b. will be terminated if the Agreement terminates in accordance with clause 12.
Upgrading to a Production License

3.9 You may upgrade an Evaluation License to a Production License by completing and
agreeing the Contract Details via the sign-on process on the Website and agreeing to pay
the relevant Fees and Taxes. You may also order Maintenance & Support services at the
same time. The Production License and any Maintenance & Support service will be provided
on the terms and conditions of this Agreement. In the case of a Production License,
PaperCut will provide You with a License Key to enable You to use the Software.

Production License

3.10 Where you acquire a Production License by agreeing to the Contract Details with
PaperCut, including by completing the Contract Details in the sign-on process, then You
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acquire a license for the Software in accordance with clause 4.2 and the right to receive
and install any Updates for that Software that may be issued by PaperCut from time to
time. You must install Updates promptly, especially Updates that have been made
available for security issues. There are no additional Fees for this right to receive Updates.

Limited Feature Validity of License

The Scan to Cloud feature will only be activated with the Production License during the
Maintenance & Support period. When this period ceases, the Scan to Cloud service may be
deactivated.

The OCR Reader feature will only be activated with the Production License during the
Maintenance & Support period. When this period ceases, the OCR Reader may be deactivated.

Maintenance & Support

3.11 Where You ordered Maintenance & Support services in the Contract Details, upon
acceptance of your order, PaperCut will provide the Maintenance & Support services for 12
months from the Effective Date in accordance with clause 5.

Additional Licenses, Usage or Maintenance & Support.

3.12 If You wish to add more Software programs, add more Users or other license usage, or
extended Your Maintenance & Support service - and such items are available from
PaperCut at the time, You may order those items by completing and agreeing to the
relevant Contract Details with PaperCut via the Website, and agreeing to pay PaperCut's
then current Fees and Taxes for such items. Any such items will be provided on the terms
and conditions of this Agreement.

3.13 If You do not extend Your Maintenance & Support service so that Maintenance & Support
service is provided continuously, and subsequently wish to reinstate Maintenance &
Support service, then You must back pay all the Maintenance & Support service fees
outstanding prior to the Maintenance & Support service being reinstated..

Variations

3.14 Subject to clauses 3.9 and 3.12, this Agreement, or any part of it, may be varied by the
parties agreeing to the Variation in writing (and the Variation will be binding when both
parties have signed the Variation).

4. LICENSES
Evaluation License

4.1 From the Effective Date until the license is terminated in accordance with this Agreement,
PaperCut grants You a non-exclusive, non-transferable, limited use license solely to install
and run the Software on one or more computers that are Authorized Platforms, so You and
your Affiliates can evaluate the Software to determine whether to acquire a Production
License. Under this Evaluation License You and Your Affiliates may use the Software for
testing and evaluation in a production environment prior to the termination of the Evaluation
License.

Production License

4.2 Subject to PaperCut's receipt of the applicable Fees and related Taxes in accordance with
the Contract Details, PaperCut grants You a non-exclusive, non-transferable, indivisible,
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limited use license solely to install and run the Software on one or more computers that are
the Authorized Platforms, for use by You or Your Affiliates from the Effective Date until the
license is terminated in accordance with this Agreement, for:

a. up to the maximum number of Users or other license metric set out in the Contract
Details, for Your internal business data processing/printing requirements in accordance
with, and subject to any other limitation of use set out in, the Contract Details; and

b. fortesting, disaster recovery and backup (hot or cold), without additional Fees.
c. ForaFixed Term Production License:

(i) terminates automatically at the Expiration Date, unless extended by agreement with
PaperCut;

(i) will be terminated if the Agreement terminates in accordance with clause 12.

Delivery and installation

4.3 PaperCut will make the Software available for download from the Website. If You specifically
request, PaperCut will ship to You a physical copy of media with the software loaded on it, at
additional cost. You are responsible for copying and installing the Software on the
Authorized Platforms. You must follow any instructions provided by PaperCut when
installing the Software. All Software is deemed to be accepted by You upon successful
installation on the first Authorized Platform.

Prohibited Actions

4.4 Nothing in this Agreement permits You to:

a. use the Software to provide any facility management or service bureau service, or for the
benefit of any third party (other than an Affiliate);

b. disclose the Software or any online or hardcopy documentation related to the Software to
any third party (other than an Affiliate);

c. adapt, translate, publish, communicate to the public, or create any derivative work or
translation of the Software, unless expressly permitted by law;

d. sub-license, lease, rent, loan, assign, novate or otherwise transfer the Software to any
third party;

e. reverse engineer, reverse compile, decompile or disassemble the object code of the
Software or any part of the Software (or other underlying data), or otherwise attempt to
derive the source code of the Software, except to the extent the permitted by law;

f. use any part of the Software other than as an integrated part of the overall Software
program;

g. remove, alter or obscure any PaperCut Marks, or any proprietary or restricted use notice
on the Software;

h. allow the Software to become the subject of any charge, lien, encumbrance or security
interest; or

i. dealin any other manner with any or all of Your rights and obligations under this
Agreement.
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Compliance

4.5 You acknowledge and agree that the License Key may prevent, hinder or reduce availability
of features where You are using the Software in excess of the usage rights that You have
agreed to pay for.

4.6 During the period of this Agreement and for 2 years thereafter, You must permit PaperCut, or
its nominee, to inspect and have access to the Software, the usage logs in the Software, and
to any records kept in connection with this Agreement, for the purposes of ensuring that You
(and Your Affiliates) are complying with the terms of this Agreement. If PaperCut requires
access to Your offices (or those of Your Affiliates) in order to access the Software or the
relevant records then:

a. PaperCut must provide reasonable advance notice to You;
b. anyaccess must be during business hours or other times agreed by You;

c. PaperCut must use reasonable endeavors to minimize any disruption to Your business;
and

d. if PaperCut uses a nominee to conduct the inspection, such nominee must not be a
competitor to You and must sign a non-disclosure agreement with PaperCut that
protects any information found during the inspection on terms that are no less protective
than those terms that are included in clause 9 of this Agreement.

5. Maintenance & Support

5.1 This clause 5 applies during the period when You have acquired Maintenance & Support
services for a Production License.

5.2 If and when PaperCut makes an Update or Upgrade generally available to customers with
Maintenance & Support services for the Software, the Update or Upgrade will be made
available to You at no additional charge. You must, at your own cost, download and install
the Update or Upgrade within a reasonable period.

5.3 If You (or any of Your employees or employees of any of Your Affiliates) believe that there is
a defect in the Software, those employees should report it to Your internal support desk
personnel, and Your internal support desk personnel should report it to PaperCut's support
email address 24/7, or call PaperCut's support helpline during business hours. You must
ensure that Your internal support desk personnel are technically competent and trained in
the use of Software. They must use reasonable efforts to resolve the issue prior to
contacting PaperCut for assistance.

5.4 PaperCut will use its best efforts to provide a remedy or a workaround for any defect in the
Software that is reported to its support helpline in a timeframe that is reasonable, given the
nature of the issue and the impact on Your business operations.

5.5 PaperCut shall have no obligation to provide Maintenance & Support services:

a. forany Software which has not had any Update or Upgrade installed prior to the date that
PaperCut has notified its customers as being the "end of life" date for that version.
PaperCut shall provide its customers with at least 90 days’ notice by posting notice on the
Website of an "end of life" date for that particular version;
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b. toany adaptations, translations or derivative works made to the Software; or
c. forany Evaluation License.

5.6 PaperCut shall have no obligation to provide Maintenance & Support services where faults
arise from:

a. misuse, incorrect use of or damage to the Software from whatever cause (other than any
act or omission by PaperCut), including failure or fluctuation of electrical power;

b. failure to maintain the necessary environmental conditions for use of the Software;

c. use of the Software in combination with any equipment or software other than Authorized
Platforms;

d. any breach of Your obligations under this Agreement;
e. having the Software maintained by a third party; or
f. usererror.

5.7 Ifitis necessary for PaperCut to attend Your (or Your Affiliates') premises to provide
Maintenance & Support services, or PaperCut determines that the work it performed in
relation to a logged issue was caused by any of the items in clause 5.6, then You must pay
for such work at PaperCut's then current Fees and charges as well as any expenses (and
travel time) incurred by PaperCut in performing such work.

5.8 Maintenance & Support Plus - PaperCut offers extended support services beyond standard
business hours based on the same terms of support at an additional cost to You.

6. FEES AND TAXES

6.1 PaperCut will provide You with the ability to download the Software from our Website as an
Evaluation License for use in accordance with this Agreement without charge.

6.2 Where You agree on the Contract Details to pay the Fees, charges and Taxes for any
Production License, Maintenance & Support, additional Software, additional Users or
extended usage rights, further period of Maintenance & Support or other thing acquired
under this Agreement by credit card (or other online payment mechanism supported by
PaperCut) then you must complete the relevant details and authorizations stated on the
Website. PaperCut will provide you with a tax invoice/receipt promptly following receipt of
Your payment.

6.3 Where You agree on the Contract Details to pay the Fees, charges and Taxes for any
Production License, Maintenance & Support, additional Software, additional Users or
extended usage rights, further period of Maintenance & Support or other thing acquired
under this Agreement following receipt of a tax invoice, PaperCut will provide You with a tax
invoice for the Fees and Taxes at the start of the license or the supply of the service, and You
must pay this tax invoice within 14 days of receipt.

6.4 You are solely responsible for ensuring that PaperCut receives the net amount of the Fees
for any transaction under this Agreement. This means:

a. You must pay any fee for receiving the Software on physical media;

b. You must pay any fee associated with the use of a credit card (or other payment
mechanism accepted by PaperCut);

c. You must pay any fee associated with a bank charge or transfer fee;
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d. You must pay any fee incurred by PaperCut for any charge back or other payment
failure, plus PaperCut's administration fee for dealing with a failed payment (other than
where a refund of the Fees is required to be provided by law););

e. You are responsible to pay all Taxes. All payments under the Agreement must be made
free and clear and without deduction for any and all present and future Taxes. Payments
due to PaperCut under the Agreement must be increased so that the amounts received
by PaperCut, after provision for Taxes and all Taxes on such increase, will be equal to
the amounts required under the Agreement as if no Taxes were due on such payments.

6.5 You irrevocably authorize PaperCut to deduct from your credit card (or any debit card
accepted by PaperCut) any amount due and payable under this Agreement without further
reference to You.

6.6 You must pay a late charge for any failure to make any payment by the date required under
the Agreement, calculated daily using a rate that is 4% over the Reserve Bank of Australia's
Cash Rate, from the date that the payment first becomes overdue, to the date that the
payment is received by PaperCut, both dates inclusive.

6.7 If any Fee, charge or Tax is not received by the required date, PaperCut may suspend Your
access to the Software or suspend or cease providing services to You until the outstanding
amounts (including applicable late charges, damages, costs and expenses) are paid. You do
not have any claim for breach of contract or otherwise for any action taken by PaperCut
under this clause.

7. TRADEMARKS

7.1 You acknowledge and agree that PaperCut is the owner and/or licensee of the PaperCut
Marks. You do not acquire any right to use, or interest in, any of the PaperCut Marks. You
must not at any time or in any way assert any ownership of, or any right in, the PaperCut
Marks and You must not contest the right of PaperCut or any PaperCut Affiliate or any of
their licensors to the use of any of the PaperCut Marks.

7.2 PaperCut will not use Your (or those of Your Affiliates) trademarks, logos or branding without
your prior written consent. You give us consent to incorporate any trademark, logo or
branding that You provide us into the Software in order to take advantage of the Software
features that allow the use of customers' branding. PaperCut may disclose the fact that You
(and Your Affiliates) are customers and the nature of Your (and Your Affiliates') use of the
Software to third parties in private conversations and documentation, but PaperCut will not
use Your name (or the names of Your Affiliates) in PaperCut's general marketing materials,
websites, etc., without Your prior written consent.

8. PROPRIETARY RIGHTS

8.1 All Intellectual Property Rights created by any person that are adaptations, translations and
derivative works in the Software or related documentation, are and shall remain the
exclusive property of PaperCut (and its licensors, if any) or shall vest in or be transferred to
PaperCut immediately upon creation, as the case may be.

8.2 Except for the rights expressly granted by PaperCut to You under this Agreement:

a. PaperCutandits licensors, if any, reserve all right, title and interest in and to the Software
or related documentation and all Intellectual Property Rights in them;

b. noright, title or ownership interest in or to the Software or related documentation
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whether by implication, estoppel or otherwise, is granted, assigned or transferred to You
under or in connection with this Agreement.

8.3 You must not make any unauthorized copies of the whole or part of the Software or related
documentation. You acknowledge and agree that the unauthorized disclosure, use or
copying of the Software or related documentation may cause PaperCut serious financial
loss that may not be adequately compensated by monetary damages. Accordingly, in the
event of any unauthorized disclosure, use or copying of the Software or related
documentation, You agree that PaperCut shall have the right to seek injunctive relief to stop
such unauthorized disclosure, use or copying.

Third Party Proprietary Rights:

8.4 Third party software. The Software may include third party software from whom PaperCut
has obtained a licensed right.

Licenses for Attributions to third party software and relevant license information are provided in
the file THIRDPARTYLICENSEREADME.txt in the root folder of the Software installation.

9. CONFIDENTIAL INFORMATION

9.1 The Recipient must not use any of the Discloser's Confidential Information except in
connection with the performance of its obligations specified in this Agreement.

9.2 The Recipient must not disclose the Discloser's Confidential Information to any third party
without obtaining the Discloser's prior written consent, provided that the Recipient may
disclose the Discloser's Confidential Information to:

a. itsemployees, agents and contractors, and those of any of its Affiliates, who have
entered into a written agreement with the Recipient that is no less protective of the
Discloser's Confidential Information than this Agreement provided those persons have a
need to know such information for the purposes of this Agreement;

b. toits lawyers, bankers, auditors, accountants and insurers, who have a need to know the
information in order to provide professional advice to the Discloser relating to this
Agreement.

9.3 You must ensure that each person who is issued with a License Key does not disclose their
License Key to any other person.

9.4 The Recipient must use, and must ensure that any person to whom it is permitted by this
Agreement to disclose the Discloser's Confidential Information to uses, the same measures
to protect the Discloser's Confidential Information as it uses to protect its own confidential
information, but in no event less than reasonable measures.

9.5 The restrictions in this clause 9 shall not apply to information that:

a. isindependently developed by the Recipient without any access to the Confidential
Information of the Discloser;

b. becomes known to the Recipient without restriction, from a third party who, to the
Recipient's knowledge, was not bound by a confidentiality agreement with the Discloser,
or otherwise prohibited from disclosing the information to the Recipient, or had the right
to disclose it;

c. was available to the Recipient on a non-confidential basis prior to disclosure by the
Discloser;
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d. was lawfully in the possession of the Recipient before the information was disclosed to it
by the Discloser, and that was not subject to a confidentiality obligation;

e. isor becomes part of the public domain through no act or omission of the Recipient;
f. the parties agree in writing is not confidential or may be disclosed; or

g. isrequired to be disclosed under an order or requirement of a court, administrative
agency, or other governmental body (but only to the minimum extent required to comply),
provided however, that Recipient shall provide prompt notice to Discloser of any potential
disclosure and shall use its reasonable efforts to prevent disclosure of such information..

Privacy
9.6 The parties must:

a. comply with the requirements of the any privacy law in the country in which the party is
located and in any country to which the personal information is to be sent; and

b. only use, manipulate, store and handle personal information for the purposes of meeting
its obligations under this Agreement.

9.7 You warrant that:

a. Eachindividual about whom PaperCut will obtain personal information from You as a
result of this Agreement has agreed to the handling and processing of his or her personal
information as outlined in our Privacy Policy;

b. You have obtained the informed consent from each individual about whom PaperCut will
obtain personal information from You as a result of this Agreement, including the
individual’s consent to transfer his or her personal data outside of his or her country of
residence as outlined in our Privacy Policy; and

c. PaperCut, its Representatives and their permitted successors, assignees and sub-
licensees may use that individual's personal information in any manner that may be
reasonably contemplated by this Agreement, including a transfer overseas for the
purpose of providing support and error correction services, and as outlined in our Privacy
Policy. Consent to use of data

9.8 You agree that PaperCut may collect and use technical information - including but not limited
to technical information about your system setup, license, and feature usage - that is
gathered periodically to facilitate the provision of Software updates, product improvement,
product support and other services to You. PaperCut may use this information to improve,
provide, and develop our products, services and technologies. PaperCut will not disclose
this information in a form that personally identifies you.

9.9 Obtaining Updates

a. By clicking the "Check for updates" button, You authorize PaperCut to gather system,
version and licensing information to facilitate the provision of software updates, product
support, and other services to You (if any) related to the PaperCut software.

b. You agree that our systems may from time to time automatically update the PaperCut
Mobility Software that You have installed to a newer version. This may involve the
automated collection of system information. You agree to receive these automatic
updates without any additional notice.
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10. LIMITATION OF LIABILITY

10.1 Except as set out in this Agreement, to the extent permitted by law, and subject to clause
10.2, PaperCut's total, cumulative liability to You (and Your Affiliates) for any claim whether
it be for breach of contract (including under an indemnity), in tort (including negligence),
breach of statutory duty or otherwise, arising out of or in connection with the Software, the
Maintenance & Support service, this Agreement or the relationship between the parties,
shall be limited to:

a. where the claim arises in connection with the Software, the total of all Fees paid by You
for the Production License; or

b. where the claim arises in connection with the Maintenance & Support, the total of all Fees
paid by You for the Maintenance & Support during the Maintenance & Support year in
which the claim first arose; or

c. orany other claim, USD$10,000

10.2 To the extent permitted by law, PaperCut will not be liable for any loss, damage or expense
which is indirect, consequential, special or exemplary damages, nor for any lost profits, lost
revenue, lost data or business interruption, even if PaperCut has been advised of, knows
of, or should have known of the possibility of such loss, damage or expense.

10.3 You acknowledge and agree that owing to the nature of the Software, PaperCut does not
represent or warrant that:

a. access to the Software will be continuously available; or
b. the Software will be error free.

10.4 You act as agent for Your Affiliates in respect of this Agreement and are responsible to
PaperCut for their acts and omissions.

11. INDEMNIFICATION

11.71 In addition to any rights You may have at law, PaperCut undertakes at its own expense to
indemnify and defend You or, at PaperCut's option, settle any claim or action brought
against You alleging that the use or possession of the Software in accordance with this
Agreement infringes any Intellectual Property Right enforceable in the United States,
Canada, United Kingdom, any country in the EU, Switzerland, Australia, New Zealand,
China, Hong Kong, Singapore and Japan (an "Infringement Claim") and shall be
responsible for any losses, damages, expenses or costs (including reasonable legal fees)
incurred by, or awarded against You as the result of, or in connection with, any such
Infringement Claim, provided that:

a. You promptly notify PaperCut of the Infringement Claim in writing, specifying the nature
of the claim in reasonable detail and providing access to, and copies of, documents,
software any other material, that are relevant to the Infringement Claim, as well as
providing prompt access to any Representative who may be relevant to PaperCut's
defense of Infringement Claim;

b. You do not make any admission of liability, agreement or compromise in relation to the
Infringement Claim without the prior written consent of PaperCut;

c. You grant PaperCut the sole right to defend, negotiate and settle the Infringement Claim,
at PaperCut's expense, or at PaperCut's option, PaperCut may permit You to defend the
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Infringement Claim in which case:

(i) PaperCut will pay any costs associated with Your defense, and will provide security
for such costs; and

(i) You must follow any reasonable request from PaperCut to avoid, dispute, defend
and/or compromise the Infringement Claim;

d. You provide PaperCut with reasonable assistance, at PaperCut's expense, to defend,
negotiate and settle the Infringement Claim.

11.2 PaperCut will have no obligation under this clause 11 or otherwise with respect to any
Infringement Claim based upon:

a. any use of the Software not in accordance with this Agreement, or documentation
provided by PaperCut;

b. the combination, operation or use of the Software with any other product, equipment,
business method, software or data;

c. any modification of the Software by any person other than PaperCut or its authorized
agents or subcontractors; or

d. any use of the Software after PaperCut has provided You a new software version, patch
or correction that would have overcome the infringement.

11.3 If any Infringement Claim is made, or in PaperCut's opinion is likely to be made, then
PaperCut may (at its sole option and expense) either:

a. procure for You the right to continue using the affected Software, or substantially similar
software that does not substantially affect the functionality of the Software, in accordance
with this Agreement;

b. replace or modify the affected Software so that it becomes non-infringing but performs
substantially the same functions; or

c. if neither (a) or (b) is commercially reasonable, as determined in PaperCut's sole
discretion, then PaperCut may terminate Your rights to use the affected Software and
pay damages of up to an amount of the Fees paid for the license for the Software.

11.4 Subject to any rights that You may have under statute, this clause 11 states PaperCut's
entire liability and Your sole and exclusive remedy for any claims related to any
infringement of the Intellectual Property Rights in respect of the Software.

12. TERMINATION

12.1 PaperCut may immediately terminate this Agreement for cause by giving You written notice
if You:

a. breach any of the provisions of clauses 4, 6, 7.2, 8.3, 9 or 13.5;

b. breach any other provision of the Agreement and You do not remedy it within 14 days of
PaperCut providing You written notice of the breach;

c. cease to carry on business, are unable to pay Your debts as they fall due, You enter into
liguidation or have a controller, managing controller, liquidator or administrator appointed
or suffer any similar event in any jurisdiction; or

d. merge with, sell substantially all of Your assets, or You are subject to a change of control.
A "change of control" shall be deemed to occur when an entity acquires fifty percent
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(50%) or more of Your voting shares or equity interest, or fifty percent (50%) or more of
Your assets, in the event of a change of a majority of Your Board of Directors (or majority
of the partners if a partnership), or if there is any other effective change of control.

12.2 You may immediately terminate this Agreement for cause by giving PaperCut written notice
if PaperCut:

a. breaches any of the provisions of this Agreement and PaperCut does not remedy it within
30 days of You providing PaperCut written notice of the breach; or

b. ceasesto carry on business, is unable to pay its debts as they fall due, enters into
liquidation or has a controller, managing controller, liquidator or administrator appointed
or suffer any similar event in any jurisdiction.

12.3 If this Agreement terminates:
a. any license for Software and its related Maintenance & Support terminates immediately;

b. each party shall immediately return to the other - or at the other party's request, destroy -
any of the other's Confidential Information;

c. You must ensure that all copies of the Software installed pursuant to this Agreement are

uninstalled and deleted from all hardware in your possession or control within 14 days of
the date this Agreement is terminated.

12.4 Any termination of this Agreement shall not prejudice, limit or restrict any other rights or
remedies either party may have arising prior to such termination. To the extent permitted by
law, PaperCut shall be under no obligation to refund any amounts paid by Y ou for any of
the Software or Maintenance & Support services that have been provided prior to any
termination of this Agreement.

13. GENERAL
Notices

13.1 Any notice that is given under this Agreement:
a. by PaperCut NG/MF may be:
(i) posted to You;
(ii) emailed to You at any email address provided by You;
(iii) included on any invoice (which may be emailed or posted to You); or
(iv) posted on the Website. You must review the Website regularly for notices.
b. by You must be posted to PaperCut at the address stated on the latest invoice.

13.2 A notice is deemed to be received:

a. when posted from Australia to an address in Australia; within 3 business days of the date
when it was posted;

b. when posted from an address outside of Australia, within 7 days of the date when it was
posted; or

c. when emailed; within 1 business day of the date that the email was sent, provided no
notice of failure has been received by the sender;

d. when posted on the Website, within 3 business days of the date it was posted.
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Relationship of Parties

13.3 The parties to this Agreement are independent contractors. Nothing in this Agreement shall
be deemed to create an agency, employment, partnership, fiduciary or joint venture
relationship between the parties, constitute any party the agent of another party, nor
authorize any party to make or enter into any commitments for or on behalf of any other

party.
Compliance with Laws

13.4 You must comply with all laws which are relevant to You performing Your obligations under
this Agreement.

Assignment

13.5 You must not assign or transfer this Agreement or any rights or obligations under this
Agreement, in whole or part, without the prior written consent of PaperCut.

13.6 PaperCut may assign or transfer this Agreement, in whole or part, without Your consent to
any PaperCut Affiliate or in connection with a merger, acquisition, or purchase of fifty
percent (50%) or more of its assets. PaperCut may assign or transfer all or part of any of its
rights to receive any Fees and Taxes or other monies due under this Agreement, to any
person without Your consent. Notwithstanding clause 9, PaperCut may disclose any of
Your Confidential Information which is reasonably necessary to affect any assignment or
transfer.

Waiver

13.7 No failure or delay by a party to exercise any right or remedy provided under this
Agreement or by law shall constitute a waiver of that or any other right or remedy, nor shall
it preclude or restrict the further exercise of that or any other right or remedy. No single or
partial exercise of such right or remedy shall preclude or restrict the further exercise of that
or any other right or remedy.

Remedies

13.8 Except as specifically provided otherwise in this Agreement, the rights and remedies
provided under this Agreement are cumulative and in addition to, and not exclusive of, any
rights or remedies provided by law.

Severability

13.9 If any part of this Agreement is determined to be invalid, illegal or unenforceable by any
court or competent authority, such part will be severed from the remainder of the
Agreement and the remaining provisions will continue in force.

Force Majeure

13.10 Except for Your obligations to pay PaperCut under this Agreement, neither party shall be
in breach of this Agreement nor liable to the other party for any failure or delay in
performance caused by events beyond the party's reasonable control.

Agreement

13.11 All clauses which naturally survive termination of the Agreement, including clauses 4.6,
7.1,8,9,10,12.3(b), 12.4 and 13, will survive termination of this Agreement.
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13.12 The parties are entitled to rely on any notice or communication in electronic format,
including any facsimile or email, that on its face appears authentic, and that has the
purported author's name on it to the same extent as if it were a document written by the
author. The parties consent to this Agreement being signed or varied through electronic
communication.

13.13 To the extent permitted by law:

a. PaperCut excludes any warranty or guarantee not expressly stated in this Agreement,
whether express, implied or statutory, including any guarantees or warranties of
acceptability and fithess for a particular purpose;

b. this Agreement constitutes the entire agreement between the parties regarding the
subject matter and supersedes all prior or contemporaneous agreements,
arrangements, understandings and communications, whether written or oral.

Export

13.14 You acknowledge and agree that the Software may be subject to applicable export and
import laws. You agree not to export the Software or any direct product thereof, directly or
indirectly in violation of these laws, nor will they be used for any purpose prohibited by
these laws, including nuclear, chemical or biological weapons proliferation.

Governing Law

13.15 If You are resident, domiciled or incorporated in the USA, this Agreement will be governed
by the laws of the State of Oregon, USA, without regard to its conflict of law principles.
The parties submit to the exclusive jurisdiction of the courts in the State of Oregon. You
hereby agree any claims will be brought exclusively in the federal or state courts located in
Oregon and the parties hereby irrevocably consent to the personal jurisdiction and venue
of the courts located in Oregon for the purpose of litigating any and all such claims.

13.16 If You are resident, domiciled or incorporated in the United Kingdom, this Agreement will
be governed by the court of England and Wales, without regard to its conflict of law
principles. The parties submit to the exclusive jurisdiction of the courts of England and
Wales. You hereby agree any claims will be referred to and finally resolved by arbitration
under the London Court of International Arbitration (LCIA) Rules and the parties hereby
irrevocably consent to the personal jurisdiction and venue of the courts located in England
for the purpose of litigating any and all such claims.

13.17 In all other cases, this Agreement will be governed by the laws of the State of Victoria,
Australia, without regard to its conflict of law principles. The parties submit to the exclusive
jurisdiction of the courts in the State of Victoria, Australia.

14. COUNTRY-SPECIFIC PROVISIONS

The following provisions apply to the extent required under local laws.
Australia:
Australian Consumer Law

14.1 Our goods come with guarantees that cannot be excluded under the Australian Consumer
Law (ACL). You are entitled to a replacement or refund for a major failure and for
compensation for any other reasonably foreseeable loss or damage. You are also entitled
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to have the goods repaired or replaced if the goods fail to be of acceptable quality and the
failure does not amount to a major failure.

14.2 The Maintenance & Support services that are provided to remedy any defect in the
Software may be a "Warranty Against Defects" as defined in the ACL.

The Maintenance & Support services are provided by PaperCut Software International Pty. Ltd.
(ACN 124 440 400) Level 1, 3 Prospect Hill Rd, Camberwell, Victoria, 3124, Australia, tel +61 3
9809 5194, email address customer.service@papercut.com.

In order to make use of the Maintenance & Support services, You must contact PaperCut's
support helpline during the period of your agreement for Maintenance & Support service using
process in clause 5.3. When you make use of the Maintenance & Support services, PaperCut
will use its best efforts to provide a remedy or a workaround for any defect in the Software in a
timeframe that is reasonable given the nature of the issue and the impact on your business
operations. This service is not available for Evaluation Licenses. The costs for the service in
respect of the Production Licenses are included within the Fees that are set out in the Contract
Details. No additional fees are payable by you for the Maintenance & Support for Production
Licenses. You are responsible for any expenses you incur in using the Maintenance & Support.
The benefits that we provide to consumers under our Warranty Against Defects are in addition to
any other rights or remedies a consumer may have in respect of these goods or services under
the ACL. The provision of Maintenance & Support services may result in the loss of user
generated data.

14.3 To the extent permitted by law, PaperCut's liability for a failure to comply with any statutory
guarantee is limited to one or more of the following, at PaperCut's option:

the replacement of the goods or the supply of equivalent goods;

c o

the repair of the goods;

o

the payment of the cost of replacing the goods or of acquiring equivalent goods;

d. the payment of the cost of having the goods repaired, unless it is not fair or reasonable for
PaperCut to rely on this term of the Agreement.

Copyright (c) 1999-2019 PaperCut Software International Pty. Ltd.
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2 Installation

This section covers the initial installation and configuration of PaperCut NG/MF in your network
environment. Initial installation takes only a few minutes on a currently configured server. This guide
walks you through installation and configuration step-by-step. The process is summarized below:

. System requirements check.
Download and install PaperCut NG/MF.

y
2
3. Complete the configuration wizard.
4. Testthe client software.

5

. Test printing and remote access.

PaperCut NG/MF is a cross-platform solution and the installation procedure varies depending on the
target operating system(s).

Windows: Quick install: Windows on page 56

Mac: Quick install: Apple Mac on page 75
« Novell: Installation on Novell OES Linux (iPrint) on page 129

o Linux: Quick install: Linux (CUPS and/or Samba) on page 104

2.1 Implementation by example

PaperCut NG/MF is a feature-packed application designed to meet the print management
requirements of all types of organizations. It's unlikely that any single organization would use or need
all the features in PaperCut NG/MF. The key to a successful implementation is with identifying the
features that are most needed, and utilizing them in the correct manner.

This section covers common implementation scenarios in a case study form. It discusses the
requirements common to the scenario, and how these requirements are satisfied using key features.
The aim of this section is to guide implementers towards identifying and utilizing the most
appropriate features.

Locate the scenario that's the closest fit to your organization. It might also be beneficial to read other
scenarios that might apply to your situation. For example, a large business can benefit from some of
the ideas presented in the small business case and so on.

2.1.1 Scenario: The small school

Fast River School has a student population of 200 and caters to students in Kindergarten through
6th grade. A teacher is responsible for each class. The school has two computers in each class room
and a small computer lab for older students. All computers are networked. A single server acts as a
domain controller and a file and print server. The students in each year level log on to the computers
using the username and password allocated to their class.
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Requirements
Each grade level has a monthly printing budget of $50.

y
2. Ifthe budget is exceeded, teachers can discuss additional funding with the school principal.
3. Student use of color printers should be approved by teachers.
4

. The teacher for each grade level should have access to activity reports in order to track the
class's printing volume.

5. The school principal needs a summary report of class printing activity at the end of each
semester.

Implementation

« Initial installation

Install PaperCut NG/MF on the school's file and print server. The initial installation process is
covered in Installation on the previous page.

. Requirement 1

You can automate the monthly budget by applying a $50.00 monthly quota to the (211
Users] group. The domain login accounts used for each year level are automatically placed in
the [r11 users] group. For more information, see :

o Groups in PaperCut NG/MF on page 375
« Setup quota allocations on page 380
- Requirement 2

Teachers can be warned when their class's balance has reached a low balance limit. The
notification can be via email. The notification option is located under: Options > Notifications
> Low Balance Noatifications . Select the email option for email notifications.

- Requirement 3

The SysAdmin can set up the printers so only selected users (i.e. teachers) can approve jobs
issued to color printers. By selecting the Only managers can release option on a given
printer, jobs are held in a queue. Teachers can then approve the student print jobs by
accessing the web based release software accessed via the URL:

http://server name:9191/release
Where server name is the name of the organization's print server.
» Requirement 4
Teachers can view print activity and account balance by connecting a web browser to:
http://server name:9191/user

Where server name is the name of the organization's print server. Access to the end user
pages is covered in Interface levels on page 342.

- Requirement 5

Summary reports can quickly be generated by any user with PaperCut NG/MF's SysAdmin
access. For more information about granting administrator access and running reports, see
Assigning administrator level access on page 344.
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2.1.2 Scenario: The large school

North Shore High has a student population of 2000 students. Their network consists of:
« Three student Windows PC labs and one Mac lab with other computers scattered around the
school for student use.
« A mixture of Mac and Windows laptops used by staff.
« A Windows Active Directory environment hosted on a number of servers.
« Printers are hosted on two separate Windows servers.
« Some teaching staff have desktop printers attached locally to their workstations.
« Each lab has a black and white laser printer.

« Two high-end color copier/printers and large format printers are located in a print room
situated away from the computer labs.

Students have their own login account and small home directories for storage.

Requirements

1. The system must support the mixed Mac and Windows environment.
2. The system should support multiple print servers and locally attached desktop printers.

3. The school wants to experiment with hosting printers on a Linux system with the aim of using
Linux for print serving tasks to help save on future Windows licensing costs.

4. Students are to be granted a small $5 a month printing budget. Final year students have a $10 a
month allowance.

5. If students need additional printing, they must purchase it. The payment process should be
simple and easy to manage.

6. Jobsissued to printers situated in the print room should be held in a queue and only printed on
the physical printers after the user has arrived at the room to collect the job.

7. Staff members should have the option of charging printing to department accounts or to a small
personal account, depending on the type of print job.

8. Student printing should be archived for a period of 4 weeks. This allows IT staff to determine the
individual students responsible for printing inappropriate material when incidents are reported.

9. The system should be proactively monitored to ensure as little disruption to the service as
possible.

Implementation

« Initial installation

The mixture of operating systems and multiple-servers makes this a complex installation. Prior
to deployment, it is advisable for the network manager and/or network administrator to plan
the deployment and familiarize themselves with the PaperCut NG/MF software.
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- Requirement 1

PaperCut NG/MF is a cross platform solution designed for all major operating systems. Given
the existence of an existing domain environment, the installation of Windows systems is
typically straightforward. The Macs, however, can be set up in a number of different ways.
Network administrators should consult Mac printing in detail on page 88.

. Requirement 2

Multi-server installations are commonplace on larger networks. One system needs to be
nominated as the primary PaperCut NG/MF server. This system is responsible for running the
"brains" of the system and storing all data. The other servers, secondary servers, report back
to the central primary server via XML Web Services. The system architecture, deployment
considerations, and recommendations are outlined in Multiple print servers on page 176.

- Requirement 3

Linux is becoming ever popular in the server space. First web hosting, and now common file
and print services are being serviced with the Linux operating system. PaperCut NG/MF is
available for Windows, Mac and Linux systems. Not only that, its architecture allows all three
systems to run side-by-side sharing a common central server. This school can experiment
with hosting printers on Linux by running a Linux based secondary server alongside their main
Windows servers. See Configure a Linux or Novell iPrint secondary print server on page 174
for additional information.

- Requirement 4

Quotas or allowances are allocated to users on a per-group basis. By adding network domain
groups to PaperCut NG/MF that represent the respective student groups, SysAdmins can
automate the allocation process. See Set up quota allocations on page 380 for further
information.

. Requirement 5

The purchase of additional quota/credit is best managed by the TopUp/Pre-Paid Card
system. The system reduces the data entry and management requirements associated with
manual transactions. More information on TopUp/Pre-Paid Cards is covered in TopUp/Pre-
Paid cards on page 826.

. Requirement 6

Print release in the print room is best achieved with the Release Station. By running a special
full-screen application on a dedicated terminal in this room, students can release their jobs
once they arrive at the room. The Release Station and secure printing in general is covered in
detail at Secure print release on page 580.

« Requirement 7

Tracking and allocating staff printing to departments is best achieved by using Shared
accounts on page 429. When set up, teaching staff are presented with a popup window asking
them to select an account to charge. You can control account access via domain group
membership or via PINs. More information on shared accounts is available at Shared
accounts on page 429.

. Requirement 8

The requirement to archive, audit and view all print activity can be accomplished by enabling
Print Archiving (viewing and content capture) on page 979. This allows approved staff to
visually inspect the contents of all print jobs.
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. Requirement 9

The requirement to proactively monitor the print system can be accomplished using the
PaperCut System Health interface. This allows you to monitor your entire print environment
using your existing monitoring tools, such as PRTG and Zabbix. You might already be
monitoring the status of your printers and servers, which can help a lot, but often does not tell
the whole story. It’s not just about monitoring individual components, but also the overall
system usage.

2.1.3 Scenario: The university

West Face University has a student population of 10,000 full-time students and off-campus and part-
time students. IT services centrally control the network, however, individual faculties and
departments also offer and manage some of the specialist IT infrastructure. All major operating
systems are in use on both the workstations and servers.

Requirements

1. Centrally managed printers are hosted in a clustered print server environment. The solution
needs to support clustering.

2. IT services want to provide the option for department labs to also have their printers controlled
via the central system.

3. User Client needs to be optional. It would be preferable for students to have access to their
account details via a web browser.

4. The design of the web interface should be customizable.
5. The system must be secure and support SSL-based encryption.

6. The system should run on top of a database system and allow data access to facilitate custom
reports using packages such as Crystal Reports or JasperSoft Studio.

7. Anopen source system would be preferable.

Implementation

« Initial installation

University-wide deployments can be quite involved. Most large universities that have deployed
PaperCut NG/MF have worked closely with the PaperCut NG/MF development team during
implementation. A lot can be gained by arranging a teleconference or similar with the
development team. We're always happy to help our customers deploy the ideal solution.

. Requirement 1

PaperCut NG/MF supports clustering at all application layers including the print server, the
database server, and the Application Server on both Microsoft Windows and Linux. Setting up
PaperCut NG/MF in Microsoft Clustering Services is covered in Clustering and high
availability on page 201. The PaperCut NG/MF development team has experience using
Linux-HA (High-Availability Linux) and other tools to support customers who use Linux.
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Requirement 2

Printers and labs hosted by individual faculties and departments outside the central IT
services area can optionally be joined into the campus-wide system via PaperCut NG/MF's
secondary server support. Central IT staff can approve these secondary servers via IP
address and grant selected staff administrator level access to the system's Admin web
interface on a case-by-case basis. See Configuring secondary print servers and locally
attached printers on page 170 for more information on secondary servers.

Requirement 3

PaperCut NG/MF's User Client, which is optional is most environments, allows users to
access their accounts and view their account balance, transaction and printing history, and
use advanced tools such as TopUp/Pre-Paid Cards and transfers. More information on the
web-based users tools is available at Interface levels on page 342.

Requirement 4

You can easily change the design and layout of the User web interface using HTML and
Cascading Style Sheets. Customizing the User web interface design is covered in Customize
the User web interface on page 950.

Requirement 5

PaperCut NG/MF provides secure connections for report access and administration via SSL-
based encryption. Larger universities often have their own certificate signing procedure for
SSL based servers. PaperCut NG/MF can even accept these signed certificates. SSL-based
encryption is set up by default and is accessed via a URL such as:

https://[server_name]:9192/admin

Information on using a custom SSL certificate is covered in Generate SSL/HTTPS keys on
page 1127.

- Requirement 6

Hosting the PaperCut NG/MF system on top of an external database system such as
Microsoft's SQL Server offers a number of advantages including easy data access, better
performance and scalability, and the ability to take advantage of existing backup processes.
More information on external RDMS support is available at Deployment on an external
database (RDBMS) on page 273.

The data structure is simple and administrators with report writing skills will quickly be able to
access the data for custom reporting via tools such as MS Access, Crystal Reports, or
JasperSoft Studio. You can schedule and run JasperSoft Studio reports directly from
PaperCut NG/MF.

« Requirement 7

PaperCut NG/MF is a commercial system with commercial level support. However, unlike
many other commercial applications, PaperCut Software International Pty. Ltd. does offer
source code access. A number of universities have used the source code access for:

« auditing - verifying that the software is secure.
« customization - knowing how the application works and how to implement add-ons.

Large universities should also look at the large school scenario. Features such as shared
accounts and secure printing are also applicable to many university environments.
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2.1.4 Scenario: The small business

Northwoods Inc. is a small twelve-person Engineering and Architect Drafting office serving the local
area. Their network consists of a mix of Windows 7 and 8 workstations connected on a Workgroup
based network. Wireless network access is also provided to employees with laptops. Most staff work
on a project basis and you need to track use by project code and sub-project. Some staff work on a
freelance basis and management want to track and charge for color printer use on a monthly basis.

Requirements

1. The system must be easy to set up and maintain as there is no full-time IT staff.
2. The system must work in a Windows workgroup environment.

3. Staff are to have unlimited access (i.e. no budgets).
4

. Staff need to allocate their printing to projects and cost centers so printing and drafting costs can
be passed back onto the clients (chargeback).

o

Managers need access to view real-time reports.

6. Data should be able to be exported to Excel on a monthly basis for billing.

Implementation

« Initial installation

One system on the network needs to be allocated the task of hosting the printer and the
PaperCut NG/MF application. Users will print via this system so it needs to be left on most for
most of the time. An existing file server is ideal, however, someone's desktop system will also
suffice (must be left on at all times).

- Requirement 1

PaperCut NG/MF is well known for its ease-of-use. It is a self-maintaining system with a
simple to use web-based interface. Apart from the initial set up, and the recommendation to
incorporate the application's data into a backup procedure, no further technical administration
and support is required.

- Requirement 2

Workgroup environments are common on small networks. They differ from a domain
environment in that they are not centrally authenticated via a server. Users can use a system
that automatically logs in as "a user" or maybe they just log in locally on their workstations. For
more information on the ways in which PaperCut NG/MF can be installed in a workgroup
environment, see Running in a Workgroup environment on page 72.

. Requirement 3

You can set up all users as "unrestricted". In this mode, users can start of with a zero balance
and count down as they print. Their balance indicates their printing value to date.

. Requirement 4

You can create shared accounts to represent the current projects with sub-accounts used to
represent areas under these projects (sub-projects). You can configure users with the
relevant Account Selection option with user interaction either via the User Client or via the
printing device (if available), forcing users to allocate printing to the project/client. In addition,
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the Advanced Account Selection option allows premiums to be charged for special printing
such as reproduction of expensive mylar film. Selected staff can run monthly or quarterly
invoice reports at any time to quickly determine printing associated with a given client/project.
For more information on shared accounts and reporting, see Shared accounts on page 429

. Requirement 5

PaperCut NG/MF records data in real-time. Full print logs and reports are available at any
time and can be accessed using a standard web browser. The manager can log in to the
Admin web interface and access the reports at any time.

. Requirement 6

You can export all reports and activity lists to Microsoft Excel. To access the Excel data, click
the small Excel icon located next to the report name, or the icon at the bottom of the print log.

2.1.5 Scenario: The medium to large business

SandComp is a large manufacturing company consisting of 3000 employees spread over 4 sites. All
sites are connected via a fast Wide Area Network (WAN). Printers are hosted on local servers with
the largest site hosting printers in a Microsoft Cluster environment.

Requirements

1. Must support a Microsoft Cluster environment.

2. Must centrally store print data on a server located at the main office.
3. Must not cause disruption if the WAN link goes down between offices.
4

. The consulting division needs to be able to track printing by project (client/matter format) so costs
can be passed back to their clients.

5. The finance department needs secure print release on their shared printers stored in the utility
room.

6. The system should be proactively monitored to ensure as little disruption to the service as
possible.

Implementation

« Initial installation

The implementation of PaperCut NG/MF in this environment would best be managed using
staggered or step-by-step approach. First, install and test the software on the central offices'
clustered environment, then rolled out to the other offices, and finally implement the secure
printing and client popups. A staggered approach is likely to minimize disruption allowing
network administrators to focus on the tasks at hand.

. Requirement 1

PaperCut NG/MF supports Microsoft Clustering Services up to 2008 R2. The installation
process is documented in Clustering and high availability on page 201.
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. Requirement 2

You can install the print servers at the remote locations as secondary servers reporting back to
the primary server. All data is stored in one location. The services communicate using XML
Web Services and consume only a few bytes per print job. This means the system works well
over the WAN.

. Requirement 3

PaperCut NG/MF has a fail-open design. This means that if a failure occurs, such as the
network fails between servers, printing continues as normal. Businesses with WAN
deployments should consider implementing a Site Server at each site to ensure continuity of
Find-me Print and copy services during a WAN outage. For more information, see Resiliency
with Site Servers on page 155.

- Requirement 4

The consulting division can make use of the share accounts feature to track their printing by
client. More information on shared accounts is available in Shared accounts on page 429.
These advanced users would benefit from using the advanced popup. The advanced popup
offers advanced searching features allowing end users to quickly located the appropriate
account and enter job comments as required.

- Requirement 5

You can facilitate secured print release by setting up a terminal (a low-end PC will do) in the
finance department's utility room. When a member of the finance department prints to a
shared printer, their document will hold in the queue until that member goes to the utility room
and releases the print job with his or her username and password. This process ensures that
documents stay secure and can't be "accidentally" collected by other people.

- Requirement 6

The requirement to proactively monitor the print system can be accomplished using the
PaperCut System Health interface. This allows you to monitor your entire print environment
using your existing monitoring tools, such as PRTG and Zabbix. You might already be
monitoring the status of your printers and servers, which can help a lot, but often does not tell
the whole story. It’s not just about monitoring individual components, but also the overall
system usage.

2.1.6 Scenario: The public library or Internet cafe/kiosk

The Sandy Beach Cafe is a typical Internet cafe offering Internet access, faxing, printing and other
services. This business has 50 computers and two printers. A black & white laser printer called
"Black and White Printer" and a high-end color inkjet system named as "Color Printer". They want to
implement a pay-per-print system that meets the following process and requirements:

Requirements

1. The customer prints the job to the appropriate printer.

2. Atthe front desk, the customer pays a staff member for the print job.
3. The staff member releases the job for printing.
4

. The customer collects the print job.
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Implementation

PaperCut NG/MF's hold/release queues are ideally suited to the Internet cafe scenario. More

information on the hold/release queues is available at Secure print release on page 580. PaperCut

NG/MF provides both an application interface for Release Station managers (i.e. desk staff) as well

as a convenient web browser-based interface. To summarize a typical implementation:

1. The PaperCut NG/MF server software is installed on the system hosting the printers. An existing
server or desktop system will suffice.

2. Workstations are configured to print to the printers shared on the system set up in step 1.
3. Inthe Admin web interface, the printers should have the manager only release option selected.

4. Desk staff can view and control pending print jobs, their cost, and other details via the web based

release interface accessible at the URL:
http://server name:9191/release

2.2 Capacity planning

This section discusses capacity planning considerations to allow administrators to plan future
infrastructure requirements and make decisions about how to deploy the application.

PaperCut NG/MF is designed to be self-maintaining, however, it is important that the administrator
understands the disk-space requirements and how this changes overtime.

2.2.1 Database sizing and growth

The most important part of capacity planning for PaperCut NG/MF is the size and growth of the
underlying database. All other aspects of the system manages itself, but care must be taken to
ensure there is enough disk space to hold the growing database.

The size and growth of the database depends on the database being used. Each database uses a
different format to store their data, therefore the growth characteristics of databases differ. This
section outlines the database growth characteristics of:

« Theinternal database (Apache Derby)
« Microsoft SQL Server

For more information on running PaperCut NG/MF on external databases, see Deployment on an
external database (RDBMS) on page 273.

Database growth is very dependent on the usage patterns and therefore differs significantly from site
to site. The best way to predict database growth is based on the rate of print jobs performed.
Although, there is some overhead for other data (like users, groups, printers, etc.), this data is static
and does not grow over-time. The maijority of database growth is caused by print and transaction
logs.

The growth calculations performed below provide an indication of growth per 1000 or 10000 print
jobs. Then using these numbers and your estimate of the rate of printing in your organization, you
make a growth estimate. See Sample database growth calculation for an example of this calculation.
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2.2.1.1 Internal database growth

Most PaperCut NG/MF installations use the internal database. This database is suitable for most
organizations, however, some prefer to run using an external database (see Deployment on an
external database (RDBMS) on page 273).

The following graph shows the database size increase with the number of print jobs.

DB Growth (Internal DB)

DB Size (MB)

0 5000 10000 15000 20000 25000 30000
Print Jobs

Figure 2: Database growth using the internal database

These results show that the internal database grows by approximately 8.5MB per 10,000 print jobs.
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SQL Server database growth

DB Growth (SQL Server)

16

14

-
=

DB Size (MB)
oo

il
4
2
0
] 5000 10000 15000 20000 25000 20000
Print Jobs

Figure 3: Database growth using a Microsoft SQL Server database

These results show that a Microsoft SQL Server database grows by approximately 4.5MB per
10,000 print jobs.

Sample database growth calculation

This section provides a sample of how to estimate the database growth for your environment. To
perform this calculation you need to make a number of assumptions. Adjust these assumptions to
suit your organization. The assumptions are:

« 1 printjob per user per day

« 20 working days in a month

« Therefore, 20 print jobs per user per month

Here is a sample database growth calculation based on a 500 user site using the internal database:

1. Calculate the total number of print jobs expected for the month. (i.e. the total number of users
multiplied by the number of print jobs). 500 * 20 = 10,000. So in this example, PaperCut NG/MF
is handling 10,000 print jobs a month.

2. Calculate the monthly growth rate by dividing the jobs per month by 10,000 and then multiplying
by the database growth rate (i.e. for the internal DB this is 8.5MB for 10,000 jobs). So, 10,000/
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10,000 * 8.5 = 8.5MB/Month. Therefore in this situation the internal database will grow by
approximately 8.5MB per month.

3. To estimate the growth per year, multiply the above by 12. Therefore in this situation, the
database will grow by 10.2 * 12 = 122.4MB per year.

2.2.2 Print archives sizing and growth

If PaperCut NG/MF is configured to use Print Archiving then additional disk space is required to store
the archive files. The amount of space required depends on a number factors unique to your site:

« Number of print jobs

« Average size of print jobs spool files

« Archive retension policy

« Backup plan

Proactivly monitor your archive directorty size over time to understand your specific requirements.
For further information, see Print Archiving (viewing and content capture) on page 979.

2.2.3 Network bandwidth planning

With modern switched Ethernet networks, bandwidth is rarely a factor when planning PaperCut
NG/MF deployments. The bandwidth consumed by PaperCut NG/MF is usually dwarfed by the print
document data - e.g. the Postscript spool data sent across the network. Bandwidth does, however,
become a consideration when planning deployments crossing physical site boundaries such as
networks linked via a WAN.

PaperCut NG/MF uses an XML based web services protocol for communication between client-to-
server and server-to-server. This protocol is very bandwidth efficient and designed to work well on
low bandwidth and high latency networks.

2.2.3.1 Bandwidth estimates

Bandwidth consumption can be summarized as follows:

Server-to-server

Other than normal print server traffic (standard job spooling), PaperCut NG/MF generates XML-
RPC based Web Services based traffic on port 9191. Connections are made from the print server to
the main PaperCut NG/MF Application Server (primary server). Normal activity is around 1-2kb of
traffic for each print job. Connections are instigated from the secondary server. Network packets are
only sent during printing activity.

Client-to-server

Connections are instigated by the client inbound to the server on port 9191 and 9192 (Encrypted
SSL). While at idle, the client consumes a few bytes once every minute (a keep-alive heartbeat).
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During print activity, up to 1-2kb per print job can be consumed depending on client popup settings.

If using account selection popups, the client must download the latest account list from the server
whenever it is updated. The accounts are downloaded in a very efficient compressed format
(approximately 20 bytes per account). If you have 10's of thousands of accounts, and many clients
running on remote sites with limited bandwidth, see Manage large client billing databases below.

2.2.4 Manage large client billing databases

When using the Account selection on page 457, the User Client displays a list of client accounts for
the user to choose from. This account list is downloaded from the server whenever the account list is
updated (i.e. new accounts added). The accounts are downloaded in a very efficient compressed
format (taking approximately 10-20 bytes per account). This works very well on the vast majority of
sites that have less than 10,000 accounts and are running on fast network connection.

On sites that have 10's of thousands of accounts and many workstations on remotes with bandwidth-
limited WAN connections the accumulated bandwidth usage could be significant. To reduce this
bandwidth usage, you can configure the clients to load the accounts from a file stored locally at each
site. When the accounts are updated on the server, you can recopy the file to each site. This
distributes the client account list to all users at a site by sending the account list over the network only
once, instead of one copy per workstation/client.

The process works as follows:

1. Onthe server the administrator sets up a scheduled task to run the server command to generate
the client accounts file as follows:

server-command create-user-client-accounts-file

This creates the client accountfile in [app-path]/server/data/client/client-

accounts.dat.

For more information running server-command, see Server commands (server-command) on
page 1094. See below for a sample batch file.

2. Copytheclient-accounts.dat toeach of the sites running the client software. Copy the file to
a shared location accessible by all users running the client (e.g. a file share).

TIP

F‘j If you are using Microsoft distributed file system (DFS), you can copy the client account
file to the distributed share. DFS then efficiently distributes the file to all your remote
sites.

3. Configure the User Client to run with the

--accounts-file "\\fileserver\path\to\client-accounts.dat"

option. Clients at each site should use the accounts file stored locally at that site. The account file
location can also be specified in the client's config.properties file. For more information on
client configuration settings, see Configure the User Client using the command-line on

page 1160.

4. Clients then load the accounts from the file and not directly from the server. The client only loads
the accounts from the server if it fails to load the accounts file (i.e. the file does not exist).
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Below is an example batch script that you can schedule to run regularly on your PaperCut NG/MF

server. Schedule this to run whenever your shared accounts are updated (e.g. once a day). Modify

the script to reflect where PaperCut NG/MF is installed and where the client file is distributed.

REM Batch file to create and distribute the client accounts file

REM Create the client account file

[app-path]\server\bin\win\server-command create-user-client-accounts-file

REM === COPY TO SERVER 1 ===

REM Copy to destination server

REM Create temp file, so clients do not load an incomplete file.

copy /vy lapp-path]\server\datalclient-accounts.dat \\svrl\sharelaccounts.tmp
>

REM Rename the temp file the final account file name used by the User Clients

move /y \\svrl\sharelaccounts.tmp \\svrl\share\client-accounts.dat

REM === COPY TO SERVER 2 ===
copy /y lapp-path]\server\datalclient-accounts.dat \\svr2\sharelaccounts.tmp

move /y \\svr2\sharelaccounts.tmp \\svr2\share\client-accounts.dat

Known limitations

There is one minor limitation of using the client account file approach. When the account selection
popup is displayed, it lists all the defined accounts (even if the user does not have permission to
charge to these accounts). The server still enforces security to ensure that users can only charge to
the accounts they have permission to access.

2.3 Installation on Windows

In this section:

o Quick install: Windows below

« Running in a Workgroup environment on page 72

2.3.1 Quick install: Windows

IMPORTANT

F‘j This guide assumes that you are using Windows Server 2008. The process is similar for
other Windows operating systems. If you're upgrading from a previous PaperCut NG/MF
version, refer to the directions outlined in Upgrade from a previous version on page 1215.
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Step 1: System requirements & network setup

Before installing PaperCut NG/MF for either evaluation or production use, verify the system
requirements:

« The operating system version supported and patches up-to-date (see PaperCut MF System
Requirements).

« PaperCut NG/MF needs to be installed on the system directly hosting the printer(s), that is, the
print server.

« Printers are configured correctly and work before installing PaperCut NG/MF.

« Inworkgroup environments (i.e. where no domain is present), some additional configuration is
required. For more details see Running in a Workgroup environment on page 72.

MFD MFD MFD

Print server

Computers

Figure 4: Network printer configuration
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Step 2: Print queue configuration

When using Release Stations or account selection popups, PaperCut pauses jobs on the Windows
print queue to hold jobs prior to printing. It is important, especially in charging environments, that the
queue is secured to prevent users from resuming jobs themselves and bypassing PaperCut. There
are two ways a Windows print queue can be secured:

1. Configure the queue using the standard TCP/IP port.

NOTE
& If you are using hardware page count validation, you need to use the PaperCut TCP/IP
port.

2. Restrict the print queue security permissions to prevent users from performing management
functions.

Using the PaperCut TCP/IP port

The PaperCut TCP/IP port is required if you are using hardware page count validation. For more
information about configuring the PaperCut TCP/IP port, see Windows printer queue configuration.
To check which port is being used, have a look at the Printer Properties > Ports tab.

Restricting Windows print queue security permissions

This method works for most versions of Windows. However, it might interfere with printing on
Windows 8.1 and Windows 2012R2. On these systems you should secure printing using PaperCut
TCPI/IP ports.

To restrict security permissions for a queue:

Log onto the server hosting the printers as an Administrator.
Open the printer configuration screen: Start > Printers
Right-click a printer; then select Printer properties.

Select the Security tab.

Selectthe CREATOR OWNER user.

In the Permissions area, clear the Manage Documents check box.

o g~ w b=
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| General | Sharing | Ports | Advanced | Color Management | Securtty | Configuration |

{Group or user names:

52 Everyone

5% CREATOR OWNER

i Debbie Asten (debbie @papercutsoftware .com)
% Administrators (LAPTOP-DEBEIE \Administrators)

Pemissions for Everyone
Prirt
Manage this printer

| Manage documents

Special pemissions

For special pemissions or advanced settings, click Advanced. Advanced

Leam about access control and permissions

7. Click OK.

8. Perform these steps for each of the monitored printers.

TIP

F“:I When using Windows 2008 Server, use the Server Manager, navigate to the Print
Management Console and globally set the security permissions by right-clicking the Print
Server(s) > Properties > Security and editing the permissions there. This applies only to
printers added afterthe global permissions are changed, not for pre-existing printers.

Windows Server 2008 R2 only

Windows Server 2008 R2 installations can experience an issue where print jobs are not removed
from the print queue when completed. These jobs stay in the queue with a status of 'Sent to Printer'.
To work around this, configure the Printer Driver Isolation so that jobs are removed from the queue

when completed

1. Log onto the server hosting the printers as an Administrator.

2. Using the Server Manager, navigate to the Print Management Console: Server Manager >
Roles > Print and Document Services > Print Management > Print Servers >
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PrintServerName > Drivers
3. Right-click a printer driver; then select Set Driver Isolation > None.
4. Perform these steps for each of the monitored printers drivers.

Windows 2008 R2 installations might require hotfix KB2906850 to be installed. Consult with your
Microsoft experts regarding the suitability of this hotfix.

TIP

F:] If you receive an "Access denied" error when changing both the CREATOR OWNER
permissions and the Print Driver Isolation settings, turn off the Render print jobs on client
computers found under the Sharing Tab for that printer.

General | Sharing | Ports | Advanced | Color Management | Security | Configuration |

./ You can share this printer with other users on your network. The
#¥2  printer will not be available when the computer is sleeping or turned
off.

Share this printer
Share name: | SHARP Mx-3640M PCLG

BEender print jobs on client computers

[T List in the directory

Drivers
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the
shared printer.

[ Additional Drivers... ]

ok J[ camcel |[ sepy || teb

Step 3: Download and install PaperCut NG/MF

PaperCut NG/MF is supplied as a standard Windows pcng-setup-<version>.exe install
program. You can download the latest version from
https://portal.papercut.com/products/mf/https://www.papercut.com/products/ng/download/. After
the download is complete, run the setup wizard as an administrator. A system restart is not usually
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required, but you should install on live production systems during periods of low activity, for example,
not during backup operations or other administration activities.

1. Double-clickthe pcng-setup-<version>.exe install program.

,
Bon rwwcore O el

License Agreement
Please read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END USER LICENSE AGREEMENT -

1 AGREEMENT

This End User License Agreement is between PaperCut Software
International Pty Ltd (ACH 124 440 400) of Level 1, 3 Prospect Hill Rd,
Camberwell, Victoria, 3124, Australia (PaperCut), and:

@ I accept the agreement!

(71 I do not accept the agreement
PaperCut MF

| dext> | | cancel

Read the End User License Agreement (EULA).

Select | accept the agreement; then click Next.

Read the installation information; then click Next.

Select the installation location; then click Next.

Select Standard installation (primary server); then click Next.

Select whether or not you want to create a desktop shortcut; then click Next.
Click Install.

Click Finish.

© ® N @ oA W N

Step 4: Run the Configuration Wizard

After you install PaperCut NG/MF, a web browser is displayed with the PaperCut NG/MF
Configuration Wizard Welcome screen.
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NOTE
If the Configuration Wizard Welcome screen is not displayed, you can access it by going
to the following URL:

e http://localhost:9191/admin
TIP
If the installer doesn't work, check the log file located in:
C:\Users\%username%\AppData\Local\Temp\Setup log %$install
date%

Administrative password

p
PaperCutMF Create account
Type in the password to be assigned to the master administrator account. Please keep this

This wizard will help you password secure.

re initial options
and ready the system for Username admin
use.

~ ~ Password

If this is the first time
installing the application,
we highly recommend reading Verify password

the quick start guide in the

user manual. L i i .
Your system location is currently set to English (Australia). If this is not correct, please

change the setting below. The location defines default currency and date formats.

Location System Default - English (Australia)

Choose Organization Type

Set Default Costs
Sync Users

S
Finish! Next —

1. Complete the following fields:

» Password—enter the master password for the main in-built admin account. This password
is independent of the operating system or domain passwords. The password must be at
least six characters.

F:I TIP
Keep this password secure. If you forget your password, you can reset it. For
more information, see Resetting the Admin Password.

. Verify password-re-enter the password.
« Location—select the system's physical location and language.
2. Click Next.

Organization type

The Organization type screen is displayed.
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g
PaperCutMF Organization type

Select an organization type to tailor the system defaults for your environment.
Education

Small/Medium Enterprise (SME) or Corporate

Set Default Costs

Sync Users ) ) .
Professional (Client Billing)

Confirm Setup

Previous

This selection determines which system defaults are used.

Select your organization type.
Click Next.

Default cost for printing

The Default costs for printing screen is displayed.

g
PaperCut MF Default costs for printing

In Australia, an appropriate cost for a grayscale printer would be $0.10.

Color (cost per page) 50.00
Grayscale (cost per page) 50.00
Sync Users After setup you will have the option to change costs if required.
Finish!
Next —
IMPORTANT
For an education implementation, where users are charged for their printing, leave these
values as zero during the implementation stage, otherwise, students will not be able to print
as they cannot yet add credit to their account.

If required, you can change this setting after installation.

Complete the following fields:
Color (cost per page)—enter the default cost per page for color printing on all printers.

Grayscale (cost per page)—enter the default cost per page for grayscale printing on all

Copyright © 1999-2019 PaperCut Software International Pty. Ltd. All Rights Reserved. 63 0f 1243



PaperCut NG/MF Installation Guide 2. Installation

printers.
2. Click Next.

Initial user credit (Education organization type only)

If you selected Education as the organization type, the Initial user credit screen is displayed.

p
PaperCutMF Initial user credit

When users are imported they will be assigned an initial credit (also refered to as a quota).
If this value is left as zero, credit can be manually assigned to users later.

Initial user credit: 50.00

Deny access when users run out of credit/quota

Sync Users

Finish!

Next—

If you selected Small/Medium Enterprise (SME) or Corporate) or Professional (Client Billing) as
the organization type, go to step 5.
1. Complete the following fields:

- Initial user credit—enter the amount of credit each/quota each user will receive when the
system is first enabled. You can change these settings after setup.

. Deny access when users run out of credit/quota—select this check box to prevent users
from printing when they run out of credit/quota.

TIP

F:I If you are evaluating PaperCut NG/MF it might be appropriate not to disable
printing when a users funds run out. This way you can be assured that user
printing is not disrupted during the evaluation.

2. Click Next.

User/group synchronization

The User/group synchronization screen is displayed.

PaperCut NG/MF extracts user information out of your user directory. PaperCut NG/MF
automatically tries to detect the available directory services, saving you hours of configuration time.

NOTE
To speed up the installation, you can click Skip this step and synchronize the users/groups
later.
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PaperCut User/group synchronization
The system will synchronize user and group information from a network, domain or computer. Please select the o} You can do this later under
user information source. Options > User/Group Sync

User source Windows Active Directory v

Import all users

Import users from selected groups

e.g. a group or org unit. (This will be selected on the next page)

Confirm Setup

Stip this step p——

1. InUser source, select the source of user data:
- Windows Standard
- Windows Active Directory
. LDAP
« Azure AD Secure LDAP
« Google Cloud Directory
2. Select one of the following options:

« Import all users—import all domain user accounts. This includes all system accounts as
well as user accounts. Importing all users is suitable for organizations that do not have
user groups (user groups are not imported into PaperCut NG/MF with this options), and
does not have a large number of system account.

- Import users from selected groups—import users from selected user groups. This is
useful when:

« only a subset of users will use the printers

» you wantto report on individual user groups or apply different policies or pricing to
different groups

« you have many system accounts
3. Click Next.
« For LDAP and Azure AD Secure LDAP, the Server Details page is displayed.
« For Google Cloud Directory, the Google Cloud Directory Details page is displayed.
4. Complete the following as required:
LDAP

a. Complete the following fields:

- LDAP Server Type—Determines which LDAP fields are used to get user and group
information. PaperCut NG/MF supports the following server types:

« Unix/ Open Directory
« Microsoft Active Directory

« Novell eDirectory
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However, it is easy to support other server types by adjusting the LDAP fields
PaperCut NG/MF searches. For more information, see Advanced LDAP
configuration on page 288.

« LDAP Server Address—The hostname or IP address of the LDAP server.

« Use SSL-Indicates if an encrypted SSL connection is used to connect to the LDAP
server. The LDAP server requires SSL support to be enabled and should accept
connections on the standard LDAPS port 636.

. Base DN-The Base DN of the LDAP server. This is the equivalent of the "suffix"
config setting of the OpenLDAP server. For example, if the domain hosted by the
LDAP server is "domain.com", then the Base DN might be bc=domain, bc=com.
The format of the Base DN can differ significantly depending on configuration.
Some older Novell eDirectory installations require a blank Base DN to operate.
Some examples:

DC=myschool, DC=edu, DC=au, DC=myorganization, DC=com
OU=0rgUnit, DC=domain, DC=com, DC=local

« Admin DN-The DN of the user who has permission to connect to and query the
LDAP server. This is typically an administrative user, although it can be a user that
only has read-only access to the LDAP server. An example of the DN of the
Administrator user on a Windows AD domain "domain.com", would be
CN=Administrator, CN=Users, DC=domain, DC=com. | he exact format of the DN
depends on the LDAP server. Some examples:

« Windows Active Directory:
CN=Administrator,CN=Users, DC=domain, DC=com

« Windows Active Directory (in organizational unit):
CN=administrator, OU=0rgUnit, DC=domain, DC=com
« Mac Open Directory: uid=diradmin, CN=users, DC=domain, DC=com

o UnixOpen LDAP: uid=root, DC=domain, DC=com, OF
uid=ldapadmin, DC=domain, DC=com

« Novell eDirectory: cN=root, DC=domain, DC=com, OF
CN=ldapadmin, OU=users, DC=domain, DC=com.

The Admin DN and password is optional if your LDAP server allows anonymous
binds for querying.

« Admin password—The password for the above user.

TIP

F‘:I Some LDAP servers are configured to allow 'anonymous' LDAP query
access. In these situations, you can leave Admin DN and Admin
password blank.

b. Click Test LDAP settings to test and confirm your settings before continuing.
c. Click Next.
Azure AD Secure LDAP

a. Complete the following fields as required:
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« Accept self-signed certificate—Select this check box if you are using a self-signed
certificate that does not need to be validated. If you are using a certificate signed by
a trusted authority, clear this checkbox.

« Azure LDAP External Address—Your LDAP external address copied above from
Azure AD Secure LDAP.

. Base DN—Your Azure DNS Domain Name. This is the equivalent of the "suffix"
config setting of the OpenLDAP server. For example, if the domain hosted by the
LDAP server is "domain.com", then the Base DN might be bc=domain, bc=com.
The format of the Base DN can differ significantly depending on configuration.
Some older Novell eDirectory installations require a blank Base DN to operate.
Some examples:

DC=myschool, DC=edu, DC=au, DC=myorganization, DC=com
OU=0rgUnit, DC=domain, DC=com, DC=local

« AAD DC Administrator username—The Azure Active Directory DC administrator
username. For example, admin@papercut.com.

« Admin password—The password for the above user.
b. Click Test Settings to test and confirm your settings before continuing.
c. Click Next.
Google Cloud Directory

NOTE
S Remember, this functionality is available for organizations using G Suite Education,
G Suite Enterprise for Education, G Suite Enterprise, and Cloud Identity Premium.

F:I IMPORTANT
Before you start, make sure you can log in to Google as a Super Admin.

1. Loginto admin.google.com using your Super Admin user login details. The Google
Admin console is displayed.

Click the Apps tile. The Apps screen is displayed.
Click the LDAP tile. The LDAP screen is displayed.
Click ADD CLIENT.

o > » N

Type a name for the LDAP client connection you’ll be configuring to use for PaperCut
NG/MF (for example, "PaperCut MF"), and optionally type a description; then click
CONTINUE. The Access permissions screen is displayed.

NOTE
S This adds PaperCut NG/MF to the list of permitted LDAP clients. You can find
more information about configuring access permissions from Google.

6. Inthe Verify user credentials section, select either:
- Entire domain <domain name>

« Selected organizational units; then click Add and select the units from the list.
(Use this to limit syncing to users in a subset of groups.)
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7. Inthe Read user information section, select either
« Entire domain <domain name>

. Selected organizational units; then either click Copy from Verify user
credentials or click Add and select the units from the list. (Use this to limit syncing
to users in a subset of groups.)

8. Inthe Read group information section, click the switch to set it to On; then click ADD
LDAP CLIENT. Google displays a confirmation message and information about
downloading the certificate.

9. Onthe same screen, click Download certificate; then save the downloaded certificate
(which is a PDF file) in a secure location.

10. Click CONTINUE TO CLIENT DETAILS. The Settings for <LDAP client name>
screen is displayed.

NOTE
The service status, displayed at the top right of the screen, is initially set to OFF.

11. Click anywhere in the Service Status box. The Service Status screen is displayed.
12. Select On for everyone. The service status is updated for everyone.
13. Click SAVE.

NOTE
Depending on the size of your organization, it can take up to 24 hours for Google
Cloud Directory changes to apply.

User Client options (Professional Client Billing organization type only)

If you selected Professional (Client Billing), as the organization type, the User client options
screen is displayed.

(=]
PaperCutMF User client options
The client software allows users to allocate printing to accounts (or projects, client matter, cost-centers,
etc) via an Advanced Account selection option. This option may require the user to run the client software.

Depending on your readiness to deploy the client software, you should choose an appropriate strategy:

Minimal impact (Initial single user testing)

Enter the username of the test user account (e.g. your personal username)

Confirm Setup

Immediate implementation (Enable for all users)

PrEViDus m

If you selected Education or Small/Medium Enterprise (SME) or Corporate, go to Confirm Setup
steps.
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Every print job must be charged to an account via the process of Account Selection. This may or not
require user interaction and is configured at the user level.

In environments where user interaction for Account Selection is required and the user has both
options - User Client and printing device - running the User Client may be optional. Hence, deploying
it immediately is also optional. If you choose not to deploy it now, you can still deploy it in the future.
However, in environments where user interaction for Account Selection is required and can only be
done via the User Client (and cannot be done at the printing device), running the User Client is
mandatory. Hence, deploying it immediately is also mandatory. If not, the user is unable to carry out
the configured user interaction for Account Selection, and the job remains paused in the print queue
and does not appear on the printing device. The User Client can be deployed directly from a network
share (which is automatically configured on Windows). There is also the option to install the software
locally on each workstation, however, this is not usually recommended because it makes the process
of updating the User Client more complicated. For more information about the Account Selection
options with and without user interaction (via the User Client or printing device), see Shared
accounts on page 429, User Client on page 353, and Allocating accounts to print jobs at the device
on page 649.

1. Depending on the Account Selection configuration for users (whether or not user interaction is
required and whether or not your environment caters for this on the User Client AND on the
printing device), select an appropriate User Client deployment strategy:

- Immediate implementation (Enable for all users)—the Account Selection option
requiring user interaction is enabled only for all users. If you have configured your users
with Account Selection that requires user interaction, and this can only be done on the
User Client (and cannot be done on the printing device), then you must install the User
Client on all user desktops immediately to prevent disruption of user printing services. If in
doubt, select the minimal impact strategy. This ensures the impact is isolated to only the
nominated test account.

. Minimal impact (Initial single user testing)—the Account Selection option requiring user
interaction is enabled only for a single user for testing purposes. You need to nominate the
testing account; this can be an existing system/domain account used for testing purposes
or your own user account. The username should be in the format used to log in to the
domain/system (usually the short form). Depending on the environment, you can test the
user interaction for Account Selection either on the User Client or on the printing device.
The minimal impact strategy allows you to test Account Selection with user interaction
using the nominated test system/domain user account, after which you can configure other
users with similar Account Selection options.

2. Click Next.

Confirm setup options

The Confirm setup options screen is displayed.
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p
PaperCutMF Confirm setup options

Please confirm that the settings you have entered are correct before continuing.
Admin username admin

Admin password (password hidden)

Initial user credit $0.00

Restrict access when credit  Yes

expired
User source Windows Active Directory
Default color page cost $0.00

Default grayscale page cost ~ 50.00

Check the settings you have entered. If you want to change anything, you can return to any of the
configuration screens to alter the options.

Click Confirm.
The Initial user import screen is displayed.
Click Close.

Setup complete

After completing the configuration wizard you are presented with a user synchronization status
screen, showing the progress and results of the setup.

g
PaperCut MF The setup process is complete.

The system has started synchronizing all user accounts. The initial import may
take few minutes on larger systems. You should see the status of this task in a
popup window. If you can't see this window, please ensure your browser is set to
allow popups from this server.

The printers on this server will be added to the system within the next minute.

Please uncheck this box if you do not wish to share system usage data with

us.
vacy policy.

Click Login to access the Admin web interface and begin familiarizing yourself with the options
and features available. Take some time to explore, and refer back to the relevant sections of this
manual as required.
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Step 5: Check printer configuration

PaperCut NG/MF automatically detects the print queues on the print server on which PaperCut
NG/MF is installed. To view the printer list:
1. Click the Printers tab.

The Printer List page is displayed.

2. Ifthe printers are not displayed, print a document. The first job triggers registration of the printer
with PaperCut NG/MF.

Step 6: Sharing the User Client Software (optional)
The PaperCut NG/MF client software install package is located in the following directory:

[app-path]/client

1. Share this software over the network so workstations can access/install the client application.
The directory is automatically shared in read-only form as pcc1ient as part of the install
process.

2. Confirm that you can access the client software via the network by browsing to:

\\server\PCClient.

Step 7: User Client deployment (optional)

The PaperCut User Client can now be deployed if required. Some features of the User Client are:

« Display of notification messages, such as why a print job was denied.
« Display of print policies, such as to encourage duplex printing.

« Allowing users to carry out Account Selection with user interaction, such as searching for and
locating a specific shared account and assigning it to a job.

« Allowing users to confirm the details and/or cost of their print job before printing.
« Display of users' current balance (useful in schools where print quotas are used).

« Allowing user authentication when printing from public terminals or other unauthenticated
systems.

Every print job must be charged to an account via the process of Account Selection. This may or not
require user interaction and is configured at the user level.

In environments where user interaction for Account Selection is required and the user has both
options - User Client and printing device - running the User Client may be optional. Hence, deploying
it immediately is also optional. If you choose not to deploy it now, you can still deploy it in the future.
However, in environments where user interaction for Account Selection is required and can only be
done via the User Client (and cannot be done at the printing device), running the User Client is
mandatory. Hence, deploying itimmediately is also mandatory. If not, the user is unable to carry out
the configured user interaction for Account Selection, and the job remains paused in the print queue
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and does not appear on the printing device. The User Client can be deployed directly from a network
share (which is automatically configured on Windows). There is also the option to install the software
locally on each workstation, however, this is not usually recommended because it makes the process
of updating the User Client more complicated. For more information about the Account Selection
options with and without user interaction (via the User Client or printing device), see Shared
accounts on page 429, User Client on page 353, and Allocating accounts to print jobs at the device
on page 649.

Step 8: Testing

Following a fresh installation, it is highly recommended to test core features of the system. For
further details, see Testing the installation on page 146.

What next?

Take some time to explore the features of PaperCut NG/MF before continuing reading at
Implementation by example on page 42 or Tour on page 327. Business users might be interested in
trying the popup client software as covered in Client software on page 340. If desired, the client
software should also be deployed to other workstations. This procedure is detailed in User Client on
page 353.

2.3.2 Running in a Workgroup environment

A workgroup environment differs from a network domain model. In the domain model, users
authenticate using a common username/password as defined in a central server. Users can typically
access and use any PC on the network by using their username and password. In a workgroup, the
computers are loosely coupled and user identity is validated locally rather than centrally. The
computers are either set up to automatically log in as a general "user", or user accounts are set up on
the computers as required.

Users can still authenticate with PaperCut NG/MF on Windows by entering their details into the User
Client utility. For more information see Option 2: Authenticating via popup on the next page.

PaperCut NG/MF offers a number of options for running and authenticating users in a workgroup.
The two common options are:

o Option 1: Common username and passwords on all systems below

« Option 2: Authenticating via popup on the next page

2.3.2.1 Option 1: Common username and passwords on all systems
1. Nominate a system to host the printers and the PaperCut NG/MF server software.
2. Setup the printers and share with appropriate names.

3. Onthe nominated host system, ensure that the Guest account is disabled.
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a. Opentheocal Users screen: Start > Control Panel > Administrative Tools >
Computer Management > Local Users and Groups > Users

b. Right-click the Guest user; then select Properties.

c. Onthe General tab, select Account is disabled.

d. Click OK.

This should also be performed for any system running a Release Station.

On the nominated host system, set up user accounts for all users via User Accounts in the
Windows Control Panel.

Set permission on the printer so only these users can access the printer shares (i.e. don't allow
guest).

Install the PaperCut NG/MF server software and complete the configuration wizard.

Instruct each user to log onto their workstation using an account with the same username and
password as set up for them on the nominated host system. This ensures that their jobs list in the
queue under their username.

2.3.2.2 Option 2: Authenticating via popup

1.
2.

N o o bk~ w

Nominate a system to host the printers and the PaperCut NG/MF server software.
On the nominated host system, ensure that the cuest account is disabled.

a. Select Start > Control Panel > Administrative Tools > Computer Management > Local
Users and Groups > Users.

The Local Users screen is displayed.
b. Right-click the cuest user; then select Properties.
c. Onthe General tab, select Account is disabled.
d. Click OK.
This should also be performed for any system running a Release Station.
On the nominated system, set up user accounts for all users.
Install the PaperCut NG/MF server software and complete the configuration wizard.
Print from another workstation. The job should list in PaperCut NG/MF under the user "guest".
Click the Users tab.
The User List page is displayed.
In the Actions menu, click Bulk user actions.
The Bulk User Operations page is displayed.
In the Change settings area:
a. Select the Change account selection setting check box.
b. Select Show standard account selection.
c. Clearthe Allow user to charge to their personal account check box.

d. Selectthe Allow user to perform printing as another user check box.
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Change settings
Change restriction  Restricted
Modify settings

associated with the
users' account. Change overdraft Use default overdraft (50.00)

Change account selection setting

Show standard account selection v

This setting may require the user to run the User
Client. More Information...

Consider using the advanced popup if users require
advanced features.

Allow user to:

Charge to their personal account

Select shared accounts from a list

Select shared accounts using a PIN/code
Print as another user

When shared account is selected
o Charge shared account
Charge personal account (and allocate to shared

account for reporting)

10. Install the client software on each workstation. See User Client on page 353.

11. When the user prints to the shared printer, a popup now asks the user to enter a username and
password.

2.4 Installation on Mac

In this section:

« Quickinstall: Apple Mac on the next page
« Mac printing in detail on page 88
« Mac hosted print queues for OS 10.8+ on page 91

» Windows hosted print queues on page 96
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2.4.1 Quick install: Apple Mac

IMPORTANT
F‘j This guide assumes that you are installing on Mac OS X (either server or workstation)

hosting and sharing printers. This guide refers to this system as the 'server'. This represents
the role of the system rather than the 'edition’ of the operating system. PaperCut NG/MF
equally supports both the server and workstation versions of Mac OS.

The following section assumes knowledge of general Mac OS X server management.
Although the installation process is graphical, it would be an advantage to have knowledge of
the command-line, creating users, editing configuration files and an understanding file
permissions.

Step 1: System requirements

Before proceeding with the installation the SysAdmin should take a few moments to verify system
requirements. Is the operating system version supported and are patches up-to-date? (see
PaperCut MF System Requirements).

Step 2: Print queue setup

Most small to medium Mac networks configure their workstations to print directly to the physical
printers. This method of printing is not supported by PaperCut NG/MF and instead administrators
must set up global server hosted print queues. Some administrators are familiar with server queues,
while others might need to invest some time into understanding Mac printing in more detail. The topic
of Mac printing is complex and is deserves its own chapter! Read the first section of Mac printing in
detail on page 88 and ensure your organization's printers are set up as required.

Administrators should ensure that the server based print queues are set up and working as expected
before attempting to install PaperCut NG/MF.

Step 3: Download and install PaperCut NG/MF

PaperCut NG/MF is supplied as a standard disk image containing the installer. Log on as an admin
level account. Download and double-click Mac installer. Double-click the installer package named
PaperCut NG/MF Standard Installation.pkg.Follow the directionsonthe screen. The
installation process takes between two and five minutes depending on the speed of the system. A
system restart is not required but administrators are advised to perform installation on live production
systems during periods of low activity - for example, not during backup operations or other
administration activities.

The default install locationis /2pplications/PaperCcut NG/MF
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secondary server Installation.pkg installs only part of the application and is

IMPORTANT
F‘j Make sure you're installing the correct package. The similarly named PaperCut NG/MF
designed for more advanced networks.

w Instal ]

PapercutMFp Welcome to the Installer

PaperCut MF - Copy and Print Control
@« Introduction By PaperCut Software Internaticnal Pty. Ltd.
(www.papercut.com)
License
BEFORE YOU CONTINUE...
Destination Select You have downloaded PaperCut MF. PaperCut MF is a multi-platform

. copy and print monitori em designed for networks of all sizes.
Installation Type P ng syst 9

Installation 40-DAY EVALUATION
PaperCut MF will fully function for 40-days. This software is not
Summary crippled or restricted.

DOCUMENTATION
. This setup program installs documentation. The user manual is also
available in PDF format from your local reseller. A list of PaperCut MF
resellers can be found on the website here: hitp:/\www.papercut.com/
products/mifbuy/ .

REGISTRATION

A registration key to "unlock” this evaluation version for indefinite use
can be purchased from your local reseller. A list of PaperCut MF
resellers can be found

on the website here: hitp://'www.papercut.com/products/mifbuy/ .

Continue

Step 4: Run the Configuration Wizard

After you install PaperCut NG/MF, a web browser is displayed with the PaperCut NG/MF
Configuration Wizard Welcome screen.

NOTE
S If the Configuration Wizard Welcome screen is not displayed, you can access it by going
to the following URL:

e http://localhost:9191/admin

TIP

F‘j If the installer doesn't work, check the log file located in:
C:\Users\%username%\AppData\Local\Temp\Setup log %install
date%
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Administrative password

p
PaperCutMF Create account
Type in the password to be assigned to the master administrator account. Please keep this
This wizard will help you password secure.
configure initial options
and ready the system for Username admin
use.
Password
If this is the first time
installing the application,
we highly recommend reading Verify password

the quick start guide in the

user manual. o i i .
Your system location is currently setto English (Australia). If this is not correct, please

change the setting below. The location defines default currency and date formats.

Choose Organization Type Location System Default - English (Australia)

Set Default Costs
Sync Users

S
Finish! Next —

Complete the following fields:

Password—enter the master password for the main in-built admin account. This password
is independent of the operating system or domain passwords. The password must be at
least six characters.

TIP
Keep this password secure. If you forget your password, you can reset it. For
more information, see

Verify password—re-enter the password.

Location—select the system's physical location and language.

Click Next.

Organization type

The Organization type screen is displayed.

g
PaperCutMF Organization type

Select an organization type to tailor the system defaults for your environment.
Education

Gt el Fross Small/Medium Enterprise (SME) or Corporate

Sync Users . . -
Professional (Client Billing)

Confirm Setup

Previous
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This selection determines which system defaults are used.

1. Select your organization type.
2. Click Next.

Default cost for printing

The Default costs for printing screen is displayed.

g
PaperCutMF Default costs for printing

In Australia, an appropriate cost for a grayscale printer would be 50.10.

Color (cost per page) 50.00
Grayscale (cost per page) 50.00
Sync Users After setup you will have the option to change costs if required.
Finish!
Next—
IMPORTANT
For an education implementation, where users are charged for their printing, leave these
values as zero during the implementation stage, otherwise, students will not be able to print
as they cannot yet add credit to their account.

If required, you can change this setting after installation.

1. Complete the following fields:
. Color (cost per page)—enter the default cost per page for color printing on all printers.

. Grayscale (cost per page)—enter the default cost per page for grayscale printing on all
printers.

2. Click Next.

Initial user credit (Education organization type only)

If you selected Education as the organization type, the Initial user credit screen is displayed.
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(]
PaperCutMF Initial user credit

When users are imported they will be assigned an initial credit (also refered to as a quota).
If this value is left as zero, credit can be manually assigned to users later.

Initial user credit: 50.00

Deny access when users run out of credit/quota

Sync Users

Finish!

Next—

If you selected Small/Medium Enterprise (SME) or Corporate) or Professional (Client Billing) as
the organization type, go to step 5.

1. Complete the following fields:

« Initial user credit—enter the amount of credit each/quota each user will receive when the
system is first enabled. You can change these settings after setup.

. Deny access when users run out of credit/quota—select this check box to prevent users
from printing when they run out of credit/quota.

TIP

F“:I If you are evaluating PaperCut NG/MF it might be appropriate not to disable
printing when a users funds run out. This way you can be assured that user
printing is not disrupted during the evaluation.

2. Click Next.

User/group synchonization

The User/group synchronization screen is displayed.

PaperCut NG/MF extracts user information out of the system or domain.

TIP
F:I To speed up the installation, you can click Skip this step and synchronize the users/groups
later.
Copyright © 1999-2019 PaperCut Software International Pty. Ltd. All Rights Reserved. 790f 1243



PaperCut NG/MF Installation Guide 2. Installation

]
PaperCut MF User/group synchronization

The system will synchronize user and group information from a network, domain or You can do this later under
computer. Please select the user information source. Options > User/Group Sync

User source Mac Standard (Local Netinfo, PAM, etc.) v

Import all users

Import users from selected groups

e.g. a group or org unit. (This will be selected on the

Confirm Setup

next page)

Skip this step Previous

1. InUser source, select the source of user account data:

« Mac Standard (PAM, Local NetInfo, etc.)—if the user accounts are set up and defined on
the local system. This option works with most Mac networks.

. Samba-if the central user directory is a Windows Domain. The Samba option is available
only if Samba is installed on the system. The Samba option is appropriate on medium to
small networks currently operating in a Windows Domain environment.

« Azure AD Secure LDAP—for organizations using Microsoft Azure AD Secure LDAP as a
cloud based user directory service.

« LDAP (Open Directory)—for large networks with existing Open Directory domains. This
includes networks running Mac OS X Server with Open Directory, and Windows domains
running Active Directory. PaperCut NG/MF does it's best to auto discover LDAP settings,
but some knowledge of LDAP and/or Open Directory is required. More information on
LDAP is available in Synchronize user and group details with LDAP on page 1012.

« Google Cloud Directory—for organizations using Google Cloud Directory as a cloud
based user directory service.

2. Select one of the following options:
« Import all users—import all domain user accounts.

- Import users from selected groups—import a subset of users from a given group. This is
useful when only a subset of users will use the printers.

3. Click Next.
« ForSamba, LDAP, and Azure AD Secure LDAP, the Server Details page is displayed.
« ForSamba, LDAP, and Azure AD Secure LDAP, the Server Details page is displayed.

4. Complete the following as required:

Samba
a. Complete the following fields:
« Domain Server—The name of the Windows domain server.

« Admin username—The username of the user who has permission to connect to
and query the domain server. The username/password you specify here is an
Admin user on your Windows domain that has permission to add machines to the
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domain.
« Admin password—The password for the above user.
b. Click Test Samba Settings to test and confirm your settings before continuing.
c. Click Next.
LDAP

a. Complete the following fields:

- LDAP Server Type—Determines which LDAP fields are used to get user and group
information. PaperCut NG/MF supports the following server types:

« Unix/ Open Directory
« Microsoft Active Directory
« Novell eDirectory

However, it is easy to support other server types by adjusting the LDAP fields
PaperCut NG/MF searches. For more information, see Advanced LDAP
configuration on page 288.

« LDAP Server Address—The hostname or IP address of the LDAP server.

« Use SSL-Indicates if an encrypted SSL connection is used to connect to the LDAP
server. The LDAP server requires SSL support to be enabled and should accept
connections on the standard LDAPS port 636.

. Base DN-The Base DN of the LDAP server. This is the equivalent of the "suffix"
config setting of the OpenLDAP server. For example, if the domain hosted by the
LDAP server is "domain.com", then the Base DN might be bc=domain, bc=com.
The format of the Base DN can differ significantly depending on configuration.
Some older Novell eDirectory installations require a blank Base DN to operate.
Some examples:

DC=myschool, DC=edu, DC=au DC=myorganization, DC=com
OU=0rgUnit, DC=domain, DC=com, DC=local

« Admin DN—The DN of the user who has permission to connect to and query the
LDAP server. This is typically an administrative user, although it can be a user that
only has read-only access to the LDAP server. An example of the DN of the
Administrator user on a Windows AD domain "domain.com", would be
CN=Administrator,CN=Users, DC=domain, DC=com. | he exact format of the DN
depends on the LDAP server. Some examples:

« Windows Active Directory:
CN=Administrator,CN=Users, DC=domain, DC=com

« Windows Active Directory (in organizational unit):
CN=administrator,OU=0rgUnit, DC=domain, DC=com
« Mac Open Directory: uid=diradmin, CN=users, DC=domain, DC=com

o Unix Open LDAP: uid=root, DC=domain, DC=com, OF
uid=ldapadmin, DC=domain, DC=com

« Novell eDirectory: cN=root, DC=domain, DC=com, OF
CN=ldapadmin, OU=users, DC=domain, DC=com.
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The Admin DN and password is optional if your LDAP server allows anonymous
binds for querying.

« Admin password—The password for the above user.

TIP

F: Some LDAP servers are configured to allow '‘anonymous' LDAP query
access. In these situations, you can leave Admin DN and Admin
password blank.

b. Click Test LDAP settings to test and confirm your settings before continuing.
c. Click Next.
Azure AD Secure LDAP

a. Complete the following fields as required:

« Accept self-signed certificate—Select this check box if you are using a self-signed
certificate that does not need to be validated. If you are using a certificate signed by
a trusted authority, clear this check box.

« Azure LDAP External Address—Your LDAP external address copied above from
Azure AD Secure LDAP.

. Base DN—Your Azure DNS Domain Name. This is the equivalent of the "suffix"
config setting of the OpenLDAP server. For example, if the domain hosted by the
LDAP server is "domain.com", then the Base DN might be bc=domain, bc=com.
The format of the Base DN can differ significantly depending on configuration.
Some examples:

DC=myschool, DC=edu, DC=au, DC=myorganization, DC=com
OU=0rgUnit, DC=domain, DC=com, DC=local

« AAD DC Administrator username—The Azure Active Directory DC administrator
username. For example, admin@papercut.com.

« Admin password—The password for the above user.
b. Click Test Settings to test and confirm your settings before continuing.
c. Click Next.
Google Cloud Directory

NOTE
& Remember, this functionality is available for organizations using G Suite Education,
G Suite Enterprise for Education, G Suite Enterprise, and Cloud Identity Premium.

IMPORTANT
F::I Before you start, make sure you can log in to Google as a Super Admin.

1. Log in to admin.google.com using your Super Admin user login details. The Google
Admin console is displayed.

2. Click the Apps tile. The Apps screen is displayed.
3. Clickthe LDAP tile. The LDAP screen is displayed.
4. Click ADD CLIENT.
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5. Type a name for the LDAP client connection you'll be configuring to use for PaperCut
NG/MF (for example, "PaperCut MF"), and optionally type a description; then click
CONTINUE. The Access permissions screen is displayed.

NOTE
S This adds PaperCut NG/MF to the list of permitted LDAP clients. You can find
more information about configuring access permissions from Google.

6. Inthe Verify user credentials section, select either:
» Entire domain <domain name>

« Selected organizational units; then click Add and select the units from the list.
(Use this to limit syncing to users in a subset of groups.)

7. Inthe Read user information section, select either
« Entire domain <domain name>

« Selected organizational units; then either click Copy from Verify user
credentials or click Add and select the units from the list. (Use this to limit syncing
to users in a subset of groups.)

8. Inthe Read group information section, click the switch to set it to On; then click ADD
LDAP CLIENT. Google displays a confirmation message and information about
downloading the certificate.

9. Onthe same screen, click Download certificate; then save the downloaded certificate
(which is a PDF file) in a secure location.

10. Click CONTINUE TO CLIENT DETAILS. The Settings for <LDAP client name>
screen is displayed.

NOTE
& The service status, displayed at the top right of the screen, is initially set to OFF.

11. Click anywhere in the Service Status box. The Service Status screen is displayed.
12. Select On for everyone. The service status is updated for everyone.
13. Click SAVE.

NOTE
S Depending on the size of your organization, it can take up to 24 hours for Google
Cloud Directory changes to apply.

User Client options (Professional Client Billing organization type only)

If you selected Professional (Client Billing), as the organization type, the User client options
screen is displayed.
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PaperCut User client options
The client software allows users to allocate printing to accounts (or projects, client matter, cost-centers,
etc) via an Advanced Account selection option. This option may require the user to run the client software.

Depending on your readiness to deploy the client software, you should choose an appropriate strategy:

Minimal impact (Initial single user testing)

Enter the username of the test user account (e.g. your personal username)

Confirm Setup

Immediate implementation (Enable for all users)

FrEViuus m

If you selected Education or Small/Medium Enterprise (SME) or Corporate, go to Confirm Setup
steps.

Every print job must be charged to an account via the process of Account Selection. This may or not
require user interaction and is configured at the user level.

In environments where user interaction for Account Selection is required and the user has both
options - User Client and printing device - running the User Client may be optional. Hence, deploying
itimmediately is also optional. If you choose not to deploy it now, you can still deploy it in the future.
However, in environments where user interaction for Account Selection is required and can only be
done via the User Client (and cannot be done at the printing device), running the User Client is
mandatory. Hence, deploying itimmediately is also mandatory. If not, the user is unable to carry out
the configured user interaction for Account Selection, and the job remains paused in the print queue
and does not appear on the printing device. The User Client can be deployed directly from a network
share (which is automatically configured on Windows). There is also the option to install the software
locally on each workstation, however, this is not usually recommended because it makes the process
of updating the User Client more complicated. For more information about the Account Selection
options with and without user interaction (via the User Client or printing device), see Shared
accounts on page 429, User Client on page 353, and Allocating accounts to print jobs at the device
on page 649.

1. Depending on the Account Selection configuration for users (whether or not user interaction is
required and whether or not your environment caters for this on the User Client AND on the
printing device), select an appropriate User Client deployment strategy:

. Immediate implementation (Enable for all users)—the Account Selection option
requiring user interaction is enabled only for all users. If you have configured your users
with Account Selection that requires user interaction, and this can only be done on the
User Client (and cannot be done on the printing device), then you must install the User
Client on all user desktops immediately to prevent disruption of user printing services. If in
doubt, select the minimal impact strategy. This ensures the impact is isolated to only the
nominated test account.

- Minimal impact (Initial single user testing)—the Account Selection option requiring user
interaction is enabled only for a single user for testing purposes. You need to nominate the
testing account; this can be an existing system/domain account used for testing purposes
or your own user account. The username should be in the format used to log in to the
domain/system (usually the short form). Depending on the environment, you can test the
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user interaction for Account Selection either on the User Client or on the printing device.
The minimal impact strategy allows you to test Account Selection with user interaction
using the nominated test system/domain user account, after which you can configure other
users with similar Account Selection options.

2. Click Next.

Confirm setup options

The Confirm setup options screen is displayed.

p
PaperCutMF Confirm setup options

Please confirm that the settings you have entered are correct before continuing.
Admin username admin

Admin password (password hidden)

Initial user credit $0.00

Restrict access when credit  Yes
expired

User source Windows Active Directory

Default color page cost 50.00

Default grayscale page cost ~ 50.00

1. Check the settings you have entered. If you want to change anything, you can return to any of the
configuration screens to alter the options.

2. Click Confirm.
The Initial user import screen is displayed.
3. Click Close.

Setup complete

After completing the configuration wizard you are presented with a user synchronization status
screen, showing the progress and results of the setup.
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g
PaperCutMi The setup process is complete.

The system has started synchronizing all user accounts. The initial import may
take few minutes on larger systems. You should see the status of this task in a
popup window. If you can't see this window, please ensure your browser is set to
allow popups from this server.

The printers on this server will be added to the system within the next minute.

Please uncheck this box if you do not wish to share system usage data with
us.
PaperCut takes privacy seriously, check out our privacy policy.

1. Click Login to access the Admin web interface and begin familiarizing yourself with the options
and features available. Take some time to explore, and refer back to the relevant sections of this
manual as required.

Step 5: Check the printer configuration

When you install PaperCut NG/MF, your networked printers are automatically added to the system.
Any new printers added to your network are also automatically added to PaperCut NG/MF. You can,
however, change the configuration so that new printers are not automatically added. You will need to
do this if you have printers you do not want monitored by PaperCut NG/MF. For more information,
see Add and remove/delete/ignore printers.

The monitored printers are listed on the Printer List page. If the printers are not displayed, try
printing a document. The first job triggers registration.

Step 6: Sharing the User Client software

The PaperCut NG/MF client software is located in the directory /2Applications/PapercCut
NG/MF/client. You can share this directory over the network so workstations can access/install the
client application. If you're running Mac OS X Server, use Server Admin to add a read-only file share
called rcc1ient. Sharing with Protocols AFP for Mac clients, and SMB for Windows clients is
recommended.

Users can have the client software start automatically using the OS X "Open at Login" feature.
Manually start the PaperCut NG/MF client software, command-click the dock icon, select options
and the Open at Login" from the small pop up menu.
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Step 7: Deployment for a Professional (Client Billing)
installation

Every print job must be charged to an account via the process of Account Selection. This may or not
require user interaction and is configured at the user level. When Account Selection requires user
interaction, then depending on your environment, the user can do so either on the User Client or on
the printing device.

The User Client

In environments where user interaction for Account Selection is required and the user has both
options - User Client and printing device - running the User Client may be optional. Hence, deploying
itimmediately is also optional. If you choose not to deploy it now, you can still deploy it in the future.
However, in environments where user interaction for Account Selection is required and can only be
done via the User Client (and cannot be done at the printing device), running the User Client is
mandatory. Hence, deploying itimmediately is also mandatory. If not, the user is unable to carry out
the configured user interaction for Account Selection, and the job remains paused in the print queue
and does not appear on the printing device. The User Client can be deployed directly from a network
share (which is automatically configured on Windows). There is also the option to install the software
locally on each workstation, however, this is not usually recommended because it makes the process
of updating the User Client more complicated. For more information about the Account Selection
options with and without user interaction (via the User Client or printing device), see Shared
accounts on page 429, User Client on page 353, and Allocating accounts to print jobs at the device
on page 649.

Account Selection

After deploying the User Client on user workstations (if required), you can configure users with the
required Account Selection option (whether or not user interaction is required). For example, in a
Professional (Client Billing) installation, users who print jobs for clients are often given the Advanced
Account Selection option, however, other Account Selection options might be better suited for
some users based on their job function.

You can configure the required Account Selection option on one user at a time or update for all
users in bulk.

Use the User Details page to configure the required Account Selection option for a single user.
To configure the required Account Selection option for all users in bulk:

1. Click the Users tab.
The User List page is displayed.
2. Inthe Actions menu, click Bulk user actions.

The Bulk User Operations page is displayed.
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TIP
F:] By default the action is applied to all users (the special [A11 Users] group). To apply
the action to a subset of users (a user group), select that group from the list.
3. Inthe Change settings area, select the Change account selection setting check box; then
select Show advanced account selection from the list.

4. Ifyou do not want to allow users to charge printing to their personal account (i.e. they must select
a shared account) then clear the Allow user to charge to their personal account check box.

5. Click OK.

A confirmation window is displayed.

6. Click OK.
Once completed, the configured Account Selection option is enabled for the selected users. If
you have configured users with an Account Selection option that requires user interaction, then
it is recommended that you test this from the User Client on a desktop or on the printing device (if
applicable). Ensure that user interaction provided is as per the configured Account Selection
option. Once the interaction is completed, ensure that the job is printed, logged and appropriate
account charged.

Step 8: Testing

Following a fresh installation, it is highly recommended to test core features of the system. For
further details, see Testing the installation on page 146.

What next?

Take some time to explore the features of PaperCut NG/MF before continuing reading at
Implementation by example on page 42 or Tour on page 327. Business users might be interested in
trying the popup client software as covered in Client software on page 340. If desired, the client
software should also be deployed to other workstations. This procedure is detailed in User Client on
page 353.

2.4.2 Mac printing in detail

This section of the manual is split into different sections for ease of use, one section covering Mac OS
10.8+ installations, and another covering Windows hosted print queue setup. In most cases only one
section applies on your network. As Mac systems have become more popular recently, many sites
are opting for Mac print servers to support their Mac workstations. You can install PaperCut NG/MF
directly on a Mac print server, offering native, end-to-end Mac printing.

2.4.2.1 Terminology

Below is an overview of the common terminology.

Print queue: There are typically two ways of providing shared multi-system access to a printer:
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1. Configure each system to print directly to the device. The device needs to be networkable (e.g.
have an Ethernet connection) and support multiple connections.

2. Configure a shared print queue. In this setup, only one system connects directly to the device
(e.g. aserver) and in turn the device is shared on the network via a print queue. Other systems
on the network print to the shared queue rather than directly to the device.

Option 2 is regarded as a better solution on multi-user networks as it provides a higher level of
scalability, allows for centralized administration, and allows administrators to move or remap devices
without needing to propagate changes to workstations. PaperCut NG/MF requires a shared print
queue as it works by intercepting the jobs as they pass through the server's queue.

CUPS: CUPS is the print queue system used by Mac. This is the same queue system used by many
other UNIX based platforms including popular Linux distributions. Apple is a major supporter of
CUPS.

IP Printing: This is a generic term used to describe a number of print protocols that are used to
exchange print documents between a computer, a server queue, or a physical printer. (Note: This
term is also occasionally used incorrectly to describe the "JetDirect" print protocol discussed below)

IPP: This is an acronym for Internet Printing Protocol. This is the "native" print protocol used by
CUPS and the Mac. It's a modern protocol designed to work well on modern networks including local
networks, or even over the internet or a WAN.

LPR: LPR/LPD is the traditional UNIX based print protocol.

JetDirect/Socket: This is a very simple print protocol used to transmit print jobs to a physical printer
on a TCP network. The printer accepts connections on port 9100. In Windows, this print protocol is

oftenreferredtoasastandard TCP/IP Port,andin some cases generally as IP Printing. Almost
all network printers support this method.

Bonjour Printing: This is not a print protocol, but instead is Apple’s method of publishing printers on a
network so workstations can locate the device/queue.

Where possible PaperCut NG/MF works with all print protocols, however, we do recommend some
over others. The following set up procedure highlights methods that have shown to work in most
environments.

PaperCut’s recommended setup procedure is:

Install the printers on the server using a compatible driver.

Test printing from the server.

« Share your printers.

« Setup the workstations to connect to the server's shared print queues.

2.4.2.2 Optional hardware configuration

Some printer models support several of the connection methods listed above. If the printer offers the
option to disable these protocols through their web administration page, you should turn off all except
the connection method that you will use. This minimizes the chance of incorrect configuration, and
the chance of a workstation user discovering the printer directly. Some printers also support access
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control via IP address. If this is available, consider setting access control so only the server IP can
submit print jobs directly to the printer.

2.4.2.3 Handling unauthenticated systems (e.g. laptops)

Print queues in Mac OS X by default are unauthenticated. Authentication in an Open Directory
environment is instead performed at the time of system login. Unauthenticated systems such as
laptops fall outside this. The introduction of unauthenticated systems on your network mandates the
need for an extra layer of authentication. To address this need, PaperCut offers two options:

« Popup authentication via the PaperCut client software.

« Authentication via a Release Station or the web-based release interface (end user login >
Jobs pending release).

It is your decision whether or not the authentication policy/procedure is to be applied to all systems
on the network, or just "untrusted" laptops.

Network-wide policy

This is the simplest solution and provides a consistent procedure and policy across all your users
irrespective of their access method (such as via workstation or their own laptop). Select your
authentication method and enable this option on ALL print queues. The set up procedure for both
methods is summarized as follows:

Using popup authentication

1. Select the Unauthenticated printer option on all printers. You can apply this to multiple printers
via Copy settings from Printer to Printer.

2. Ensure that all workstations have the PaperCut client software installed. This includes both
authenticated lab systems and laptops. The PaperCut client must be running to be able to print
successfully.

3. Instruct users that they need to enter their username and password in the PaperCut client. You
you can set PaperCut NG/MF to save the credentials for a defined period of time if required.

Using hold/release queue authentication

1. Select the Enable the hold/release queue check box on all print queues. Jobs do not print until a
user has authenticated and released the job.

2. Setup Release Stations, or, on the Options tab in the PaperCut Admin web interface, select the
Allow users to view held jobs check box.

3. Instruct users on how to release their jobs. This procedure must be followed by all users.

Laptop only policy (advanced)

One problem with the network-wide policy discussed above is that the authentication method (e.g.
client popup or hold/release queue) also applies to authenticated systems. In some ways thisis a
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positive (i.e. provides a consistent policy), while in other ways it can be viewed as an unnecessary on
trusted authenticated systems. This section discusses a solution appropriate for larger sites.

The solution is to set up two servers. One server hosts a set of queues for authenticated systems,
while the other server provides queues for unauthenticated systems. Network router or firewall rules
are used to ensure that only authenticated systems have access to the authenticated queues.
Laptops systems must use the other queues. This is best done with partitioned IP address ranges
and/or subnets. An experienced network administrator can assist with restricted server access by IP
address.

2.4.2.4 Eliminating popup authentication via Mac Login Hook

You can use popup authentication to provide a secure environment. For example, there might be a
mix of lab systems and unauthenticated laptops. The lab systems are managed and secured via
authentication against a central user directory source, while the unmanaged systems (e.g. laptops)
are limited to local user authentication only so user identity is indeterminate. Use popup
authentication at the print queue level to provide an added level of user verification.

This is an advanced topic and is targeted at experienced Mac administrators with command-line
knowledge. The double-authentication is eliminated by having the system login also perform the
PaperCut log in via the system login hook. After the administrator has confirmed that the workstation
is securely authenticating via a central directory service, they endorse the system by copying a
shared secret file onto the workstation. To perform this endorsement, follow these steps:

1. Setup the PaperCut client on the workstation and configure it to start via the login hook as
explained in detail in Multi-User Install.

2. Use a secure method (e.g. USB key or scp) to copy the file located on the PaperCut primary
server at:

[app-path]/server/data/pc-shared-secret.dat

to the workstation in either of the following locations:

/etc/pc-shared-secret.dat or /Library/PCClient/pc-shared-secret.dat
3. Setownership and permissions on the file using the command line as follows:

sudo chown root /etc/pc-shared-secret.dat sudo chmod 600 /etc/pc-shared-
secret.dat

4. Testlogin and verify that PaperCut popup authentication step has been eliminated by printing to
an unauthenticated printer. Confirm that the job prints and logs as expected.

5. Repeat the steps above for each trusted directory authenticated system (e.g. lab system) on the
network, or use system imaging processes.

2.4.3 Mac hosted print queues for OS 10.8+

This section discusses printer setup on systems where print queues are hosted on Mac OS 10.8+.
There are some very minor differences between the two setup instructions, but they follow the same
structure. See Windows hosted print queues on page 96 if you have Windows hosted print queues.
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2.4.3.1 Installing the printers

Install the printer on the system running PaperCut using a compatible driver. For example, a driver
supplied by Apple or the manufacturer. If there is a choice of driver, we recommend a Postscript or
PPD based driver. Follow the manufacturer's suggested setup procedure for this part of the
implementation. If the manufacturer supports various connection methods, we recommend using
JetDirect/Socket if possible. Here is an example of a procedure that sets up a standard printer using
a plain JetDirect/Socket connection:

Select System Preferences.

Select Print & Scan (in 10.9, this is named Printers and Scanners) .

Click + to add a new printer.

Click the IP tab.

In the Protocol list, select HP Jetdirect - Socket.

Enter the printer's IP address.

Give the printer a simple name without spaces.

© N o g s~ w D=

Select the driver or printer model from the list; then click Add.

Print some test pages to the newly configured printer, such as printing a web page from Safari.
Confirm that printing works as expected before continuing. Be sure to test multiple options such as
Duplex and Grayscale. If printing is not working as expected, see the troubleshooting section below.

NOTE
& If you are adding new printers, configure PaperCut to monitor the new print queues. For more
information, see Add and remove/delete/ignore printers on page 472.

Add

S =®@

Default Windows Search

Address: 10.100.64.32 |
Walid and complete address.
Protocol: [ HP Jetdirect - Socket

Ak

Queue:
Leave blank for default gueue.

Mame: !LihraereIar |

Location: !Uhrﬂr"{ Room |

Use: [ Apple LaserWriter Pro B10 $]
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Tips and troubleshooting

« Always try HP Jetdirect/Socket first, and use proprietary connection methods as a last resort
« If your printer does not support HP JetDirect/Socket, consider using IPP as an alternative

« Ifyou are not able to install or find a driver for your printer, try the Generic Postscript
Driver/Printer

2.4.3.2 Sharing the printers

On Mac OS 10.8, Apple removed the ability to share printers using the Server Admin app. Sharing
printers is now easier, however, LPD has since been removed as an sharing option, and the default
sharing method is now IPP. To share your printers, follow the below steps:

1. Open System Preferences > Print & Scan on the print server (in 10.9, this is named Printers
and Scanners)

2. Click the printer you want to share

3. Select Share this printer on the network.

aenn Print & Scan

Pricibirs
— 10.100.64.2 '1 HP Color Laserjet CM3530 MFF [BB37...

o Mdle, Last Used
A HP Color Laserjet CM - | Qpen Print Queue... |
B e i

“~ KOMICA MINOLTA bi... | Options & Supplies... |
e o Mg
Lexmark X656de Location:
o Idlg
- Lexmark_MX711 Kind: HP Color Laserfet CM3530 MFP
e @ Kl Status:  dbe

IESMM this printer on the network | | Sharing Preferences. .

Default printer: | Last Printer Used v
Default paper size: M ,

o
2

[
d Click the lock to prevent further changes.

2.4.3.3 Setting up the printers on Mac workstations

Once the printers are set up on the server and shared, the next step is to install the printers on the
workstations. This section includes the manual setup of print queues to workstations, as well as
discussing a method of automating deployment via the Workgroup Manager. The goal is to add the
printer on the workstation so it communicates with the server’s print queues rather than directly to
the printer. Protocols include IPP, LPD, or LPD added via Bonjour. The recommended setup is to
use IPP, as this is the native protocol.
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Manual setup

1. Open System Preferences > Print & Scan on the workstation (in 10.9, this is named Printers &
Scanners)

2. Click +.

3. Select IP as the type; then select Internet Printing Protocol - IPP as the Protocol. If IPP is not
compatible with this device, select Line Printer Daemon - LPD as the Protocol)

4. Inthe Address, enter your server name (or IP Address).

In Queue, enter the the printer's Queue Name prefixed with printers/. For example:
printers/my_office_printer.

6. Select the appropriate driver under Print Using.

7. Select Printer Software. If your model is not listed here, install the manufacturer's driver and
repeat these steps again

8. Take some time to test printing from the workstation, and confirm that all functions of the printer
are working.

NOTE

& If you have trouble connecting, ensure the queue name you are entering is correct. The
queue name of the printer is set when the print queue is first created on the Mac server, and
might be different to the visible printer name. The queue name is displayed on the print server
under System Preferences > Print & Scan > [select printer] > Options & Supplies >
General > Device Name.

If you have problems obtaining a driver for your printer, try the Generic Postscript Driver. This
option works with most printers. If after a test print the printer stops with a connection error, check
the printer sharing permissions on the server or try the alternate method discussed below.

Add

S=@B @ G

Default Fax IP Windows Search

Address: | 10.100.66.25
Valid and complete address.
Protocol: [ Internet Printing Protocol - IPP

4k

S

Queue: |printerstibraanrinter
Leave blank for default queue.

Mame: [ Library Printer

Location: Library Room

Use: | HP Laserjet 4350 4]

| Add |
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Publishing the printer via Workgroup Manager

Manually installing the printer on each desktop on a large network can be tedious. Large networks
using Open Directory can automate the process with Workgroup Manager. The key to successfully
deploying/publishing printers via the Workgroup Manager is to publish the configuration from a
working workstation rather than the server itself. The reason behind this is that it would publish the
server's printer configuration. Since the server is configured to print direct to the device and not to the
queue, this would be the incorrect configuration for user workstations. Instead, install the Workgroup
Manager software on a configured workstation/client and publish its known configuration. We
recommend having a workstation setup that is for Workgroup Manager administration and
deployment only.

1. Select one workstation on your network. Follow the manual set up procedure as discussed
above.

2. Testand confirm this workstation is configured and printing correctly. Also select other settings
as appropriate such as tray, duplex and other defaults. It is important to test this step before
continuing. If printing is not working, this needs to be fixed before Workgroup Manager is used to
publish your print queues.

3. Install the Workgroup Manager on this client workstation found on the Mac OS X Server install
disk).

4. Open the Workgroup Manager, connect to your directory, then select an appropriate user group
or computer group used to manage client settings.

Enter the Settings/Preferences area; then select Printing.
Select Manage Always; then add printer(s) set up in step 1.

Save the settings and exit (e.g. click Done).

© N o o

Log onto another workstation and confirm that printer settings are being published as expected.

Workgroup Manager: Local

LR © 60 B @

Serstr  Accounts | Preferences | New 0 Duelete Refresh New Window Search
@~ Authenticated as dirademin to directony: LDAPYI/127.0.0.1 i
a@lo & T oot |
Q- Name contains ) Manage: | Nevar Onece (#) Always
Group Name ~ GID
B FaperCut Domaln.. 1027 Access
B PaperCut Staff Mac 1026 Avallable Pri
nters User's Printer List
B Workgroup 1025
10.100.64.2 HP Calor Laserjet CM3530 MFP
HF Color Laser]er CM3530 MFP Lexrnark_MX711
KONICA MINOLTA bizhub C35(
Lexmark X656de
Lexmark_MX711 Remave |

Open Printer Setup | Search for additional prirters.

(¥ Allow user to modify the printer list (Mot available in 05 X v10.5)
(¥ Allow printers that connect directly ko user's computer
|| Require an administrator password
|_| Only show managed printers {Mac 08 X v10.5.7 or later)

| Done | | Revert | | Apply Now |

1 af 1 groups sebected
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2.4.4 Windows hosted print queues

IMPORTANT

F:] This is the original method of hosting print queues. Now there's an easier and faster method
where you set up print queues with the LPD protocol. To find out how, take a look at Printing
from macOS to shared Windows Server queues with LPD and SMB.

This section discusses printer configuration on Mac OS X workstation in environments systems
where the print queues are hosted on a Windows operating system. See Mac hosted print queues
for OS 10.8+ on page 91 if your print queues are hosted on Mac OS 10.8+.

When a printer from a Windows environment is shared and added to a Mac system, Print and Scan
requests printer access credentials in the form of username and password. Any user that prints to
this printer uses these supplied credentials. This means that the administrator that added the printer
to the workstation is the owner of all documents printed from the workstation irrespective of the
current logged in user.

The ideal solutions varies from network to network and depends on factors including:

« Your existing network configuration

« The mix and makeup of operating systems used on the network

« The underlying directory technologies (Active Directory, LDAP, etc.) if used
« Whether Macs are used by a single owner or multiple users

The following sections outline common set up scenarios and their pros and cons. Your solution might
fit one of these scenarios or might be composed of a combination.

2.4.4.1 Scenario One: My own Mac (single user)

Many networks, particularly those in a business environment, have a dedicated desktop system for
each user. This allows the desktop system's global settings to be customized for the user. Common
examples include:

» Dedicated computers used in a business

» Staff laptops or desktops used in education

Requirements

« Printers hosted and shared from a Windows or Linux server.
« Mac systems used by a single user (or small group of known users).
« Each user has a domain account and password.

« The username associated with the account on the Mac matches the domain username (either
the account used to log in, or the account set up as the automatic log in account).

« Running Mac OS X 10.8 or higher.
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Installation

Check the user account information:
1. Start up the Mac, log in as the local administrator, and ensure the system is connected to the
network.

Select System Preferences
Depending on your Mac OS version, select Accounts or Users and Groups.
Click MyAccount. (Skip this step in Mac OS 10.8 and 10.9)

Ensure that the Short name associated with the account matches the user's domain account
username. If not, create a new working account as appropriate.

a k~ v DN

Set up the printers

1. Select System Preferences > Print and Scan.

2. Click + to add a new printer.

3. Control-click the toolbar; then select Customize Toolbar.

4. Dragthe Advanced icon onto the bar; then click Advanced.

5. Select the Windows printer via spoolss device type.

6. EnteraDevice URL, suchas: smb://username:password@server name/printer name

« Tip: server_name is the name of the server hosting the printer, and printer_name is the
printer's share name

« You might need to include the portin the DeviceURL: smb: //server
name:139/printer name

« OS X can struggle with printer share names containing spaces. We recommend a share
name without spaces

7. In Name, enter a friendly and informative printer name.
8. Choose a driver for this printer by selecting Select Software from the list.
9. Click Add.
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10. Test printand ensure jobs are logged in PaperCut NG/MF as the correct user.

Add

S=0 & &k ©

Default Windows | Advanced Search

Type: | Windows printer via spoolss

AF

Device: [ Another Device

ap
et

LRL: i smb: [ /username:password@server_name/printer_name

Mame: | Arts-Printer-3

Location: |Aﬂ Room 3
Use: [ HP Color LaserJet CM3530 MFP

4k

Install the PaperCut NG/MF User Client software

1. Open Finder; then select Go > Connect to Server.

2. Entersmb://servername/pcclient Where servername is the name of the server hosting
PaperCut NG/MF. If you are prompted for a username and password, this is a username that
has access to connect to the SMB share on your Windows server.

Drag the pcc1ient application across to the local Applications directory.
Open System Preferences
Select Users & Groups.

Click the Login items tab.

N o o bk~ w

Click +; then select the newly installed pcc1ient application. Select the PC Client check box
when it is displayed.

8. Restart the system and ensure the client starts upon login.
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a8aoo Users & Groups

Current User Pas d

¥ Other Users Hide | Item Kind
™ B PCClient Application

To hide an application when you log in, select the checkbox in the Hide
column next to the application.

(=) Login Options L+[ -]
+] - %] |
& Click the lock to make changes. @

Tips and troubleshooting

« Getthe usertolog intothe Mac. Verify that the pcc1ient program starts automatically and
shows the user’s balance.

« Print to the newly set up printer. On the server's print queue, ensure that the job is displayed
under the correct username.

« Ensure that the print job successfully reaches the printer and that the user gets charged in
PaperCut.

« Check that the balance has changed to reflect the new balance in the pcc1ient program.

2.4.4.2 Scenario Two: The multi-user Mac with popup authentication

Schools and universities often have Macs available for student use in dedicated computer labs. In
these environments the Macs are shared by many users and Scenario One is not appropriate.
Larger Mac networks already using LDAP or Active Directory authentication, or planning on doing
s0, might want to consider Scenario Three explained in the next section.

Scenario Two uses a popup authentication model. For more information, see Popup authentication
on page 504.

The end user's perspective:
1. Theuserseesthe pcclient program running.

2. When the user prints a job, the client pops up a window requesting the user to enter a username
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and password. See Popup authentication on page 504.
3. The user enters a domain username and password.

4. Ifthe credentials are valid, the job is charged to the user account.

The explanation:
1. The print event is performed as a generic user - For example, "macuser", "student", etc.

2. InPaperCut NG/MF, the "macuser" account is set up to use popup authentication by enabling
the option Unauthenticated user. See Popup authentication on page 504 for further details.

3. The popup requests the user to enter a username and password.

4. The password is authenticated and printing is charged against the supplied account.

Requirements

« Printers are hosted and shared off a Windows, Mac or Linux server.

« The Mac systems are set up to log in under a generic account name. (e.g. macuser, student,
etc.)

» The domain contains a user account matching the generic account.

Installing the PaperCut NG/MF User Client software

1. Open Finder; then select Go > Connect to Server.

2. Entersmb://servername/pcclient where servername is the name of the server hosting
PaperCut NG/MF. If you are prompted for a username and password, this is a username that
has access to connect to the SMB share on your Windows server.

Enter account details for an account able to connect to the SMB share if requested
4. Dragthe pcciient application across to the local Applications directory.

5. Command-click the newly copied pcc1ient application in the Applications directory. Select
Open Package Contents.

6. Navigateto contents/Resources/.
7. Double-clickthe install-login-hook.command SCript.

8. Restart the system and ensure the client starts upon login.

Configure the popup settings
1. Click the Users tab.
The User List page is displayed.
2. Selectmacuser.
3. Inthe Account Details area, complete the following:
. Balance—set the account balance to zero.

« select the Restricted check box.
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4. Inthe Advanced Options area, select the Unauthenticated user (enable popup authentication)
check box.

5. Click Apply.

If users log in to the Mac using their AD/LDAP username, you can eliminate the authentication
popup by configuring the client as described in Popup authentication on page 504.

Tips and troubleshooting

« Getthe usertolog in to the Mac. Verify that the pcc1ient program starts automatically.

« Printto the newly set up printer. On the server's print queue, ensure that the job is displayed
under the correct username.

« An authentication popup should display on the Mac. Enter a valid domain username and
password.

« Charge the corresponding user for the job. Also check that the balance has changed to reflect
the new balance inthe pcc1ient program.

2.4.4.3 Scenario Three: Multi-user Macs using LDAP or Active Directory

authentication

Larger networks often run the Macs in a domain environment either authenticating with an Active
Directory or an LDAP network. In an authenticated domain environment, the identity of the user (the
user's username) is known and verified at the time of log in. With the help of the TCP/IP Printing
Services for Microsoft Windows, and the LPR/LPD support on the Mac, print jobs can be identified
on the server and associated with the user's login name. This avoids the need for the popup
authentication used in Scenario Two.

Using the LPR and IPP printing protocols on Windows print
servers

LPR is a legacy protocol developed for UNIX that clients use to send print jobs to print servers.
Microsoft has supported this protocol for a number of years via an add-on module called Print
Services for UNIX (PSfU). Under certain conditions Windows LPD printers can cause issues when
using PaperCut hold/release print queues. The information included here is to help customers
understand the issue and document suggested workarounds.

The mechanism used by the Windows PSfU subsystem to accept LPR and IPP print jobs is different
from other implementations in Windows such native SMB based printers. In SMB the event
notification to applications such as PaperCut is well behaved and reliable. Event notification for LPR
and IPP based printing does not use the same set of underlying APls and under some conditions the
PaperCut print monitoring layer receives notification afterthe print job has started. This means that
some print jobs can start to print before the hold instruction is issued. This job is then suspendedin a
Paused Printing state (i.e. both paused and printing) and this results in all other jobs on that queue
being held up by the paused job.
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The symptoms are generally not consistent, suggesting an underlying race condition bug in
Windows. Things that can affect the problem include:
« Running the print server on a virtual machine

« The number of processors/cores

« The currentload on the print server

« The version and patch level of Windows
Because the issue is in the underlying Windows print subsystem, it is not possible for PaperCut to
quickly implement a reliable solution and Microsoft is unlikely to implement a fix to this legacy
subsystem. If a site does experience this issue there are some steps that can help alleviate or fix the
issue.
1. Use the SMB protocol for Windows based print server queues. Note that using SMB can place

some constraints on how users authenticate and how anonymous users are able to print at your
site. This is the recommended approach.

2. Use two print queues. Queue A is virtual and queue B is the real queue attached to the physical
printer. Users print to A using LPR and PaperCut can always place a hold on the print job.
PaperCut then redirects the job to B on release. Managing virtual print queues is documented in
section Find-Me printing and printer load balancing on page 548. Configure queue Ato use a
port with no printer (e.g. LpT1 :), it should be permanently paused ( Printer > Pause Printing ),
and the virtual queue configuration for A in PaperCut should forward jobs to B (setting Jobs may
be redirected to these destination queues).

If queue A is un-paused then the job will error, however, it can still be re-directed as needed.

Requirements

« Macs set up in multi-user mode authenticating off a domain. Either Active Directory or LDAP.
« Printers hosted on a Windows print server.

« The server needs the TCP Printing Services installed (also known as Print Services for Unix).

Installation

On the server hosting the printers, set up TCP/IP Printing:

Logintothe serverasasystem administrator.
Select Control Panel > Add Remove Programs.
Click Add/Remove Windows Components.
Select Other Network File and Print Services.
Click Details.

Select Print Services for Unix.

N o o bk~ DD =

Click Next to complete the installation.

Some systems running firewall software can block LPD printing. On systems running firewall
software, ensure that incoming connections from the local network are allowed on port 515.

On each Mac, add the required printers:
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1. Select Applications > Ultilities.

Open the Printer Setup Utility

Click + to add a new printer.

Click the IP tab in the top toolbar.

From the Protocol list, select Line Printer Daemon - LPD.

In Address, enter the IP address of the server hosting the printers .
In Queue, enter the printer's share name.

In Name, define a user friendly name; then select the printer type.
Click Add.

Repeat for other printers as necessary.

© 0 N o o B~ w D

Installing the PaperCut NG/MF User Client software

1. Open Finder; then select Go > Connect to Server.

2. Entersmb://servername/pcclient where servername is the name of the server hosting
PaperCut NG/MF. If you are promted for a username and password, this is a username that has
access to connect to the SMB share on your Windows server.

Enter account details for an account able to connect to the SMB share if requested
Dragthe rcciient application across to the local Applications directory.
Command-click the newly copied pcci1ient application in the Applications directory.
Select Open Package Contents.

Navigate to contents/Resources/.

Double-clickthe install-1login-hook.command ScCript.

© 0 N o o bk W

Restart the system and ensure the client starts upon login.

Tips and troubleshooting

» Restart the system and ensure the rcc1ient application starts on login and lists the user's
account balance.

« Ensure print jobs correctly show in the PaperCut job logs under the user's PaperCut account.

« Charge the corresponding user for the job. Also check that the balance has changed to reflect
the new balance inthe pcc1ient program.

Additional information and tips

The client install process is also covered in User Client on page 353. After the first Mac is set up and
the printing process is tested, provide the simplified client install notes covered in Deployment on
Mac OS X to end users or other SysAdmins.
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The pcc1ient client can accept command line options as explained in Configure the User Client
using the command-line on page 1160. If the client is started via the login hook, you can define the
command-line options in the file:

/Applications/PCClient.app/Contents/Resources/login-hook-start

Look for the line starting with client_args and the associated comments above.

2.5 Installation on Linux (CUPS and Samba)

In this section:

« Quickinstall: Linux (CUPS and/or Samba) below

o PaperCut NG/MF on Linux on page 118

« Theinstallation process on page 119

» Advanced configuration & logs on page 124

o Backups & system management on page 125

« User directory and authentication on page 125

« Unix command-line Release Station client on page 126

o Remove PaperCut NG/MF from a Linux server on page 128
o Linux FAQon page 128

2.5.1 Quick install: Linux (CUPS and/or Samba)

IMPORTANT

F‘j The following section assumes knowledge of general Unix/Linux system management
including using the command-line, creating users, editing configuration files and
understanding file permissions.

Step 1: System requirements

Before proceeding with the installation the SysAdmin should take a few moments to verify system
requirements.

« Isthe operating system version supported and are patches up-to-date? (see PaperCut MF
System Requirements).

« Are printer(s) installed and hosted on this system and are they exposed to the network either
via CUPS or Samba? Administrators should ensure that the print queues are set up and
working as expected before attempting to install PaperCut NG/MF.

« Ina multi-user environment, printers are often shared with other network users. Other
workstations should connect to these printers as "Network Printers". Ensure workstations are
configured to print to the shared print queues. For example, a Windows workstation can
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connect to a samba exposed printer via \\ [samba server]\ [printer].OtherLinuxor Mac
workstations use IPP via CUPS.

« Ensure that printers are configured correctly and work.

Step 2: Create the host user account and firewall settings

PaperCut NG/MF runs and installs under a non-privileged user account called "papercut". The
installation location for the application is the papercut user's home directory. Create a user account
on this system called papercut. This is usually done by logging in as root and using a user

management GUI tool or at the command prompt entering:
shell> useradd -m -d /home/papercut papercut

The syntax for useradd and groupadd can differ slightly on different versions of Linux. They can also
be called adduser and addgroup.

The user's home directory (the -d option) denotes the install location. /home /papercut is the
recommended location. Administrators can, however, also consider alternate install locations
depending on personal preference. Alternatives include:

e /usr/local/papercut

e /opt/papercut

F:] IMPORTANT
These instructions assume the install location is /home /papercut. If an alternate home
location is defined, some of the paths listed in subsequent sections will require modification.

Some Linux distributions impose strict resource usage limits on user accounts (ulimit). The
papercut accountis a special account used for hosting an application and needs to be granted
sufficient resource limits, such as the ability to open many files. On systemd Linux distributions, this
limit is automatically configured so you do not need to do anything. For other distributions, the
methods of setting user-level .1 imi t levels vary, however, the common solution is to add the
following lineto /etc/security/limits.conf:

papercut - nofile 65535

Many Linux distributions have strict default firewall policies. PaperCut NG/MF uses TCP Ports 9191
(for HTTP), 9192 (for HTTPS/ SSL), 9193 (for Binary) and 9195 (for HTTPS/ SSL on supported
devices) and these ports must be open. Take some time now to ensure these ports are open.
Consult your distribution documentation for details on how to open firewall TCP ports.

Step 3: Download and install PaperCut NG/MF

PaperCut NG/MF is supplied as a self-extracting and self-installing archive. The installation is
performed as the newly created papercut user and installs to that user's home directory.
Temporary root access is required for part of the install. Make sure the root password or sudo
password is handy. For more detail about the install process including installing to a different
location, see PaperCut NG/MF on Linux on page 118.
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Log on as the newly created user and download and execute the installer. You can

execute the file from any directory.

Follow the installation instructions and enter the root password when requested.

IMPORTANT

Ensure you as the user so that the user's environment is sourced so the

home directory (install location) is correctly defined.

Applying def
tting perni 1 Application Seruver files. ..
tting permnissions on Print Prowid files...

The install needs to perform some tasks as root. asks include:
= Setting setuid L on the avthentication provider

# Installimg a CU hackend
# Configure the server’ s boot scripts

Would you like to perform these ta now? Lyes or nol

* root password when reguested:
1 a

q authpam asz setuid root...
1l limg SysU o
|_||

Linking Print F
Creating client

Starting the

Cont iguring. .

.« .Started (pid: 4361).

The installation process takes between two and five minutes depending on the speed of the system.

A system restart is not required but administrators are advised to perform installation on live

production systems during periods of low activity, for example, not during backup operations or other

administration activities.

Step 4: Run the Configuration Wizard

After installation, you are prompted to open a web browser at :

The configuration stages are explained below:
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Administrative password

p
PaperCutMF Create account
Type in the password to be assigned to the master administrator account. Please keep this
This wizard will help you password secure.
configure initial options
and ready the system for Username admin
use.
Password
If this is the first time
installing the application,
we highly recommend reading Verify password

the quick start guide in the

user manual. o i i .
Your system location is currently setto English (Australia). If this is not correct, please

change the setting below. The location defines default currency and date formats.

Choose Organization Type Location System Default - English (Australia)

Set Default Costs
Sync Users

S
Finish! Next —

Complete the following fields:

Password—enter the master password for the main in-built admin account. This password
is independent of the operating system or domain passwords. The password must be at
least six characters.

TIP
Keep this password secure. If you forget your password, you can reset it. For
more information, see

Verify password—re-enter the password.

Location—select the system's physical location and language.

Click Next.

Organization type

The Organization type screen is displayed.

g
PaperCutMF Organization type

Select an organization type to tailor the system defaults for your environment.
Education

Gt el Fross Small/Medium Enterprise (SME) or Corporate

Sync Users . . -
Professional (Client Billing)

Confirm Setup

Previous
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This selection determines which system defaults are used.

1. Select your organization type.
2. Click Next.

Default cost for printing

The Default costs for printing screen is displayed.

g
PaperCutMF Default costs for printing

In Australia, an appropriate cost for a grayscale printer would be 50.10.

Color (cost per page) 50.00
Grayscale (cost per page) 50.00
Sync Users After setup you will have the option to change costs if required.
Finish!
Next—
IMPORTANT
For an education implementation, where users are charged for their printing, leave these
values as zero during the implementation stage, otherwise, students will not be able to print
as they cannot yet add credit to their account.

If required, you can change this setting after installation.

1. Complete the following fields:
. Color (cost per page)—enter the default cost per page for color printing on all printers.

. Grayscale (cost per page)—enter the default cost per page for grayscale printing on all
printers.

2. Click Next.

Initial user credit (Education organization type only)

If you selected Education as the organization type, the Initial user credit screen is displayed.
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(]
PaperCutMF Initial user credit

When users are imported they will be assigned an initial credit (also refered to as a quota).
If this value is left as zero, credit can be manually assigned to users later.

Initial user credit: 50.00

Deny access when users run out of credit/quota

Sync Users

Finish!

Next—

If you selected Small/Medium Enterprise (SME) or Corporate) or Professional (Client Billing) as
the organization type, go to step 5.

1. Complete the following fields:

« Initial user credit—enter the amount of credit each/quota each user will receive when the
system is first enabled. You can change these settings after setup.

. Deny access when users run out of credit/quota—select this check box to prevent users
from printing when they run out of credit/quota.

TIP

F“:I If you are evaluating PaperCut NG/MF it might be appropriate not to disable
printing when a users funds run out. This way you can be assured that user
printing is not disrupted during the evaluation.

2. Click Next.

User/group synchronization

The User/group synchronization screen is displayed.

PaperCut NG/MF extracts user information out of the system or domain.

TIP
F:I To speed up the installation, you can click Skip this step and synchronize the users/groups
later.
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]
PaperCut MF User/group synchronization

The system will synchronize user and group information from a network, domain or You can do this later under

computer. Please select the user information source. Options > User/Group Sync

User source Unix Standard (PAM, nsswitch, etc) v

Import all users
Import users from selected groups

e.g. a group or org unit. (This will be selected on the

Confirm Setup next page)

Skip this step Previous

1. InUser source, select the source of user account data:

« Unix Standard (PAM, Local NetInfo, etc.)—if the user accounts are set up and defined on
the local system as standard Unix accounts or mapped into the system from a central
directory service such as LDAP via nsswitch.conf and PAM. Most large established
networks use this option.

. Samba-if the central user directory is a Windows Domain. The Samba option is available
only if Samba is installed on the system. The Samba option is appropriate on medium to
small networks currently operating in a Windows Domain environment.

« Azure AD Secure LDAP—for organizations using Microsoft Azure AD Secure LDAP as a
cloud based user directory service.

o LDAP (Open Directory)—for large networks with existing Open Directory domains. This
includes networks running Open LDAP and Windows domains running Active Directory.
PaperCut NG/MF does its best to auto-discover LDAP settings, but some knowledge of
LDAP and/or Open Directory is required.

« Google Cloud Directory—for organizations using Google Cloud Directory as a cloud
based user directory service.

2. Select one of the following options:
» Import all users—import all domain user accounts.

- Import users from selected groups—import a subset of users from a given group. This is
useful when only a subset of users will use the printers.

3. Click Next.
« ForSamba, LDAP, and Azure AD Secure LDAP, the Server Details page is displayed.
« For Google Cloud Directory, the Google Cloud Directory Details page is displayed.
4. Complete the following as required:
Samba
a. Complete the following fields:
. Domain Server—The name of the Windows domain server.

« Admin username—The username of the user who has permission to connect to
and query the domain server. The username/password you specify here is an
Admin user on your Windows domain that has permission to add machines to the
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domain.
« Admin password—The password for the above user.
b. Click Test Samba Settings to test and confirm your settings before continuing.
c. Click Next.
LDAP

a. Complete the following fields:

- LDAP Server Type—Determines which LDAP fields are used to get user and group
information. PaperCut NG/MF supports the following server types:

« Unix/ Open Directory
« Microsoft Active Directory
« Novell eDirectory

However, it is easy to support other server types by adjusting the LDAP fields
PaperCut NG/MF searches. For more information, see Advanced LDAP
configuration on page 288.

« LDAP Server Address—The hostname or IP address of the LDAP server.

« Use SSL-Indicates if an encrypted SSL connection is used to connect to the LDAP
server. The LDAP server requires SSL support to be enabled and should accept
connections on the standard LDAPS port 636.

. Base DN-The Base DN of the LDAP server. This is the equivalent of the "suffix"
config setting of the OpenLDAP server. For example, if the domain hosted by the
LDAP server is "domain.com", then the Base DN might be bc=domain, bc=com.
The format of the Base DN can differ significantly depending on configuration.
Some older Novell eDirectory installations require a blank Base DN to operate.
Some examples:

DC=myschool, DC=edu, DC=au, DC=myorganization, DC=com
OU=0rgUnit, DC=domain, DC=com, DC=local

« Admin DN—The DN of the user who has permission to connect to and query the
LDAP server. This is typically an administrative user, although it can be a user that
only has read-only access to the LDAP server. An example of the DN of the
Administrator user on a Windows AD domain "domain.com", would be
CN=Administrator,CN=Users, DC=domain, DC=com. | he exact format of the DN
depends on the LDAP server. Some examples:

« Windows Active Directory:
CN=Administrator,CN=Users, DC=domain, DC=com

« Windows Active Directory (in organizational unit):
CN=administrator,OU=0rgUnit, DC=domain, DC=com
« Mac Open Directory: uid=diradmin, CN=users, DC=domain, DC=com

o Unix Open LDAP: uid=root, DC=domain, DC=com, OF
uid=ldapadmin, DC=domain, DC=com

« Novell eDirectory: cN=root, DC=domain, DC=com, OF
CN=ldapadmin, OU=users, DC=domain, DC=com.
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The Admin DN and password is optional if your LDAP server allows anonymous
binds for querying.

« Admin password—The password for the above user.

TIP

F: Some LDAP servers are configured to allow '‘anonymous' LDAP query
access. In these situations, you can leave Admin DN and Admin
password blank.

b. Click Test LDAP settings to test and confirm your settings before continuing.
c. Click Next.
Azure AD Secure LDAP

a. Complete the following fields as required:

« Accept self-signed certificate—Select this check box if you are using a self-signed
certificate that does not need to be validated. If you are using a certificate signed by
a trusted authority, clear this check box.

« Azure LDAP External Address—Your LDAP external address copied above from
Azure AD.

. Base DN—Your Azure DNS Domain Name. This is the equivalent of the "suffix"
config setting of the OpenLDAP server. For example, if the domain hosted by the
LDAP server is "domain.com", then the Base DN might be bc=domain, bc=com.
The format of the Base DN can differ significantly depending on configuration.
Some older Novell eDirectory installations require a blank Base DN to operate.
Some examples:

DC=myschool, DC=edu, DC=au, DC=myorganization, DC=com
OU=0rgUnit, DC=domain, DC=com, DC=local

« AAD DC Administrator username—The Azure Active Directory DC administrator
username. For example, admin@papercut.com.

« Admin password—The password for the above user.
b. Click Test Settings to test and confirm your settings before continuing.
c. Click Next.
Google Cloud Directory

NOTE
S Remember, this functionality is available for organizations using G Suite Education,
G Suite Enterprise for Education, G Suite Enterprise, and Cloud Identity Premium.

IMPORTANT
F:I Before you start, make sure you can log in to Google as a Super Admin.

1. Login to admin.google.com using your Super Admin user login details. The Google
Admin console is displayed.

2. Click the Apps tile. The Apps screen is displayed.
3. Clickthe LDAP tile. The LDAP screen is displayed.
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4. Click ADD CLIENT.

5. Type a name for the LDAP client connection you’ll be configuring to use for PaperCut
NG/MF (for example, "PaperCut MF"), and optionally type a description; then click
CONTINUE. The Access permissions screen is displayed.

NOTE
& This adds PaperCut NG/MF to the list of permitted LDAP clients. You can find
more information about configuring access permissions from Google.

6. Inthe Verify user credentials section, select either:
- Entire domain <domain name>

« Selected organizational units; then click Add and select the units from the list.
(Use this to limit syncing to users in a subset of groups.)

7. Inthe Read user information section, select either
« Entire domain <domain name>

. Selected organizational units; then either click Copy from Verify user
credentials or click Add and select the units from the list. (Use this to limit syncing
to users in a subset of groups.)

8. Inthe Read group information section, click the switch to set it to On; then click ADD
LDAP CLIENT. Google displays a confirmation message and information about
downloading the certificate.

9. Onthe same screen, click Download certificate; then save the downloaded certificate
(which is a PDF file) in a secure location.

10. Click CONTINUE TO CLIENT DETAILS. The Settings for <LDAP client name>
screen is displayed.

NOTE
& The service status, displayed at the top right of the screen, is initially set to OFF.

11. Click anywhere in the Service Status box. The Service Status screen is displayed.
12. Select On for everyone. The service status is updated for everyone.
13. Click SAVE.

NOTE
& Depending on the size of your organization, it can take up to 24 hours for Google
Cloud Directory changes to apply.

For more information on user/group synchronization on Linux, see PaperCut NG/MF on Linux on
page 118.

User Client options (Professional Client Billing organization type only)

If you selected Professional (Client Billing), as the organization type, the User client options
screen is displayed.
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PaperCut User client options
The client software allows users to allocate printing to accounts (or projects, client matter, cost-centers,
etc) via an Advanced Account selection option. This option may require the user to run the client software.

Depending on your readiness to deploy the client software, you should choose an appropriate strategy:

Minimal impact (Initial single user testing)

Enter the username of the test user account (e.g. your personal username)

Confirm Setup

Immediate implementation (Enable for all users)

FrEViuus m

If you selected Education or Small/Medium Enterprise (SME) or Corporate, go to Confirm Setup
steps.

Every print job must be charged to an account via the process of Account Selection. This may or not
require user interaction and is configured at the user level.

In environments where user interaction for Account Selection is required and the user has both
options - User Client and printing device - running the User Client may be optional. Hence, deploying
itimmediately is also optional. If you choose not to deploy it now, you can still deploy it in the future.
However, in environments where user interaction for Account Selection is required and can only be
done via the User Client (and cannot be done at the printing device), running the User Client is
mandatory. Hence, deploying itimmediately is also mandatory. If not, the user is unable to carry out
the configured user interaction for Account Selection, and the job remains paused in the print queue
and does not appear on the printing device. The User Client can be deployed directly from a network
share (which is automatically configured on Windows). There is also the option to install the software
locally on each workstation, however, this is not usually recommended because it makes the process
of updating the User Client more complicated. For more information about the Account Selection
options with and without user interaction (via the User Client or printing device), see Shared
accounts on page 429, User Client on page 353, and Allocating accounts to print jobs at the device
on page 649.

1. Depending on the Account Selection configuration for users (whether or not user interaction is
required and whether or not your environment caters for this on the User Client AND on the
printing device), select an appropriate User Client deployment strategy:

. Immediate implementation (Enable for all users)—the Account Selection option
requiring user interaction is enabled only for all users. If you have configured your users
with Account Selection that requires user interaction, and this can only be done on the
User Client (and cannot be done on the printing device), then you must install the User
Client on all user desktops immediately to prevent disruption of user printing services. If in
doubt, select the minimal impact strategy. This ensures the impact is isolated to only the
nominated test account.

- Minimal impact (Initial single user testing)—the Account Selection option requiring user
interaction is enabled only for a single user for testing purposes. You need to nominate the
testing account; this can be an existing system/domain account used for testing purposes
or your own user account. The username should be in the format used to log in to the
domain/system (usually the short form). Depending on the environment, you can test the
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user interaction for Account Selection either on the User Client or on the printing device.
The minimal impact strategy allows you to test Account Selection with user interaction
using the nominated test system/domain user account, after which you can configure other
users with similar Account Selection options.

2. Click Next.

Confirm setup options

The Confirm setup options screen is displayed.

p
PaperCutMF Confirm setup options

Please confirm that the settings you have entered are correct before continuing.
Admin username admin

Admin password (password hidden)

Initial user credit $0.00

Restrict access when credit  Yes
expired

User source Windows Active Directory

Default color page cost 50.00

Default grayscale page cost ~ 50.00

1. Check the settings you have entered. If you want to change anything, you can return to any of the
configuration screens to alter the options.

2. Click Confirm.
The Initial user import screen is displayed.
3. Click Close.

Setup complete

After completing the configuration wizard you are presented with a user synchronization status
screen, showing the progress and results of the setup.
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g
PaperCutMi The setup process is complete.

The system has started synchronizing all user accounts. The initial import may
take few minutes on larger systems. You should see the status of this task in a
popup window. If you can't see this window, please ensure your browser is set to
allow popups from this server.

The printers on this server will be added to the system within the next minute.

Please uncheck this box if you do not wish to share system usage data with
us.
PaperCut takes privacy seriously, check out our privacy policy.

1. Click Login to access the Admin web interface and begin familiarizing yourself with the options
and features available. Take some time to explore, and refer back to the relevant sections of this
manual as required.

Step 5: Check the printer configuration

Unlike Windows and Mac with single print system environments, Linux is a more complex
environment with a choice of print system implementations. At this stage some manual printer
configuration is required. See Linux print queue integration and follow the steps for integrating with
the print queues in your environment before returning to this section and following on with the next
step.

Printers hosted on a machine other than the PaperCut NG/MF server, require additional installation
steps to be configured as 'secondary’ servers. See Configuring secondary print servers and locally
attached printers on page 170 for details.

Step 6: Share the User Client software

The PaperCut NG/MF client software is located in the directory [app-path]/client. Itisusefulto
share this directory over the network so workstations can access/install the client application.
Common sharing methods include:

« Samba - used to share files to Windows based workstations. Mac OS X Server tools such as
the Workgroup Manager or other 3rd party tools such as SharePoint can help with sharing the
client directory via Samba. Similar GUI tools exist on Linux.

Advanced SysAdmins can share this directory by hand-editing the /etc/smb. conft file. The
following configuration shares the directory in read-only form:

[pcclient]
path = /home/papercut/client

comment = PaperCut Client
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public = yes
only guest = yes

read only = yes

« NFS - a popular sharing method used for Linux/Unix based workstations.

Step 7: Deployment for a Professional (Client Billing)
installation

Every print job must be charged to an account via the process of Account Selection. This may or not
require user interaction and is configured at the user level. When Account Selection requires user
interaction, then depending on your environment, the user can do so either on the User Client or on
the printing device.

The User Client

In environments where user interaction for Account Selection is required and the user has both
options - User Client and printing device - running the User Client may be optional. Hence, deploying
it immediately is also optional. If you choose not to deploy it now, you can still deploy it in the future.
However, in environments where user interaction for Account Selection is required and can only be
done via the User Client (and cannot be done at the printing device), running the User Client is
mandatory. Hence, deploying itimmediately is also mandatory. If not, the user is unable to carry out
the configured user interaction for Account Selection, and the job remains paused in the print queue
and does not appear on the printing device. The User Client can be deployed directly from a network
share (which is automatically configured on Windows). There is also the option to install the software
locally on each workstation, however, this is not usually recommended because it makes the process
of updating the User Client more complicated. For more information about the Account Selection
options with and without user interaction (via the User Client or printing device), see Shared
accounts on page 429, User Client on page 353, and Allocating accounts to print jobs at the device
on page 649.

Account Selection

After deploying the User Client on user workstations (if required), you can configure users with the
required Account Selection option (whether or not user interaction is required). For example, in a
Professional (Client Billing) installation, users who print jobs for clients are often given the Advanced
Account Selection option, however, other Account Selection options might be better suited for
some users based on their job function.

You can configure the required Account Selection option on one user at a time or update for all
users in bulk.

Use the User Details page to configure the required Account Selection option for a single user.

To configure the required Account Selection option for all users in bulk:
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1. Click the Users tab.
The User List page is displayed.
2. Inthe Actions menu, click Bulk user actions.

The Bulk User Operations page is displayed.

TIP
F:] By default the action is applied to all users (the special [A11 Users] group). To apply
the action to a subset of users (a user group), select that group from the list.

3. Inthe Change settings area, select the Change account selection setting check box; then
select Show advanced account selection from the list.

4. Ifyou do not want to allow users to charge printing to their personal account (i.e. they must select
a shared account) then clear the Allow user to charge to their personal account check box.

5. Click OK.

A confirmation window is displayed.

6. Click OK.
Once completed, the configured Account Selection option is enabled for the selected users. If
you have configured users with an Account Selection option that requires user interaction, then
it is recommended that you test this from the User Client on a desktop or on the printing device (if
applicable). Ensure that user interaction provided is as per the configured Account Selection
option. Once the interaction is completed, ensure that the job is printed, logged and appropriate
account charged.

Step 8: Testing

Following a fresh installation, it is highly recommended to test core features of the system. For
further details, see Testing the installation on page 146.

What next?

Take some time to explore the features of PaperCut NG/MF before continuing reading at
Implementation by example on page 42 or Tour on page 327. Business users might be interested in
trying the popup client software as covered in Client software on page 340. If desired, the client
software should also be deployed to other workstations. This procedure is detailed in User Client on
page 353.

2.5.2 PaperCut NG/MF on Linux

This section is designed to supplement the Install Guide (see Quick install: Linux (CUPS and/or
Samba) on page 104. It provides an in-depth explanation of the Linux installation process, the
directory layout and tools.

Information in this section is technical in nature. It is expected that readers have prior experience
with:
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« The Unix command line environment

Unix file permissions

Configuring CUPS and/or Linux print queues

Or basic Samba configuration

2.5.3 The installation process

The Linux version of PaperCut NG/MF is supplied as a pre-compiled self-installing application. The
installation process is designed to work with all major Linux distributions. Due to the varied nature of
some installations and administrator preferences, often some manual configuration is required. This
section describes the installation process in detail as well as some additional options available to
SysAdmins.

2.5.3.1 Manual extraction

The Linux version of PaperCut NG/MF is supplied in a self-extracting, self-installing archive. The
archive is a tar archive compressed with gz ip, and headed with a shell script to facilitate self-
extracting. After extraction is complete, the installation script named insta11 is executed to begin
the install process. Some SysAdmins might want to inspect the contents of the archive, and possibly
the installation process itself prior to the actual install. The self-extracting installer takes a number of
command line arguments. The -e argument extracts the archive into the current working directory
ready for inspection. Further options and documentation is available via the --he 1p option.

Usage: pcmf-setup.sh [-e|-i|-1] [-v] [-n] [list ...]
-e Extract the files and then exit without installing.
-i Install after extracting the files (default).
-1 List the contents of the archive and exit without extracting.
-v Verbose. Print the names of the files as they are extracted.
list The list of files to extract."

2.5.3.2 The install process

Even though the maijority of the installation process is completed under the identity of the non-
privileged user account called pape rcut, most administrators want to know what the install process
does. The main steps are outlined below:

Extraction

The first stage in the install process extracts the archive to /tmp or a location as defined by an
environment variable TvpDIR. The command-line programs tar and gunzip are used during this
phase.
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Installation

After extraction is complete, the installation script is called. The install script, called instal1,
presents the EULA and request acceptance. The script then determines the install location. This is
the papercut user's home directory. The home directory is determined by the soME environment
variable, or if not set, the result of a callto getpwnam () .

Files are then copied into the papercut user's home directory. Care is taken not to overwrite any
existing data or configuration files if this is an install-over-the-top upgrade.

Permissions

To ensure the default installation is secure by default, permissions are applied to key files. The
following area of the application are restricted to the papercut useronly:

Secured Application Areas

~/server/server.properties Contains server configuration including the default admin
password.

~/server/data This directory contains application data including database
files. Some of this data might contain sensitive information.

~/server/bin/linux-x64 This directory contains a setuid-root binary. Even though the
binary is no use to an end user or hacker, good security
practice stipulates that you should allow only the papercut
user access to this directory.

You can check and reapply permissions at any time post-install by running the scripts:

~/server/bin/linux-*/setperms

~/providers/print/linux-*/setperms

Firewall

The PaperCut NG/MF Application Server (pc-app process) listens on port 9191. This port is used
for browser based administration access, for client access, and other services. Ensure that any
firewall or local IP filtering software such as iptables is set to allow local network traffic access to
this port.

Root level tasks

A small part of the install process needs to run as the root account. The tasks conducted as root
include:
« Setting the authpam binary as setuid-root. This binary is used for password verification.

« Installing a CUPS backend. This is done by placing a symlink in the CUPS lib/backend
directory.
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« Setting up SYSV style start scripts if the system uses this boot process. This is done by placing
symlinks in the:

/etc/init.d/
/etc/rc3.d/
/etc/rc5.d/

and so on...

« Setting up SYSD services if the system uses this boot process. This is done by placing the
following service definition filesin /etc/systemd/system directory:

pc-app-server.service
pc-event-monitor.service
pc-connection-monitor.service

pc-web-print.service

If the administrator decides not to run the root-level tasks during the install process, the tasks can be
run again post-install by executing the shell scripts:

~/server/bin/linux-*/roottasks
~/providers/print/linux-*/roottasks

Alternatively the administrator can view the scripts and make the required changes by hand.

2.5.3.3 Linux print queue integration

PaperCut NG/MF is able to integrate with and monitor CUPS, Samba, and Novell iPrint based print
queues. The configuration and an explanation of the integration methods follows:

CUPS configuration overview

If the print queues are managed and controlled via CUPS, modify the Device URI on each printer so
the papercut back end is incorporated into the print process.
1. Onthe print server, open a terminal.
2. Type the following commands:

cd ~/providers/print/linux-*

sudo ./configure-cups

-h

The options available in this tool are displayed.
3. To monitor all printers on your network, type:

--add-all
4. To monitor a subset of printers in your network:

a. Type--list-all

A list of all printers on your network is displayed.

b. Foreach printer you wantto add, type --add <printer name>
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Alternatively, you can do it manually via the CUPS web Admin web interface or by editing the CUPS

printers.conf file:

1. Openprinters.conf (€.g. /etc/cups/printers.conf)

2. Prefix the DeviceURL for each printers with "papercut :". For example:
DeviceURI socket://192.168.1.200:9100
Would become:

DeviceURI papercut:socket://192.168.1.200:9100

3. Restart cupsd so the new configuration is detected (e.g. /etc/init.d/cupsd reload)

CUPS integration explained

CUPS, the Common UNIX Printing System, is a popular system for managing printers on Linux
servers. CUPS uses a chain-of-commands concept where fi1ters and backends combine
together to form a process steam - a workflow. PaperCut NG/MF hooks into this workflow at the
backend level, intercepting the job before it's passed on to physical printer hardware.

The interception is done by wrapping or proxying the real CUPS backend. CUPS calls the PaperCut
NG/MF backend, which processes the job. If the job is approved, it passes the document onto the
real backend. If the job is denied, it is deleted and proceeds no further. The PaperCut NG/MF
backend is usually set up and installed by default during the standard installation.

Setting up the PaperCut NG/MF CUPS backend proxy is a relatively simple task. All the
administrator needs to do is prefix the existing DeviceURI with papercut :. For example, the entry:

DeviceURI socket://192.168.1.200:9100

would become:

DeviceURI papercut:socket://192.168.1.200:9100

The printer registers itself with PaperCut NG/MF on the first print event.

PaperCut NG/MF CUPS architecture

The PaperCut NG/MF CUPS backend is a native compiled binary. In PaperCut NG/MF
documentation it is referred to it as a Print Provider - a component that provides print event
information to the Application Server. It's responsible for analyzing the print job and then
communicating this information to the Application Server component. Communication is via an XML-
RPC based Web Services call. This means that the backend does not need to be on the same server
as the system hosting the Application Server component.

Samba configuration overview

If the print queues are exposed to network workstations using Samba ,and a print
system other than CUPS is used (e.g. BSD, LPRNG, SYSV, etc.) the smb . conf needs some
additional configuration. The "print command" needs to be replaced with a PaperCut NG/MF
command.
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1. Openthe smb.conf (€.g. /etc/samba/smb.conf)

2. Underthe [global] section insert the line:

print command=/home/papercut/providers/print/linux-x64/samba-print-provider

-u "%U" —J II%JII _h "%h" -m n%mn _p n%pn -s II%SII
-a "[standard print command]" &
F‘j IMPORTANT
The above information is displayed on a single line. Note the use of the & (ampersand)

on the end of the line.

where [standard print command] isthe command that would normally called for printing.
Typical examples of commands usually used for printer are listed below:

Standard print commands
e T ot

BSD, AIX, QNX, LPRNGor PLP 1lpr -r -P%p %s
SYSV or HPUX lp -c -d%p %s; rm %s

More information on standard print commands is available under the Samba documentation
installed on your system (see man smb.conf).

Samba integration explained

Samba is used to provide file and print sharing to Windows systems and is a popular solution. One of
the main reasons for its popularity is that it avoids the need for expensive Microsoft Windows server
licenses!

Samba exposes the locally set up Linux/Unix printers as network shared Windows printers. It does
this by wrapping the underlying print system - usually CUPS or LPR/LPD. In the case of LPR,
Samba calls the standard 1 command line programs to perform printing. PaperCut NG/MF works
by wrapping or proxying the "porint command". More information on how Samba interacts with the
underlying print system is available in the Samba documentation.

A typical entry in the Samba configuration file smb . con £ defining the PaperCut NG/MF print
command wrapper would be:
print command=/home/papercut/providers/print/linux-x64/samba-print-provider

-u "su" -J "$J" -h "$h" -m "Sm" -p n%pn —-s "gg"

-a "[standard print command]" &
F:I IMPORTANT
The above information is displayed on the one line. Note the use of the & (ampersand) on the

end of the line.

where [standard print command] isthe command that would normally be called for printing.

The %u, 2p, etc., are Samba substitution variables. These are replaced with content such as the
username, printer name, etc. and are used by PaperCut NG/MF in the reporting and logging.
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The printer registers itself with the PaperCut NG/MF web interface after the first print is received.

PaperCut NG/MF Samba architecture

The PaperCut NG/MF Samba print command wrapper is a native compiled executable. The
PaperCut NG/MF documentation refers to it as a Print Provider. It's responsible for analyzing the
print job and then communicating this information to the Application Server component.
Communication is via an XML-RPC based Web Services call. This means that the command does
not need to be on the same server as the system hosting the Application Server component.

Novell iPrint configuration
PaperCut NG/MF works by directly integrating with the Novell iPrint Print Manager.

The configuration process is detailed in Step 5 - Printer/iPrint configuration.

The development team at PaperCut Software has worked with the Novell iPrint engineers during
2008 to ensure an iPrint API was available that allow iPrint users to have access to the same feature
set as seen on Windows, Mac and Linux CUPS. PaperCut NG/MF uses this API set to intercept and
account for jobs as they pass into the iPrint queue.

2.5.4 Advanced configuration & logs

The majority of PaperCut NG/MF configuration is conducted in the Application Server's web
interface. Some additional configuration options are available in the following configuration files:

Advanced Configuration

~/server/server.properties Contains server configuration including the default admin pass-
word, the server's TCP port and external database connection

parameters.
~/providers/print/linux- The Print Provider's configuration file used by both the Samba
x64/print-provider.conf and CUPS Print Providers. This file defines items such as the
Application Server's IP address and port, process timeouts
and other.

2.5.4.1 Advanced logging

Most important application logging is available via the Application Log tab of the Admin web
interface. Some additional advanced level logging is maintained in standard text files located at:
~/server/logs/*

~/providers/print/linux-x64/print-provider.log

Administrators can consult these logs when attempting to diagnose or troubleshoot problems.
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2.5.4.2 Maintain correct user name when print jobs are redirected on CUPS

When print jobs on CUPS are redirected to a second print queue the job seems to come from a user
account called Ip. Note that the job is still correctly tracked against the user and the approriate
accounts are charged as needed. However, some users can be confused when their jobs appear to
be printed by another user at the device.

Administrators can edit thefile ~ /providers/print/linux-x64/print-provider.conf and
uncomment the RedirectCommand entry. This forces PaperCut NG/MF to pass the user's name to
the CUPS subsystem on redirection. This is not the default behaviour as it can cause authentication
problems, depending on how your network printer queues are configured, and you should verifty that
users can still print after making this change.

2.5.5 Backups & system management

Suggested backup procedures are detailed in Manage system backups on page 1071. Common
system management functions are covered in System management on page 1002.

Administrators managing Linux servers should also consider adopting the following management
policies:

« Regularly check for PaperCut NG/MF updates. You can apply updates with a simple, install-
over-the-top procedure.

« Remember to add the PaperCut NG/MF backend or command when configuring new
printers.

« Always check PaperCut NG/MF's functionality after a system updates (i.e. new versions of
CUPS or Samba, or configuration changes).

2.5.6 User directory and authentication

PaperCut NG/MF synchronizes its user directory with the underlying operating system or network.
The Linux version of PaperCut NG/MF ships with two user directory implementations. Due to the
nature of Linux, some organizations might have customized user directory implementations.
PaperCut NG/MF can support customization in this area. This section details the
user/group/authentication options available as standard, as well has how one would go about
developing customized implementation.

2.5.6.1 Standard Unix

The Standard Unix user directory provider uses standard Unix API's to enumerate user and group
information. This allows group information to be defined on either the local system or via another
source as configured via nsswitch.conf. For example, you can configure the system using
nsswitch.conf to obtain user directory information from a centralized LDAP server or Novell's
eDirectory.

User password authentication is performed via PAM. (Note: For administrators wanting to
customize the PAM authentication method at the application level, PaperCut NG/MF reports itself as
"papercut".)
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2.5.6.2 Samba/Windows domain

If the user and group information is provided by a Windows Domain such as an NT Style Domain or
Active Directory, the Samba option is most appropriate. This option would normally be used on
networks where the printers are hosted on a Linux server and exposed to Windows users via
Samba. The server needs Samba installed and configured, but does not need to be a member of the
domain.

At the technical level, the Samba support is implemented as a set of Perl script wrappers around
standard Samba commands such as net and smbc11ent. Administrators should ensure these
Samba commands are on the papercut user's path.

The wrapper scriptis located in [app-path]/server/bin/[arch]/sambauserdir.

2.5.6.3 Custom

Some large networks, particularly those found at established universities, have custom user
directory and authentication services not directly supported by PaperCut NG/MF. To support these
networks, administrators can use scripting and other technologies to build a new custom User
Directory Information Provider.

PaperCut NG/MF works by handing off user, group and user authentication tasks to a separate
program/process. The external process must accept a set of commands as command-line
arguments and return the answer in a tab delimited prescribed format on standard out. For more
information on the format, see Custom user directory information providers on page 963. The source
code for the standard PaperCut NG/MF supplied User Directory Information Provider is also

supplied as part of the installation, and is a good example. The source code is provided in:
~/server/examples/providers/

Organizations wanting to build a custom User Directory Information Provider are encouraged to
contact the PaperCut NG/MF development team. They are more than happy to assist.

2.5.7 Unix command-line Release Station client

In a modern Linux environment, the most commonly used print system is usually CUPS. You can
configure PaperCut NG/MF to integrate with CUPS to conveniently track printing. On Legacy Unix
systems CUPS is often not an option and printing is performed via the Line Printer tools such as 1p
or 1pr. LPR/LPD is a non-authenticated printing protocol so the identity of the user associated with a
print job can't be trusted. Instead, the authentication must be performed at the PaperCut NG/MF
application layer. The PaperCut NG/MF User Client with popup authentication as discussed at
Scenario Two: The multi-user Mac with popup authentication is a good option but not appropriate for
a terminal-only environment. Terminal-only environments can be supported via a Release Station
queue (see Secure print release on page 580 for more detail). Jobs held in a Release Station queue
are normally accessed and released via a dedicated terminal or a web browser based interface,
however, for the benefit of terminal-only users, a command-line job release client is also provided.

This process is best explained using an example:

1. John uses the 1p command to print a Postscript document from his Unix terminal session. The
job arrives in the queue under the username identity "john". (Although the name can't be trusted.)
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2. The administrator has enabled the PaperCut NG/MF Release Station on this print queue. The
job is placed into a holding state.

3. John must now authenticate and then release the job. He wants to do this via the command-line
Release Station client.

4. John enters the command release-print--job. Thiscommand was set up by the SysAdmin.

5. John enters his username and password, confirms the job's name, cost and page count and
releases the job for print. The following is an example of the output seen:

Please enter your username: john

Please enter your password:

Current balance: $8.00

18:04:13 - Name: "Configuring Linux", Pages: 2, Cost: $0.40
Print this job? [yes]

Released 1 job(s).

6. The job prints and John's account is charged.

Enabling the Release Station on a printer is a global option - it affects all jobs from all users. In some
environments it might not be appropriate to have all jobs controlled via a Release Station - for
example, jobs originating from Windows systems are already authenticated and should print directly.
An alternate strategy is to have two queues for the same printer. The first queue does not use the
Release Station option and only allows printing from authenticated workstations/users, while the
other queue has the Release Station option enabled.

You can expose PaperCut NG/MF managed print queues for access via LPR/LPD using various
methods. Use the PaperCut NG/MF LPD Service when the queues are hosted on a Windows
system. An LPD interface is available for CUPS if the queues are hosted on Linux.

TIP

F“:I Windows SysAdmins can control which queues are exposed via LPR/LPD by setting printer
permissions. Queues set up to explicitly deny permission to access from the SYSTEM
account are not accessible via LPR.

2.5.7.1 Installing the command-line Release Station client

The following installation instructions assume prior Unix system administration experience.

1. Ensure that Java 1.8 or newer is installed on your system. To check, type java -version atthe
terminal. If you do not have Java 8 (1.8) or higher, install it before continuing. Java is available for
all major Unix operating systems.

2. Copy the Release Station files from your primary server to the system for which you want to set
up the command line Release Station client. These files are located in [app-path] /release. If
your primary server is running Windows, this folder is shared by default (accessible via smb: / /

[server]/release). YOU can use tools such as Samba (smbc1ient) to help copy these files.
Ensure all files in the folder are copied taking care to preserve the existing heirarchy.

The recommended location to install the Release Station command line client is
/usr/local/papercut/release/.

3. Ensure thatthe command line Release Station client has execute permissions for all users. Use
the following command:
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chmod 755 ./pc-release-cmd-line.sh

4. For convenience, you can create an alias for the command line Release Station client. This is

typically done by entering the following line in a global profiles file, or each user's .profiie file:
alias "release-print-job" = \

"/usr/local/papercut/release/pc-release-cmd-1line.sh
5. Users can now release their print jobs by typing release-print-job.

You can also create a 'wrapper' for 1p to run the command line Release Station client after a user

has sent a print job. The following script print-doc provides an example:
#!/bin/sh

1]

echo "Printing document using lpr...
/usr/bin/lpr "S$@"

echo "Printing done, calling program to release job..."
sleep 1

cd /usr/local/papercut/release

./pc-release-cmd-line.sh

echo "Done."

For the convenience of users, install the command line Release Station client on all systems where
printing from the terminal can be performed.

2.5.8 Remove PaperCut NG/MF from a Linux server

You can completely remove PaperCut NG/MF from a system:

1. Remove all files from the papercut user's home directory.
2. Remove the papercut user account and home directory.

3. Remove any server start scripts matching:
/etc/init.d/papercut

/etc/rc*.d/*papercut

2.5.9 Linux FAQ

2.5.9.1 Troubleshooting & installation questions
How can | run the root installation tasks manually?

If you do not run the root level tasks during installation, or if they fail, you can manually run them
later by running the following shell scripts as root:

~/server/bin/linux-*/roottasks

~/providers/print/linux-*/roottasks

| am unable to open a browser to http://[server_name] :9191/admin. What is wrong?

The first step is to check to see if the PaperCut NG/MF is listening on the port. The command:
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netstat -anp | grep 9191

should list the pc-app as the owner of the process on port 9191. If nothing is listed, check that the
Application Server has started (e.g. ps -ef | grep pc-app).

If the server is already running, the next step is to ensure no IP filtering is applied to the port.
Some Linux distributions have strict i ptab1es filters enabled by default. Ensure that port 9191 is
accessible from all local network systems.

| want to use a custom script to start the server. Is this possible?

The SYSV style start script included should work with all systems usingan /etc/rc*.d style
boot process. Some administrators might want to replace the app-server with a custom script
that better fits in with their Linux distributions style guide. Administrators should consider storing
this script outside the PaperCut NG/MF install structure so it's not overwritten in any further
upgrade.

However, if the system is using SYSD, use the service definition files (see Root Level Tasks) for
configuration changes. Do not modify the app-server script.

Can | run/install PaperCut NG/MF under an account other than "papercut"?

No. Atthe moment the installation, and other scripts, assume the existence of a user called
papercut. This might, however, change in the future. E-mail your thoughts to the development
team!

Is an RPM or .deb package available?

No. At the moment we're supplying it as a self-extracting and self-installing archive. This allows
the flexibility to support install-over-the-top for upgrades and maintain full control over the
installation process. The process also allows PaperCut NG/MF to run and install on systems not
using RPM or apt. We also plan on supporting other Unix based operating systems in the future
such as FreeBSD and Solaris. The current installation method should work with all standard
Linux distributions.

2.5.9.2 General questions
Is PaperCut NG/MF open source?

PaperCut NG/MF in not "open source" in reference to it being available under the GPL or another
popular open source license. Source code is, however, provided to customers upon request as
needed for security reviews. As a company, PaperCut Software is transparent in our
development approach, works closely with our users, and support a number of open source
projects both financially and with code submission. PaperCut NG/MF, however, remains a
commercial application with commercial support at the current time.

2.6 Installation on Novell OES Linux (iPrint)

IMPORTANT

F‘j The following section assumes knowledge of general Novell OES Linux system
management including using the command-line, creating users, editing configuration files,
and understanding file permissions.

Copyright © 1999-2019 PaperCut Software International Pty. Ltd. All Rights Reserved. 129 0of 1243




PaperCut NG/MF Installation Guide 2. Installation

Step 1: System requirements and printer setup

Before starting the installation, take a few moments to verify you have the system requirements.

« Isthe operating system version supported and are patches up-to-date? (see PaperCut MF
System Requirements).

« PaperCut NG/MF is designed to integrate with iPrint on Novell OES Linux. If your printers are
currently hosted on iPrint on a Netware server or even under legacy NDPS, migrate your
queues over to an OES Linux based server. Ensure your printing is correctly working under
iPrint on OES Linux before continuing to the next step.

IMPORTANT
F‘j iPrint and the print queues must be configured and confirmed to work before progressing to
step 2.

Step 2: Create the host user account and firewall settings

PaperCut NG/MF runs and installs under a non-privileged user account called "papercut”. The
papercut user's home directory location is the application install location. /home /papercut is
recommended, however, Administrators might choose an alternate install location depending on
personal preference. Alternatives include:

e /usr/local/papercut

e /opt/papercut
The host user account is notan eDirectory account but a local system account. One way to create
the "papercut" account on OES Linuxis:

1. Open YaST Control Panel; then under Security and Users select User and Group
Administration.
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Linux is a multiuser system. £
Several different users can
be logged in to the system
atthe same time. To avoid
confusion, each user must
have a unique identity.
Additionally, every user
belongs to at least one

group.

Use this dialog to get
information about existing
users and add or modify
users.

To shift to the group dialog,
select Groups.

To create a new user, click
Add.

To edit or delete an existing
user, select one user from
the list and click Edit or

Delete. @

& User and Group Administration

(® Users

() Groups

Filter: Custom

tux

Login |Name |UID | Groups

32002 dialout,video,users

| Add || Edit || Delete |

[ Expert Options... « l

Set Filter =

2. Select Users; then click Add to create a new user. The New Local User screen is displayed.

3. Onthe User Data tab, enter a username of papercut and assign a password.
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f YaST2 _ s x

New Local User

User Data Password Settings Plug-Ins

[ User's Full Name I'

|F'aperCut System Accounﬂ
Username
|paperl:u‘t

Password

Confirm Password

[J Receive System Mail
(] Disable User Login

Help |

Applications

Cancel |

Places 'i:';l Administrator Settings

oK |

W O

|| YasT2 1 Wed17:03

4. Onthe Details tab, select Empty Home with permissions 755 and change the Home Directory
path to define an alternate install location.

New Local User
User Data Details Password Settings Plug-Ins
User ID (uid) Additional Groups
|1001 [ papercut -
Home Directory g ”Zers
adm
_ |;‘home.~*papercut Browse... | 0 at
J ectory Permission Mode [ audio
[755 0 bin
[ brlapi
Home [ cdrom
Directory Size in MB [ console
[J Use Encrypted Home Directory 10 EI 0J daemon
Addht User Inf . [ dialout
ditional User Information 0 disk
J | O floppy
Login Shell 0 ftp
i g [ games
‘ |Ib|r|fbash J 0 gdm
‘ Default Group O input
| e "l E Eprint =
I
5. Click OK. The User and Group Administration screen is displayed.
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6. Select Groups; then click Add. The New Local Group screen is displayed.

YaST2 - = X
New Local Group
Group Data Plug-ins
Group Name Group Members
[papercut O at B
O bin
[J daesmon
Group ID (gid) I fip
|1ogo O ftpsecure
[ games
[ gdm =
O iprint
Olp
Password LI mail
= O man
| [0 messagebus
[ naglos
Confirm Password [ news
G O nobody
I "1 novlxreqd =l
Help | Cancel_| ok |
Applications  Places g Administrator Settings || {qu) YaST2 1 Wed17:01 W O

7. Type the group's name as papercut.
8. Inthe Group Members list, select the new user you just added.

9. Click OK; then click Accept to create the account.

IMPORTANT

F‘j This quick start guide assumes the install locationis /home /papercut. If an alternate
home location is defined, some of the paths listed in subsequent sections will require
modification.

A default OES Linux installation imposes strict resource usage limits on user accounts (u1imit). The
papercut accountis a special account used for hosting an application so needs to be granted
satisfactory resource limits such as the ability to open many files. On systemd Linux distributions, this
limit is automatically configured so you do not need to do anything. For other distributions, the
methods of setting user-level u1imit levels vary, however, the common solution is to add the
following lineto /etc/security/limits.conf:

papercut - nofile 65535

Novell OES Linux has a strict default firewall policy. PaperCut NG/MF uses TCP Ports 9191 (for
HTTP), 9192 (for HTTPS/ SSL), 9193 (for Binary) and 9195 (for HTTPS/ SSL on supported
devices) and these ports must be open. To open these ports:

1. Open YaST Control Panel; then select Firewall under Security and Users.

2. Select Allowed Services, then click Advanced.
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Add ports and to the TCP Ports list (separated by spaces).
Click OK, Next, then Accept to apply the changes.

Step 3: Download and install PaperCut NG/MF

PaperCut NG/MF is supplied as a self-extracting and self-installing archive. The installation is
performed under the rights of the newly created account and temporary accessis
required. Make sure the root password is handy. (Administrators who are after a detailed
explanation of the install process should also consult the background information in

on page 118).

Log on as the newly created user and download and execute the installer from the
command prompt. Here is an example using to fetch the installer:

Follow the installation instructions and enter the root password when requested.

IMPORTANT
Ensure you as the user so that the user's environment is sourced and the

home directory (install location) is correctly defined.

Applying defanlt
Setting perni Seruer files...
Getting permissions on Print Provider files...

The install needs to perform sone tasks as root. i 5z include:
= setting setuid on Lhe
# Installing a C ackend
# Configure the server = boot scripts

Would you like to perforn these tasks now?  [yes or

Inztallimg Sy

Attempting to |

Found CUPS backed directory at

Linking Print P ider into CUFS

Creating client guration file...

I fig File ully written,

Ltarting the SErUED .

5 “ting Application Server..............started (pid: 4361).
Conf iguring. .

The installation process takes between two and five minutes depending on the speed of the system.
A system restart is not required but administrators are advised to perform installation on live
production systems during periods of low activity - for example, not during backup operations or
other administration activities.
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Step 4: Run the Configuration Wizard
After installation, you are prompted to open a web browser at :
http://[server-name] :9191/admin

The configuration stages are explained below:

Administrative password

o
PaperCutMF Create account

Type in the password to be assigned to the master administrator account. Please keep this
This wizard will help you password secure.

configure initial options

and ready the system for Username admin

use.

_ e . i Password
If this is the first time

installing the application,
we highl ecommend reading Verify password

the quick start guide in the

user manual. L i i .
Your system location is currently set to English (Australia). If this is not correct, please

change the setting below. The location defines default currency and date formats.

s O et Tpe Location System Default - English (Australia)

Set Default Costs
Sync Users

Finish! Next —

1. Complete the following fields:

» Password—enter the master password for the main in-built admin account. This password
is independent of the operating system or domain passwords. The password must be at
least six characters.

TIP
F:I Keep this password secure. If you forget your password, you can reset it. For
more information, see Resetting the Admin Password.

« Verify password—re-enter the password.
» Location—select the system's physical location and language.
2. Click Next.

Organization type

The Organization type screen is displayed.
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g
PaperCutMF Organization type

Select an organization type to tailor the system defaults for your environment.
Education

Small/Medium Enterprise (SME) or Corporate

Set Default Costs

Sync Users ) ) .
Professional (Client Billing)

Confirm Setup

Previous

This selection determines which system defaults are used.

Select your organization type.
Click Next.

Default cost for printing

The Default costs for printing screen is displayed.

g
PaperCut MF Default costs for printing

In Australia, an appropriate cost for a grayscale printer would be $0.10.

Color (cost per page) 50.00
Grayscale (cost per page) 50.00
Sync Users After setup you will have the option to change costs if required.
Finish!
Next —
IMPORTANT
For an education implementation, where users are charged for their printing, leave these
values as zero during the implementation stage, otherwise, students will not be able to print
as they cannot yet add credit to their account.

If required, you can change this setting after installation.

Complete the following fields:
Color (cost per page)—enter the default cost per page for color printing on all printers.

Grayscale (cost per page)—enter the default cost per page for grayscale printing on all
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printers.
2. Click Next.

Initial user credit (Education organization type only)

If you selected Education as the organization type, the Initial user credit screen is displayed.

p
PaperCutMF Initial user credit

When users are imported they will be assigned an initial credit (also refered to as a quota).
If this value is left as zero, credit can be manually assigned to users later.

Initial user credit: 50.00

Deny access when users run out of credit/quota

Sync Users

Finish!

If you selected Small/Medium Enterprise (SME) or Corporate) or Professional (Client Billing) as
the organization type, go to step 5.

1. Complete the following fields:

- Initial user credit—enter the amount of credit each/quota each user will receive when the
system is first enabled. You can change these settings after setup.

. Deny access when users run out of credit/quota—select this check box to prevent users
from printing when they run out of credit/quota.

TIP

F:I If you are evaluating PaperCut NG/MF it might be appropriate not to disable
printing when a users funds run out. This way you can be assured that user
printing is not disrupted during the evaluation.

2. Click Next.

User/Group Synchronization

TIP
F:I To speed up the installation, you can click Skip this step and synchronize the users/groups
later.

PaperCut NG/MF extracts user information out of the System or Domain. This is usually LDAP or
Google Cloud Directory. The options presented here vary depending on the Operating System and
its environment. During evaluation, most sites import all users from the system/domain into
PaperCut NG/MF. An option also exists to import a subset of users from a given group. This option is
useful when only a subset of users will use the printers.
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LDAP

PaperCut NG/MF has native support for eDirectory LDAP schemas. This is the default user import
option for most sites.

[
PaperCutMF User/group synchronization

The system will synchronize user and group information from a network, domain or You can do this later under

Options = User/Group Sync
A A

computer. Please select the user information source.

User source LDAP

Import all users

Import users from selected groups

Confirm Setup

Skip this step Previous

PaperCut NG/MF does its best to auto-discover LDAP settings, but some knowledge of eDirectory
and/or LDAP is required. More information on LDAP is available in Synchronize user and group
details with LDAP on page 1012.

PaperCut Configuration Wizard

LDAP Server Details
The LDAP source requires eonnection and authentication information about your LDAP server.

Enter the following details for your LDAP server. Compleling these saltings require a good understanding
of LDAP and your LDAP configuration. For more information see the manual below.

The system has attermpted to autornatically discover your LDAP configuration. Carefully review these
settings.

) See the LDAP documentation for more information.

LDAP server type  Movell eDirectory E
LDAP server address: 0QES-VM
Use SSL (Must be enabled on LDAP server)
Base DN: o=myorg
Admin user DN: cn=admin,o=myorg
Admin user password: sssss

Test LDAP Settings < Previous Mext =
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Google Cloud Directory

You also have the option to use Google Cloud Directory as the sync source. To set up Google Cloud
Directory as the sync source, follow these instructions.

On the Google Cloud Directory Details screen:

o > » N

10.

NOTE
S Remember, this functionality is available for organizations using G Suite Education, G
Suite Enterprise for Education, G Suite Enterprise, and Cloud Identity Premium.

IMPORTANT
F‘j Before you start, make sure you can log in to Google as a Super Admin.

Log in to admin.google.com using your Super Admin user login details. The Google Admin
console is displayed.

Click the Apps tile. The Apps screen is displayed.
Click the LDAP tile. The LDAP screen is displayed.
Click ADD CLIENT.

Type a name for the LDAP client connection you’ll be configuring to use for PaperCut NG/MF
(for example, "PaperCut MF"), and optionally type a description; then click CONTINUE. The
Access permissions screen is displayed.

NOTE
S This adds PaperCut NG/MF to the list of permitted LDAP clients. You can find more
information about configuring access permissions from Google.

In the Verify user credentials section, select either:
» Entire domain <domain name>

. Selected organizational units; then click Add and select the units from the list. (Use
this to limit syncing to users in a subset of groups.)

In the Read user information section, select either
« Entire domain <domain name>

« Selected organizational units; then either click Copy from Verify user credentials or
click Add and select the units from the list. (Use this to limit syncing to users in a subset
of groups.)

In the Read group information section, click the switch to set it to On; then click ADD LDAP
CLIENT. Google displays a confirmation message and information about downloading the
certificate.

On the same screen, click Download certificate; then save the downloaded certificate (which
is a PDF file) in a secure location.

Click CONTINUE TO CLIENT DETAILS. The Settings for <LDAP client name> screen is
displayed.
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NOTE
The service status, displayed at the top right of the screen, is initially set to OFF.

11. Click anywhere in the Service Status box. The Service Status screen is displayed.
12. Select On for everyone. The service status is updated for everyone.
13. Click SAVE.

NOTE

Depending on the size of your organization, it can take up to 24 hours for Google
Cloud Directory changes to apply.

User Client options (Professional Client Billing organization type only)

If you selected Professional (Client Billing), as the organization type, the User client options
screen is displayed.

(]
PaperCutMF User client options
The client software allows users to allocate printing to accounts (or projects, client matter, cost-centers,
etc) via an Advanced Account selection option. This option may require the user to run the client software.

Depending on your readiness to deploy the client software, you should choose an appropriate strategy:

Minimal impact (Initial single user testing)

Enter the username of the test user account (e.g. your personal username)

Confirm Setup

Immediate implementation (Enable for all users)

PrEVious m

If you selected Education or Small/Medium Enterprise (SME) or Corporate, go to Confirm Setup
steps.

Every print job must be charged to an account via the process of Account Selection. This may or not
require user interaction and is configured at the user level.

In environments where user interaction for Account Selection is required and the user has both
options - User Client and printing device - running the User Client may be optional. Hence, deploying
itimmediately is also optional. If you choose not to deploy it now, you can still deploy it in the future.
However, in environments where user interaction for Account Selection is required and can only be
done via the User Client (and cannot be done at the printing device), running the User Client is
mandatory. Hence, deploying itimmediately is also mandatory. If not, the user is unable to carry out
the configured user interaction for Account Selection, and the job remains paused in the print queue
and does not appear on the printing device. The User Client can be deployed directly from a network
share (which is automatically configured on Windows). There is also the option to install the software
locally on each workstation, however, this is not usually recommended because it makes the process
of updating the User Client more complicated. For more information about the Account Selection
options with and without user interaction (via the User Client or printing device), see Shared
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accounts on page 429, User Client on page 353, and Allocating accounts to print jobs at the device
on page 649.

1. Depending on the Account Selection configuration for users (whether or not user interaction is
required and whether or not your environment caters for this on the User Client AND on the
printing device), select an appropriate User Client deployment strategy:

. Immediate implementation (Enable for all users)—the Account Selection option
requiring user interaction is enabled only for all users. If you have configured your users
with Account Selection that requires user interaction, and this can only be done on the
User Client (and cannot be done on the printing device), then you must install the User
Client on all user desktops immediately to prevent disruption of user printing services. If in
doubt, select the minimal impact strategy. This ensures the impact is isolated to only the
nominated test account.

- Minimal impact (Initial single user testing)—the Account Selection option requiring user
interaction is enabled only for a single user for testing purposes. You need to nominate the
testing account; this can be an existing system/domain account used for testing purposes
or your own user account. The username should be in the format used to log in to the
domain/system (usually the short form). Depending on the environment, you can test the
user interaction for Account Selection either on the User Client or on the printing device.
The minimal impact strategy allows you to test Account Selection with user interaction
using the nominated test system/domain user account, after which you can configure other
users with similar Account Selection options.

2. Click Next.

Confirm setup options

The Confirm setup options screen is displayed.

p

PaperCutMi

Confirm setup options

Please confirm that the settings you have entered are correct before continuing.
Admin username admin
Admin password (password hidden)

Initial user credit $0.00

Restrict access when credit  Yes

expired

User source Windows Active Directory

mport all users from the selected source]

Default color page cost $0.00

Default grayscale page cost ~ 50.00

S

1. Check the settings you have entered. If you want to change anything, you can return to any of the
configuration screens to alter the options.

2. Click Confirm.
The Initial user import screen is displayed.
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3. Click Close.

Setup complete

After completing the configuration wizard you are presented with a user synchronization status
screen, showing the progress and results of the setup.

=]
PaperCutMF The setup process is complete.

The system has started synchronizing all user accounts. The initial import may
take few minutes on larger systems. You should see the status of this task in a
popup window. If you can't see this window, please ensure your browser is set to
allow popups from this server.

The printers on this server will be added to the system within the next minute.

Please uncheck this box if you do not wish to share system usage data with
us.

aperCut takes privacy seriously, check out our privacy policy.

1. Click Login to access the Admin web interface and begin familiarizing yourself with the options
and features available. Take some time to explore, and refer back to the relevant sections of this
manual as required.

Step 5: Configure the iPrint printer

PaperCut NG/MF works by directly integrating with the Novell iPrint Print Manager. iPrint must,
however, be configured to use PaperCut NG/MF as an accounting control source. In the current
release, this configuration is done manually at the individual print queue level:

1. LogintoiManager, expand iPrint; then select Manage Printer Manager.

2. Select the Printer Manager associated with one of your print queues.

3. Click the Manage health monitor link. A list of all your printers is displayed.
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Status: Active
Metwork address: oes-vm lesipaper:

MManager health monitor

4. Selecta Printer Agentfrom the list.

5. Click Configuration Options.

Printer Agent hp® Information

Mext Fnnter I

Prii Iﬂllu:- | Shutdown Printe |  Apply

Job List Shutdown/Startup History Message from Admin ' Configuration Oplions ,

Job Processing Information Scheduled Active Requested Last Job Finished Printing
Jabs B 1 ] 07N6/2008 05:45.34 PM

Job History Since 07/28/2008 08:15:00 AM Since 07/28/2008 12:00:00 AM Sinc

6. Enter papercut under the Accounting Autoload Command. Take care to write this all in lower
case with no spaces.
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Configuration Options for Printer Agent 'hp”

[ Enable Auditing
™ LPR Enabled
I Require SSL

Printer Location

Galeway Autoload Command
|iprintgw PORT=RAW HOSTADDRESS=152 1681101

Accountng Auloload Command
|papercut

Apply | Cancel |

7. Click Apply.

8. Click Back, then Back and repeat steps 4 through 7 for all printers you want
monitored/controlled by PaperCut NG/MF

9. Inline with best practice, backup the new printer configuration (padbtxt .xm1) as follows:
a. IniManager open up the active Print Manager.

b. Select Manager health monitor > Advanced iPrint Manager Information > iPrint Manager
Internal

c. Click Backup Database.

10. Finally restart the Printer Manager in iManager by clicking Shutdown then Startup. After this, all
jobs on the queues are tracked.

2.6.1 Step 6 - Sharing User Client software

The PaperCut NG/MF client software is located in the local directory:
/home/papercut/client

This software needs to be shared over the network so workstations can access/install the client
application. Novell iManager provides a number of file sharing options. One simple solution is to add
aread-only NCP or Samba share called pcc1ient pointingto /home /papercut/client.
Established networks will benefit from ensuring the client files are available in their Distributed Files
Services. The deployment of the client software (e.g. zero-install deployment) is covered in User
Client on page 353.
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Step 6: Deployment for a Professional (Client Billing)
installation

Every print job must be charged to an account via the process of Account Selection. This may or not
require user interaction and is configured at the user level. When Account Selection requires user
interaction, then depending on your environment, the user can do so either on the User Client or on
the printing device.

The User Client

In environments where user interaction for Account Selection is required and the user has both
options - User Client and printing device - running the User Client may be optional. Hence, deploying
itimmediately is also optional. If you choose not to deploy it now, you can still deploy it in the future.
However, in environments where user interaction for Account Selection is required and can only be
done via the User Client (and cannot be done at the printing device), running the User Client is
mandatory. Hence, deploying itimmediately is also mandatory. If not, the user is unable to carry out
the configured user interaction for Account Selection, and the job remains paused in the print queue
and does not appear on the printing device. The User Client can be deployed directly from a network
share (which is automatically configured on Windows). There is also the option to install the software
locally on each workstation, however, this is not usually recommended because it makes the process
of updating the User Client more complicated. For more information about the Account Selection
options with and without user interaction (via the User Client or printing device), see Shared
accounts on page 429, User Client on page 353, and Allocating accounts to print jobs at the device
on page 649.

Account Selection

After deploying the User Client on user workstations (if required), you can configure users with the
required Account Selection option (whether or not user interaction is required). For example, in a
Professional (Client Billing) installation, users who print jobs for clients are often given the Advanced
Account Selection option, however, other Account Selection options might be better suited for
some users based on their job function.

You can configure the required Account Selection option on one user at a time or update for all
users in bulk.

Use the User Details page to configure the required Account Selection option for a single user.
To configure the required Account Selection option for all users in bulk:

1. Click the Users tab.
The User List page is displayed.
2. Inthe Actions menu, click Bulk user actions.

The Bulk User Operations page is displayed.
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TIP
F‘j By default the action is applied to all users (the special [A11 Users] group). To apply
the action to a subset of users (a user group), select that group from the list.

3. Inthe Change settings area, select the Change account selection setting check box; then
select Show advanced account selection from the list.

4. Ifyou do not want to allow users to charge printing to their personal account (i.e. they must select
a shared account) then clear the Allow user to charge to their personal account check box.

5. Click OK.

A confirmation window is displayed.

6. Click OK.
Once completed, the configured Account Selection option is enabled for the selected users. If
you have configured users with an Account Selection option that requires user interaction, then
it is recommended that you test this from the User Client on a desktop or on the printing device (if
applicable). Ensure that user interaction provided is as per the configured Account Selection
option. Once the interaction is completed, ensure that the job is printed, logged and appropriate
account charged.

Step 7: Testing

Following a fresh installation, it is highly recommended to test core features of the system. For
further details, see Testing the installation below.

What next?

Take some time to explore the features of PaperCut NG/MF before continuing reading at
Implementation by example on page 42 or Tour on page 327. Business users might be interested in
trying the popup client software as covered in Client software on page 340. If desired, the client
software should also be deployed to other workstations. This procedure is detailed in User Client on
page 353.

2.7 Testing the installation

Once the installation is complete, it is now time to test the system.

2.7.1 Testing for an Education or Small/Medium Enterprise

installation

1. Click the Printers tab.
The Printer List page is displayed.
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2. Selecta printer.
The Printer Details page is displayed showing the Summary tab contents.
Click the Job Log tab.
4. Check that your print job is listed in the log.
Click the Users tab.
The User List page is displayed.
6. Selectauser.
The User Details page is displayed.
7. ClickJob Log.

8. Check that your user account is charged an appropriate amount.

2.7.2 Testing for a Professional (client billing) installation

1. Click the Users tab.
The User List page is displayed.
2. Selectyour test user account. The quick find feature can assist here.

3. Inthe Account Selection area, select Show advanced account selection.

Account Selection . )
Print account selection

Account selection can be used to allow the user Show advanced account selection v
to select which account is charged. However,

some options may require the user to run the
User Client. This setting may require the user to run the User Client. More Information...

More Information...
Allow user to:
Charge to their personal account

Default shared account

(This account is pre-selected for fast access)

When shared account is selected
o Charge shared account

Charge personal account (and allocate to shared account for reporting)

Now you need to log onto a workstation, start the client, and test printing. The following instructions
assume testing is performed from a Windows desktop system. For other platforms, see the client
deployment process as described in User Client on page 353.

1. Loginto a workstation and open Windows Explorer (the file explorer). In the address bar enter:

\\ [server—-name] \PCClient

Where [server-name] isthe hostname of the system on which you installed PaperCut.
Explorer should connect to the share containing the client software.

2. Browse to the win directory; then double-click pc-c1ient.exe. The client launches and anicon
is displayed in the task tray.
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3. Print a test document, such as a web page or basic document.

4. The client popup window should display. Select My Personal Account.

B Print Job Notification

o Print Job Notification papercut,can

Confirm the print and select the print action

Print job details

Document name I.ﬁ.dministratinn Budget. pdf

Prinker Iespressnnndeman'l,liyucera TASkKalFa 5551ci

Pages |1 (Grayscale) st |$EI.1III

Comrent: I [T Remember

adjustrnent: IDeFauIt (+H0,0%:) ;I [ Show on invvoice

All Accounts I Preferred Listl Recent Selecti-:nnsl

Search: I ¥ Remember

Account | Preferred I

My Personal Accaunt

<] |

Accounting
Information Technology
Help Desk
Infrastruckure
Projects
Alpha
Eravo
Delka
Sales
General
Project
Suppark

17711171111'

[ &pply ko all decuments in queue (Jobs: 1) Prink Zancel

5. Click the Printers tab.
The Printer List page is displayed.
6. Selecta printer.
The Printer Details page is displayed showing the Summary tab contents.
7. Click the Job Log tab.
8. Check that your print job is listed in the log.
9. Click the Users tab.
The User List page is displayed.
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10. Selecta user.
The User Details page is displayed.
11. Click Job Log.

12. Check that your user account is charged an appropriate amount.

2.8 Advanced implementation

PaperCut NG/MF offers a number of installation options for more complex implementations.

2.8.1 Multi-server and multi-site deployments

The PaperCut NG/MF solution is designed with distribution in mind. The solution is built using
Service Oriented Architecture, which allows its components to be installed on different machines of
varying OS’. This allows PaperCut NG/MF to be installed in a variety of configurations, adapting to
your network design as no two sites are the same.

The simplest and most common installation is to install PaperCut NG/MF onto a site’s print server
(where the site has only one). For a school or a small organization the implementation doesn’t need
to be any more complex than this. This is a single Application Server, single print server deployment
and suits the majority of deployments.

Some more complex implementation examples exist below, as a way of showing what’s possible.
You can extend or merge some of these concepts to suit your network and create your ideal
PaperCut NG/MF deployment.

PaperCut NG/MF operates at a layer above your network print services. For this reason, design your
solution to provide your printing services first, then integrate the PaperCut NG/MF application into
your network second. i.e. if you want a print server per site to stop large jobs traversing network links,
do so. You can also use clustering to provide high up time to printing services.

2.8.1.1 PaperCut Site Server

All of the solution designs in the next section can be complemented with the PaperCut Site Server.

The PaperCut Site Server gives the risk averse customer peace of mind that access to printing
resources won't be interrupted by unexpected network dropouts. Deploying the PaperCut Site
Server ensures the critical services of the PaperCut primary server are supported locally during a
disaster. Site Servers are simple to install and hide the complexity of database replication from
Administrators.

Whilst initially designed for usage in multi site solutions, this isn’t the only usage of the Site Server.
Think of the Site Server as a proxy to the Application Server that can also perform a set of the
Application Server tasks with the last known set of data during an outage.

2.8.1.2 Deployment examples
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Scenario A - Single site, multiple print servers

Itis quite common for sites to have multiple print servers, even if they are a customer at a single

physical location.
« 10S printing—Deploy supporting printing from iOS devices using a Mac server to compliment

a Windows print server.

o Admin / Curriculum—A number of schools separate printing in the Administration section of
the school from general staff/student printing.

« Clustering—Each node of a clustered resource is installed as a print server.

Each of the print servers in this scenario must be installed and configured to communicate with the
Application Server. For more information, see Configuring secondary print servers and locally
attached printers on page 170.

The PaperCut Site Server could add benefit in this deployment scenario if your Application Server
were deployed within the private cloud. The Site Server would offer a local level of redundancy in the
event the connection to the cloud resources were to drop. One of the print servers could play this role
in addition to being a PaperCut Print Provider host.

MFD MFD
ra A
sSQL
.................................................................. 1
i
08 &
mm | Print Server = i+ App + DB server mmm | Print Server
||
Printjobdata @  ====-= Application data

Figure 5: Multiple site / multiple print server deployment

Scenario B - Multiple site, single server

Not all multi-site installations rely on a print server on each site. This might be because the sites are
small and don’t warrant the resources, or because they are quite large and have resources
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centralized in a data center or on the private cloud.

In either case, if all printing is centralized through a single Application Server, single print server
installation, the installation is the same as if it were a single site with a single server.

The PaperCut Site Server could add benefit in this deployment if each of the sites wanted to ensure
key business services of MFD usage and Print Release were supported during a network outage
between a site and Application Server.

HQ - Melbourne Portland Office

Lo | i
MFD Print 5erver ho | MED

sQL

Printjob data ~  ====== Application data

Figure 6: Multiple site / single server deployment

Scenario C - Multiple site, multiple print server

The deployment of print servers into remote sites allows for print jobs to be spooled within the local
site, alleviating the need for these jobs to be sent to a centralized print server to only be sent back
again to the remote site where the destination printer is located. This might be the choice of design

for customers with
« Low bandwidth between sites

. Large print jobs generated on sites (architects, design firms, etc)

« Historical infrastructure that supports this
The PaperCut solution supports this design though the deployment of Configuring secondary print
servers and locally attached printers on page 170 on each of the print servers. This allows the print

jobs to remain locally spooled, with only light-weight transactional data and control information being
transmitted between sites.
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The PaperCut Site Server would add significant benefit in this design, possibly being installed onto
one of the existing print servers. This would provide local support for Application Server functions
should the link between primary and secondary sites be unavailable.

HQ - Melbourne Paortland Office
n MFD n MFD
"
L
--------------------------- O‘
‘O
‘O
n ‘.
.
mm | Print Server 1] + App + DB Server ‘o'. wa | Print Server
- *
O"
*
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII ‘.
l P
T :
L [
sQL
mm  Printjob data @ 0 ------ Application data

Figure 7: Multiple site / multiple print server deployment

Scenario D - Multiple site, multiple print server, multiple

Application Servers

Itis also possible to install PaperCut into each site of a multiple site organization as if each site itself
were a separate installation of PaperCut. PaperCut has the ability to link separate Application
Servers together for reporting purposes. Each individual site then has the ability to function and be
administered autonomously, relying only on the links between the sites when thereisaneedtorun a
report from the Central Reports on page 854

Each of the individual autonomous sites would use one of the previous installation options. The
PaperCut Site Server could then be considered for deployment to offer the same benefits listed
above within these installations.
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HQ - Melbourne Portland Office

MFD MFD

: :
| 3 & : App+DBserver [0 7 : App+DBserver g | PrintServer
: :

sqQL ' sQL

Centralized
Reporting

............

Printjobdata @  ====-= Application data

Figure 8: Multi Site/Multi Server deployment

Scenario variations

All of these scenarios can be complemented with other approaches to address high availability,
resilience and scalability, including:

o Clustered print server.

Clustered Application Server.

Deployment on an external database (RDBMS) on page 273.

Clustered Database Server.

Off-premises (Private cloud hosted server backed by infrastructure provider).

2.8.1.3 Comparison table

The following table should assist with comparing deployment architectures. Different models offer
different benefits and challenges. The key is to select the model that addresses your primary
requirements, and to understand any constraints that need to be managed in your environment.

Deployment model comparisons

1 site, multi server « Printing load distribution » Multiple print servers to
manage
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« Central Application Server
administration

» Removes single-point
sensitivity at print server layer

Multi site, single server « Central administration
« Simple deployment
« Simple user management

« Simple queue and device
management

» Job roaming across sites (Find-
Me)
Multi site, multi print « Central administration
servers « Simple user management
« Reduced WAN traffic

» Reflects commonly used
architectures

« Job roaming across sites (Find-
Me)
Multi site, multi « Doesn't require robust WAN
Application Servers - Enables decentralized and
parallel deployment and setup
» Decentralized administration
» Enables rolling updates

» Consolidated reporting is
available

2.8.1.4 Further resources

Requires robust WAN

Least complex setup

Requires robust WAN
Requires more servers

Decentralized queue
management

Multiple find-me queues

More complex setup

Each site requires an
independent
implementation

Overall setup for all sites
requires more time

No job roaming across
sites (Find-Me)

For further details of setup for each scenario, refer to the following resources. and .

Scenario A - Single site, multiple print servers

« Configuring secondary print servers and locally attached printers on page 170.

« Resiliency with Site Servers on the next page.

Scenario B - Multi Site, single server
» Capacity planning on page 51.

« Resiliency with Site Servers on the next page.
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Scenario C - Multi site, multi print server

» Configuring secondary print servers and locally attached printers on page 170
« Capacity planning on page 51.

« Resiliency with Site Servers below.

Scenario D - Multi site, multi print server, multi Application

Server

« See Central Reports on page 854.
« Deployment on an external database (RDBMS) on page 273

« Resiliency with Site Servers below.

2.8.2 Resiliency with Site Servers

For customers with distributed deployments, considerations such as redundancy and resilience to
network outages are often a high priority.

A robust solution should defend critical points of failure, to ensure an organization can still continue to
operate whilst a network is under duress. For PaperCut this means a robust deployment should
ensure the availability of printing over failing and unreliable network links.

The installation of PaperCut Site Servers give customers peace of mind that access to printing
resources won't be interrupted by unexpected network dropouts.

The Site Server duplicates the key features of a PaperCut primary server to a local site during an
outage. MFDs are configured to connect to a Site Server as if it were the primary server to remove
their reliance on WAN links. PaperCut secondary servers (Print Providers) are also aware of their
local Site Server, providing a failover server if the primary server cannot be contacted.

This simple but effective design delivers high availability to MFDs and support for Secure Print
Release including Find-Me Printing.

The Site Server installs in minutes with minimal configuration steps and no ongoing administration.
Installers and Administrators need no specialist skills in database management or replication to
provide business continuity. The Site Server ensures it is kept up to date with the current state of the
primary server, transparently performing the role of the primary server when needed. Once a
connection to the primary server can be re-established, the merge of local Site Server logs and
transactions back to the primary server is also seamlessly managed by the Site Server.

The close relationship between the Site and primary servers allows the support of the same set of
Operating Systems and Databases for installations. It's perfectly valid to promote an existing
PaperCut secondary server (Print Provider) to a PaperCut Site Server to improve a site's resiliency.
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Print
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Print
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Figure 9: Site Server example

2.8.2.1 Technical overview

The goal of the Site Server is to support access to printing and copying, and is designed to be
implemented with equal ease for existing PaperCut customers and new PaperCut Customers. The
diagrams below highlights the change in design for existing customers implementing a Site Server,
or for new customers that want to incrementally build a solution and phase a Site Server in after a
basic single server solution is functioning.

Copyright © 1999-2019 PaperCut Software International Pty. Ltd. All Rights Reserved.

156 of 1243



PaperCut NG/MF Installation Guide 2. Installation

Site A
Figure 11: With Site Server

These images show the changes in how elements of a PaperCut solution communicate when a Site
Server is deployed.

« MFDs now communicate with the Site Server. This ensure an outage between Site Server
and Application Server is defended by the Site Server.

« Print servers also communicate with the Site Server when the Application Server is
unavailable.
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During normal operation where the Site Server and the Application Server are connected, the two
servers together deliver the full set of PaperCut functionality. In anticipation of an outage, the Site
Server also caches an up to date set of Application Server data.

In the unlikely event of an outage, the Site Server immediately takes over to deliver business
continuity. When the link is re-established, normal operation resumes and offline job logs and
transactions are submitted to the Application Server.

What you will need

The Site Server implements the core functions of the Application Server, and as such the majority of
requirements are the same.

What you will need
Operating All eligible choices for an Application Server. Can be chosen independently from the
System Application Server.

Database All eligible choices for an Application Server. Can be chosen independently from the
Application Server.

Database PaperCut database replication is provided by PaperCut. No database enterprise
licensing licensing is required.

Server Follow the suggested sizing requirements of the Application Server.
specs
SSL Server to server communication is encrypted by default. We recommend using a

certificate for your Application Server signed by a CA. Your CA of choice should
provide instructions for your installation.

Versioning Your Application Server must be v15.0 or greater, and your Site Servers must be of
the same version.

Licensing The Site Server component is a license feature of the PaperCut Application.
Licenses must be arrange prior to installation.

Ports Site Server: The Site Server listens on port 9191 for Print Provider connections and
the inbound ports for your chosen Device Connections. Application Server: The
Application Server listens on port 9192 for connections from the Site Server and
9191 for Print Provider connections.

Where to deploy

An effective way to consider where a PaperCut Site Server should be deployed is to install a Site
Server in any network segment where you have concerns about the link reliability between this
segment and the Application Server and an outage to this segment would impact your business.

« Remote sites

« City offices

« Separate campuses

Copyright © 1999-2019 PaperCut Software International Pty. Ltd. All Rights Reserved. 158 of 1243



https://www.papercut.com/system-requirements/
https://www.papercut.com/system-requirements/
https://www.papercut.com/kb/Main/PaperCutServerSizingGuide
https://www.papercut.com/kb/Main/FirewallPorts

PaperCut NG/MF Installation Guide 2. Installation

« Individual buildings with poor links

« Local sites where servers are on the Private Cloud

2.8.2.2 Offline operations

Site Servers ensure the access to print and copy services is supported during a network outage.
However, some services will remain unavailable during an outage, as detailed below.

Supported functions

Supported Functions

Normal Offline with NO Offline WITH
Operations Site Server Site Server

Basic printing (Failure mode) Yes Yes Yes
Hardware terminals (CPad, Alpha, Yes No Yes
VCC..)

Secure Print Yes No Yes
Find-Me Print Yes No Yes
User Balances Yes No Yes
Filters and conversions Yes No Yes
Release Stations Yes No Yes
Mobility Print Yes No Yes
Mobile Print (Web Print, GCP, iOS, Yes No No
Email to Print)

Payment Gateways, Kiosks Yes No No
Scripting Yes No No
Integrated Scanning Yes No No
Account Selection via User Client Yes No No
MFD login (ALL devices) Yes No Yes
All device functions at MFD (excluding Yes No Yes
server-side printing)

Server-side printing at MFD Yes No Yes*
Changing held print jobs settings at Yes No Yes*
MFD

Account Selection at MFD Yes No Yes*

To ensure continuity, Offline Policies allow an Administrator to define the application behavior ahead
of any outage that disrupts PaperCut normal operations.
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NOTE
& *For more information, see Changing attributes of print jobs at the device on page 655 and
Allocating accounts to print jobs at the device on page 649.

Offline policies

The User Client, scripting services, and payment options are not available during an outage. Offline
Policies fill the gaps allowing users to continue to work. Offline policies are available after installing
your first Site Server.

To set the offline policies:

1. Select Sites > Offline Policies.
The Offline Policies page is displayed.

2. Complete the following details as described below:
« Account Selection
« Restricted Credit
« Unauthenticated Users
« User Password Authentication

3. Click Apply.

Account selection

Account Selection

Policy to handle offline Account Selection. Applies when account selection o Automatically charge to a single shared account
requires user interaction to print.
(® More Information...

Offline Account

Automatically charge to personal account

Cancel the print job

If you have configured users with Account Selection options that require user interaction (that can be
done either via the User Client or at the printing device), then you must specify the account that print
jobs are charged to during an Application Server outage (when the ability to assign accounts via the
User Client or the printing device may be unavailable to users).

IMPORTANT

F‘j This applied account overrides the ability to assign accounts via the User Client or the
printing device. If the configkey system.site.offline-change-print-job-
settings.enabledis settoY, then users are allowed to change this applied account at
the printing device.

The policy options are:
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. [default] Automatically charge to a single shared account—The print job is charged to a
specified shared account (the default is "Offline Account").

. Automatically charge to personal account—The print job is charged to the user’s personal
account.

« Cancel the print job—If a shared account must be selected by the end user and this is not
possible, the job is canceled.

Restricted credit

Restricted Credit
o Use last known balance

Policy to set offline credit behavior. Applies

when charging a restricted user or restricted Use last known balance and allow overdraw by: ~ 50.00
shared account.

(® More Information... .
Allow job to proceed, regardless of balance

Assume no credit. Deny any job charging to restricted accounts

The Offline Credit Policy determines how PaperCut should determine whether to assume credit is
available or to deny the job when the Application Server is unavailable. As an example,
organizations can choose to allow an overdraft should the ability for users to top up their accounts be
impacted whilst the central Application Server cannot be contacted.

The following policies are defined for restricted users and accounts whilst a site is in offline mode:

1. [default] Use last known balance—Only deny jobs when the user’s balance (as known by the
Site Server) is used up.

2. Use the last known balance and allow overdraw by—Only deny jobs when the User’s balance
known by the Site Server, plus a specified offline overdraft amount is used up.

3. Allow job to proceed, regardless of balance—Treat the account as unrestricted and allow all
jobs to proceed. The account might go into negative when the Application Server is available
again.

4. Assume no credit. Deny any job charging to restricted accounts—Only unrestricted accounts
can be used when offline with this policy. For example, when offline, Staff are able to use
resources, whereas Students are not.

IMPORTANT
F:] The first three policies might result in accounts being deficit when the Application Server is
online again.
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Unauthenticated users

Unauthenticated Users o )
o Assign print job to this user

Policy to handle offline print jobs when users
are not authenticated.
@ More Information...

unknown

Do not track, but allow job to print

Cancel the print job

The User Authentication Policy determines the behavior in offline mode where PaperCut cannot
validate the owner of the job. This is anticipated for sites that rely on the Handling unauthenticated
(non-domain) laptops on page 296 feature of PaperCut. For unauthenticated users, the following
policies are available:

1. [default] Assign print job to this user—(The default user is "unknown"). Configure the
preconfigured user as unrestricted, so that jobs allocated to this user are not denied based on the
Offline Credit Policy. You can also configure this user to charge to a specified shared account
(which should also be unrestricted).

2. Do not track, but allow job to print—Jobs pass through physical queues unimpeded to the
destination printers. However, jobs sent to virtual queues do not print.

3. Cancel the print job—Any print jobs sent from the unauthenticated users are canceled

immediately.

F:] IMPORTANT
This policy also applies for users who have not been encountered by PaperCut previously.
i.e. new domain users who have not been previously synced into PaperCut.

User password authentication

User Password Authentication L ) ) -
o Attempt password authentication from site server (e.g. via local Active Directory)

Policy for password authentication when
offline.
(® More Information...

Password login is denied (Card/ID authentication only)

PaperCut normally performs user authentication from an external directory source, such as Active
Directory. In normal operations, this validation is performed by the Application Server. When offline,
you can choose between the following options:

. Attempt password authentication from the Site Server—(external authentication is on). The
Site Server attempts to authenticate the user via the external source as configured. This
option requires the authentication source to be able to be contacted by the Site Server during
the interruption that is preventing access to the Application Server.

. Password login is denied—(external authentication is off). Authentication from an external
source is not available. This means that offline username/password login to a device or
Release Station is not available, other than for Internal users.
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2.8.2.3 Install a Site Server

Site Servers are an architectural component of the PaperCut solution. Setup is a straightforward
process. Like most architecture projects, the time is best spent planning.

Step 1: Planning

Planning is the most critical step of a successful Site Server deployment. Take a few moments prior
to installation to run through a checklist of items:

« Arrange a license to include the required number of Site Servers.
« Consider a signed certificate by a trusted CA for your Application Server

« Plantoinstall/update the Application Server to the latest version of PaperCut NG or PaperCut
MF.

» Discuss and choose the appropriate Offline Policies for your site.

« Choose a Site Server location that ensures a reliable connection to the devices and print
servers it needs to support.

« Plan for minor disruption for any existing embedded or hardware devices you reconfigure to
use the Site Server.

« Review the critical functions the Site Server supports to understand offline behaviour.

Step 2: Apply your license

Your Application Server must be licensed for Site Servers before installing the Site Server software.

Step 3: [optional] Import a trusted signed

certificate

Where practical, consider implementing a signed certificate for SSL communications. For more
information, see Generate SSL/HTTPS keys on page 1127.

Step 4: Installation

Before installing a Site Server, verify that the primary server (central Application Server) is set up
and running correctly.
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Windows

On a Windows server, install the Site Server software by selecting the Site Server installation
(advanced) option in the installation wizard. If the PaperCut primary server software was previously
installed on the server, uninstall it prior to installing the Site Server software.

Linux

Follow the existing Quick install: Linux (CUPS and/or Samba) on page 104 section of the PaperCut
manual, with the additional parameter of --si te-server when executing the installer.

Mac

On a Mac server, install the Site Server by downloading the latest Mac DMG disk image and run the
contained installer called PaperCut NG/MF Site Server Install (advanced).pkg

TIP

F:] It is recommended that you restrict Site Server connections to the Application Serverto a
fixed set of IP addresses. To specify the list of IP addresses or subnets that are allowed to
submit information to the Application Server, see Restrict access to the Application Server
on page 1077.

Step 5: Post installation setup

1. Set aunique name for the Site Server you are configuring.

P
Pape'-cut M site server Setup

ITthis is the firstlime inslalling a sile server, we recommend reading the "Sile Server” chapler in the
user manual. (@ Open the user manual

Site Server Name

Unique name to identify this site.

Site Server Hame  SAN FRANCISCO

2. Enterthe name or IP of the Application Server this Site Server connects to.
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P
pape'-cut M F Site Server Setup

Primary Server Details

Hastname !/ IP of the pnmary Application Server this site will register with,

Hostname NEW-YORK

o>

3. Enter the credentials of a user with administrator access to PaperCut on the primary server.

_ ¢
papercut M Site Server Setup

Primary Server Credentials

PaperCul administrator credentials o authenticata with the Applicalion Server.

Username gdmin

Password ssssssss

o Authenticated

W

<Pravis | (e

The Site Server is now connected to the Application Server and begins the data synchronization
process.

-]
papercut' M F Site Server Status

Debug Mode Enablad

|+ e | =l
— ° —
= =
Connected
= o=
San Francisco Application Server
(This senver) Login

4. The Site Server requires no additional configuration at the local machine. You can use the Login
link under the Application Server image to access the PaperCut Admin web interface. The Sites
tab is now available.

SITE NAME HOSTNAME LAST CONTACTED HOSTED DEVICES

EL Onlinéelbourne LAPTOP-DEBBIE Jan 10, 2017 3:07:50 PM 0

5. Select Sites > Offline Policies to set the Offline Policies for your installation.

Advanced Site Server configuration

The majority of the Site Server configuration is done in the Admin web interface, however, there are
additional configuration options available inthe print-provider.conf file.
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2.8.2.4 Connect multiple print servers to a Site Server

If you have installed the Site Server onto an existing PaperCutConfiguring secondary print servers
and locally attached printers on page 170, the Print Provider is automatically configured to work with
the new Site Server. However, if you have more than one print server connected to the Site Server,
the Print Provider on these servers needs to be upgraded to the same version of the Application
Server and also configured in the following file to connect to the Site Server address:

1. Open the following file in a text editor:

[app-path]\providers\print\win\print-provider.conf

2. Locate the line starting with 2pp1icationserver=then enter the Site Server IP address. For
example:

ApplicationServer=mainserver.localdomain.com

3. Locate the line starting with 2pplicationserverPort=then enter the port connecting to the
Site Server. For example:

ApplicationServerPort=9191

4. Restart the server running Print Provider. If you do not want to restart the server, manually
restart the PaperCut Print Provider service.

2.8.2.5 Connect directly with the Application Server when the Site Server is

down

With the standard configuration, if your Site server is unavailable, the Print Providers will not work,
even if the Application Server is available. You can, however, configure your Print Providers to
attempt to connect directly with the Application Server if the Site Server is unavailable.

1. Open the following file in a text editor:

[app-path] \providers\print\win\print-provider.conf

2. Addanew line with RedirectFallbackserver=thenthe Application Server IP address and
port. For example:

RedirectFallbackServer=mainserver.localdomain.com:9191

3. Restart the server running Print Provider. If you do not want to restart the server, manually
restart the PaperCut Print Provider service.

MFD configuration

Configure embedded devices to use the Site Server as their hosting Server. You can add new
devices to the Site Server directly, or migrate existing devices to the Site Server, without losing
device history.

Implementations of embedded solutions vary according to manufacturer, however, they can be
broadly grouped into two categories.
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. Devices that connect to PaperCut.

Follow the installation guide for your particular device, taking care to enter the Site Server
address where the Application Server address is usually entered.

« Devices that PaperCut connects to.

Follow the installation guide for your particular device. When configuring a new device, select
the server that this device is hosted on.

Hosted on x

Select the server that is closest to the device.

Name Type Status Hosted Devices
() Application server Primary [ Online 1
) SAN FRANCISCO Site & Online 0

OK Cancel

The device record also presents an option for administrators to change this Hosted on value
at any time in the future. This allows for a device to be moved from one server to another.

NOTE
& - You can view which server is currently hosting each of your devices in the Device List
page of the Admin web interface.

« Depending on the device, you can allow users to change the settings of held print jobs
at the device if the Site Server is available but Application Server is unavailable. For
more information, see Changing attributes of print jobs at the device on page 655.

Release Station configuration

The Standard Release Stations and Mobile Print Release—releasing print jobs using your mobile
device on page 812 apps are both supported by the Site Server to allow held jobs to be released in
both online and offline operation.
» Connect the Standard Release Station to the Site Server by editing the Release Station's
connection.properties file and changing the server-ip setting to the Site Server
address.

NOTE

S The port used inthe connection.properties fileisan HTTP port only. Do not
change it to an SSL port. The SSL port set upinthe server.properties fileis
used for communication by the Release Station.

« Access the Site Server version of the mobile release app by using the Site Server address in
the URL,e.g. http://[site-server]:9191/mr
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Testing your installation

The Sites tab of the Admin web interface shows at a glance the status of all Site Servers. While the
Site Server is connected, PaperCut operates as per normal.

To verify that your Site Server is providing resilience, you can take the site offline. You can achieve
this by simulating network failure (pulling the plug), or by disabling the site in the Sites tab.
1. Onthe Sites tab, select the site.

2. Inthe Site Connection area, choose Disable connection (force offline).
3. Click Apply.

You can validate the site as being in offline mode using the Site Server URL (http://[Site
server]:9191/admin). Printing and copying should continue according to the offline policies
defined in the installation section. Validating the application of the policies via copy and print
transactions ensures your settings have been applied correctly.

To complete the test, return the Site to online by selecting Enable connection in the Site record.
Validate your transactions have been uploaded to the Application Server by searching either the
User, Device, Printer, or Job log.

TIP

F‘j Jobs performed offline are marked as such in the print log. You can see which jobs are offline
by inspecting the job details in the job log. In addition, when creating job log reports, you can
now filter by offline jobs, to report only the jobs performed offline in a specified period.

IMPORTANT

F‘j Version upgrades to the Application Server result in the Site Servers supporting their local
site in offline mode until they are also upgraded. Make sure you upgrade the Site Servers as
part of your upgrade procedure.

2.8.2.6 Common questions about Site Servers
Do | need to backup my PaperCut NG/MF Site Server?

No. The Site Server does not maintain its own data and does not need backing up. If a Site
Server fails, you can quickly establish a new one by re-installing. By contrast, the Application
Server does maintain important configuration and history data and should be backed up.

Does the Site Server replicate the entire PaperCut NG/MF database?

No. The Site Server does replicate key tables from the PaperCut NG/MF database related to
configuration. This includes User, Group, Printer, Device and Attribute tables. Importantly, the
Site Server does not replicate the Printer Log table from the Application Server, as this data is not
needed. For many customers, the Printer Log table is by far the largest table in the database.

Is communication between the Site Server and Application Server secure?

Yes. The Site Server performs all communication with the Application Server over a secure
HTTPS connection. A Site Server cannot be connected to the Application Server without the
approval of a PaperCut NG/MF administrator with sufficient admin rights.
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Do | need to run a Site Server on an external database?

No. The PaperCut NG/MF Site Server also ships with an internal database in the same way the
Application Server does. However, if you prefer an external database, we support these too.

What database replication technology do you use?

PaperCut NG/MF developed its own database replication strategy to remove the requirement for
costly enterprise database licenses.

Is failover automatic, and how quickly does it happen?

The failover from online to offline mode for the Site Server is an automatic process and happens
without the need for intervention from an administrator. The failover time is also instantaneous for
the MFDs and configurable for the Print Provider, so users can continue to function without
interruption.

How do | check the status of a Site Server?

You can validate the status of a Site Server through the PaperCut NG/MF Admin web interface
via the Sitestab aswellasviathe nttp://[site-server]:9191/admin URL.

Will features, such as conversion to greyscale or force duplex work in offline mode?

Yes. Filters and restrictions set at the queue level are supported when the Site Server is offline
from the Application Server. However, print scripts and any conversions controlled by script do
not run when offline.

Will username and password login methods be supported if the Application Server isn’t
available?

Yes. Site Servers attempt to validate usernames and passwords when the Application Server is
unavailable. However, if a link between a Site Server and the Application Server is unavailable,
there is a high likelihood that the directory server is not available to validate credentials.

Will cross server releasing of print jobs work during an outage?

Cross server releasing of print jobs (where the physical queue and virtual queue are on different
print servers) is supported during an outage when both source and target queues reside on print
servers connected to the same Site Server.

Will Site Servers replace the need for clustering?

Customers implementing clustering of the Application Server to maintain high service levels
should continue to do so. The Site Server offers additional protection, but many features of the
Application Server, such as Web Print, BYOD printing and external payment gateways are not
currently available through a Site Server.

Will Site Servers improve scalability of my system?

In the initial release, we are not claiming scalability benefits for the Site Server. However, the Site
Server is distributing workload - and as we gather more data and continue to build the solution,
we will likely see some scalability benefits.

How do | specify the Site Server network address for my Web Services device?

Where a Site Server has multiple IP addresses, devices that look for PaperCut NG/MF might
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need to know which IP address is the correct address to connect to. On the Application Server,
this is easily set under Options > Advanced > Server Address . On the Site Server, you can
specify the address to use on the Sites > Site Server Details page in Override Network
Address.

What happens to my existing held print jobs when the Application Server becomes
unavailable?

Jobs that were printed to a local print server prior to an outage are redisplayed in your held jobs
list a few minutes after the Application Server becomes unavailable.

Are users able to change the settings of held print jobs if Application Server becomes
unavailable?

Yes, if the Site Server is online and the advanced configkey system.site.offline-change-
print-job-settings.enabledis setto v, then users are able to change the settings of held
print jobs during an Application Server outage. For more information, see Configure the ability to
change attributes of print jobs at the device on page 657.

2.8.3 Configuring secondary print servers and locally
attached printers

This section covers the setup of a secondary print server in "Quick Start" format. For a detailed
explanation of the underlying technology and what's happening behind the scenes see the
subsequent sections.

A secondary print server is a system that directly hosts a printer. In many situations it can be a
dedicated server, however, a secondary server can also be a desktop system hosting a directly
attached USB printer. If this printer is to be controlled and tracked by PaperCut NG/MF, a small
monitoring component needs to be installed. The monitoring component intercepts the local printing
and reports this use back to the primary Application Server. A secondary server can be either :

1. A server style system hosting many printers.
2. A desktop style system hosting printer(s) also shared to other network users.
3. A desktop style system with the printer used only for local users (not shared).

The monitoring service is also referred to as a Print Provider as its task is to provide information back
to the main Application Server.

The process of setting up a secondary print server, depends on the operating system. Read the
section appropriate to the required operating system.

TIP

F:] For resilience against network outages, consider installing Site Servers at each of your
secondary print server locations. Referto Multi-server and multi-site deployments on
page 149 for a broader discussion of multi-site and WAN scenarios.

If you have a networked environment but do not have a print server, you can configure your
computers to print directly to a printer. For more information, see Configuring Direct Printing on
page 179.
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2.8.3.1 Configure a Windows secondary print server

This section describes the process of setting up a secondary Windows print server.

Step 1: Ensure primary server is set up correctly

Before installing a secondary server you should ensure the Application Server is set up and running
correctly. Verify that the Application Server is functioning correctly. For example, verify that:

« Printers on this server are being tracked.

« Users canlog in to user pages from their workstations.

« Administrators can access the system.

Step 2: Ensure firewall software is set to allow

access to port 9191

Secondary server needs to communicate (initiate a TCP connection) on port 9191. Make sure any
firewall software on the primary Application Serveris not set to block any incoming local network
traffic on this port. A good way to test is to open a browser on the planned secondary server, then
check you can access the administration web interface on port 9191.

Step 3: Install the Print Provider

Install the Print Provider software on the secondary server. On a Windows server, this is done by
selecting the Secondary Print Server option in the installation wizard. If the PaperCut Application
Server software was previously installed on the server, you must uninstall it prior to installing the
secondary server software.

Step 4: Configuration

The Print Provider on the secondary server needs to know where the primary server is installed.
1. Open the following file in a text editor such as Notepad:

[app-path]\providers\print\win\print-provider.conf

2. Locate the line starting with Applicationserver=andchange localhost tothe name or IP
address of the Application Server.
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3. Restart the server so the new configuration is detected. If you do not want to restart the server,
manually restart the PaperCut Print Provider service.

Step 5: Test

The secondary server should now be configured. Log in to the system as "admin" and verify that the
printers are listed on the Printers tab. Perform a multi-page test print on each printer and verify that
print jobs are tracked correctly.

Automated install

You can automate the installation of the secondary server component on Windows systems. This is
handy when the Print Provider component needs to be installed on a number of desktop systems
running locally attached printers. For more information see, Automating secondary server
deployment on Windows on page 178.

2.8.3.2 Configure a Macintosh secondary print server

This section describes the process of setting up a secondary Mac print server. The primary
Application Server can either be a Windows, Mac or a Linux basis system. PaperCut NG/MF has full
support for "mixed" or heterogeneous printing environments.

Step 1: Ensure primary server is set up correctly

Before installing a secondary server you should ensure the Application Server is set up and running
correctly. Verify that the Application Server is functioning correctly. For example, verify that:

« Printers on this server are being tracked.
« Users canlogin to user pages from their workstations.

« Administrators can access the system.

Step 2: Ensure firewall software is set to allow

access to port 9191

Secondary server needs to communicate (initiate a TCP connection) on port 9191. Make sure any
firewall software on the primary Application Serveris not set to block any incoming local network
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traffic on this port. A good way to test is to open a browser on the planned secondary server, then
check you can access the administration web interface on port 9191.

Step 3: Check that the host user account exists

PaperCut NG/MF runs under a non-privileged user account called "papercut". This invisible system
account is created automatically upon first install. Advanced SysAdmins can, however, have a
preference to create this account manually. If you fall into this category, create the papercut
account now prior to installation.

Step 4: Install the Print Provider

Install the Print Provider software onto the secondary server. Download the latest Mac DMG disk
image and execute the contained installer called Papercut NG/MF secondary server
Installation.pkg.

Step 5: Configuration

The Print Provider on the secondary server needs to know where the primary server is installed. The

installer attempts to open the appropriate configuration file automatically after the install completes.

However, your IT environment configuration might prevent this from happening. If it does not

automatically open, open the following file in a text editor:

[app-path] /providers/print/mac/print-provider.conf

To configure a secondary server:

1. Locate the line starting with 2pplicationserver=and change localhost tothe name or IP
address of the primary server.

2. Save thefile and exit the text editor.

3. Double-click the command script /2pplications/PaperCut NG/MF/Control Printer
Monitoring.command, and enable monitoring on the appropriate printers.

Step 6: Test

The secondary server should now be configured. Log in to the system as "admin" and verify that the
printers are now listed on the Printers List page. Perform a multi-page test print on each printer and
verify that print jobs are tracked correctly.
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2.8.3.3 Configure a Linux or Novell iPrint secondary print server

This section describes the process of setting up a secondary print server on a Linux system. The
primary Application Server can either be a Windows, Mac, Novell or a Linux based system.
PaperCut NG/MF has full support for "mixed" or heterogeneous printing environments.

Step 1: Ensure primary server is set up correctly

Before installing a secondary server you should ensure the Application Server is set up and running
correctly. Verify that the Application Server is functioning correctly. For example, verify that:

« Printers on this server are being tracked.

« Users can log in to user pages from their workstations.

« Administrators can access the system.

Step 2: Ensure firewall software is set to allow

access to port 9191

Secondary server needs to communicate (initiate a TCP connection) on port 9191. Make sure any
firewall software on the primary Application Serveris not set to block any incoming local network
traffic on this port. A good way to test is to open a browser on the planned secondary server, then
check you can access the administration web interface on port 9191.

Step 3: Check that the host account exists

On the secondary server, create a user account called papercut. Setthe papercut user's home
directory to the desired install location. This is normally /home /papercut. The method of creating
this account is the same as that used for the primary server setup. For more information, see
Installation on page 42.

Step 4: Install the Print Provider

Install the Print Provider software onto the secondary server by copying all files and directories from
the primary Application Server's directory:

[app_path]/providers/print/linux-x64/* (64-bit)

To the equivalent location on the secondary server:
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/home/papercut/providers/print/linux-x64/ (64-bit)

on the secondary server. Perform the copy operation as the papercut user so that files are owned
by the papercut user. You can use any method to copy the files, including over the network or via a
USB key. If the primary server is also Linux, the simplest way would be use Secure Copy (scp) as
follows:

shell> su - papercut

shell> mkdir -p providers/print

shell> cd providers/print

shell> scp -r primary.server.name:/home/papercut/providers/print/*

After the copy operation is performed, execute the setperms and roottasks scripts as root:
64-bit

shell> su - root
shell> sh ~papercut/providers/print/linux-x64/setperms

shell> sh ~papercut/providers/print/linux-x64/roottasks

Step 5: Configuration

The Print Provider on the secondary server needs to know where the primary server is installed (e.g.
Its IP address).

1. Open the following file in a text editor:

/home/papercut/providers/print/linux-x64/print-provider.conf (64bit)

2. Locate the line starting with 2pplicationserver=andchange localhost to the name or IP
address of the primary server.

You now need to integrate the binaries copied in step 4 into the CUPS, Samba or Novell iPrint print
queues.

This process is detailed in Linux print queue integration and Step 5 - Printer/iPrint configuration.

Step 6: Test

The secondary server should now be configured. Perform some test printing on all of this secondary
server's printers. Log in to the system as "admin" and verify that the printers are now listed on the
Printers List page. Perform a multi-page test print on each printer and verify that print jobs are
tracked correctly.

2.8.3.4 Print monitoring architecture

This section covers PaperCut NG/MF print monitoring architecture from a technical perspective.
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PaperCut NG/MF is designed using the latest software design principles. An important design
principle used is Service Oriented Architecture (SOA). PaperCut NG/MF divides key operational
areas into components. These components communicate using an XML Web Services standard.
Two of the main services are:

PaperCut NG/MF services/components
Service/Component Description

The Application The central logic service responsible calculating user costs and providing
Server the web and Admin web interface.

Print Provider Ser- A service responsible for monitoring and analyzing print jobs and reporting
vice this information using XML Web Services to the Application Server.

In a single server setup, you do not need to be concerned with the two components as they
automatically act as one (it's only noticeable in that two processes are running on the server). On a
multi-server/system environment a deeper understanding of the architecture is required.

2.8.3.5 Multiple print servers

Many large networks, or even smaller networks with a legacy design, can have more than one print
server. Reasons for separating printers across servers/systems include:

« Legacy design - That's the way the previous admin set it up.

« Networks with 100 printers or more might need multiple servers to spread the printing load.

« Networks spanning multiple physical sites or subnets can have separate servers minimize
cross-site network traffic.

« Servers can exist to support different operating systems
« Alocal desktop printer attached to a system is also a remote print server.

One of the servers on the network needs to be nominated as the primary server. This system runs
the Application Server software responsible for providing the user interface, storing the data, and
managing the application logic. The system nominated for this task is usually a print server (but could
be any server). It needs to be a system with spare capacity to run the PaperCut NG/MF Application
Server software. This system should have good performance, have at least 500 Mb of free hard-disk
space, and be included in an off-disk backup routine.

Other print servers are known as secondary servers. These servers run the Print Provider
component and communicate back to the central server. The following diagram illustrates this setup.
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Primary Server Secondary Server
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Figure 12: Secondary server reporting back to primary server (application
server)

When a client prints to a secondary server, the Print Provider intercepts the print job and forwards
the information to the central server for processing. Communication is via XML Web Services over
HTTP on the PaperCut Application Server's nominated port (normally port 9191). The web services

protocol is specifically designed to facilitate easy firewalling, scalability, and works over a wide range
of network speeds.

PaperCut NG/MF Service Oriented Architecture offers many advantages for network administrators
including:
« Secondary servers run the minimum amount of software

« Communication between servers uses minimal bandwidth. Physically separated servers
connected via WAN links, VPNs or other slow links are supported with minimal or no impact
on printing performance.

« Alldata, logging and configuration information is stored on one single central server facilitating
central backup from one location.

« Management is conducted centrally from one location.

PaperCut NG/MF's SOA design allows advanced setups including:

« Decentralized deployment

« Separation of concern (servers dedicated to separate tasks such as database
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server,Application Server and print server)

» Options to remove points of failure via clustering or fail-over
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Figure 13: Architecture - an advanced configuration

2.8.3.6 Automating secondary server deployment on Windows

The secondary server installation process can also be automated via command line switches issued
to the installer program. This is useful when you need to install the Print Provider on a number of
desktop systems hosting local attached printers.

To automate the installation:
1. Copy the windows installer program, pcmf-setup. exe, into a directory accessible to the target
systems (i.e. A network share or mapped drive).

2. Copytheprint-provider.conf file from main server. This file is located at [app-
path]/providers/print/win. Place the file in the same directory as the install program (as
performed in step 1.)

3. Edittheprint-provider.conf file and define the correct server name or IP address of the
main Application Server in the line starting with Applicationserver=.

4. Use a batch file or equivalent to start the install program as follows:

pcmf-setup.exe /TYPE=secondary print /SUPPRESSMSGBOXES/VERYSILENT

Note: The installer requires administrator level - needed to install a system service.
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NOTE
& » The executable name of the installer program can vary depending on the version.

o Thecopyoftheprint-provider.conf fileis used during the install process to
ensure the installation is aware of the location of the main Application Server.

« Forafull list of command-line arguments, see Automate installation on Windows on
page 1166.

2.8.4 Configuring Direct Printing

IMPORTANT

F‘j This is the original, manual method of deploying Direct Printing (serverless printing).
Now there's a much simpler and faster method, called Print Deploy. For more information
and setup details, head over to the Print Deploy Help Center.

This section describes how you can track and report on printing that is sent directly from a computer
to a printer, without the need for a print server.

This solution is ideal for businesses that have distributed branches with a modest number of
computers, such as post offices, bank branches, gas stations, retail outlets. It also suits small
businesses with a collection of computers in an environment without dedicated IT support. Direct
Print allows you to monitor local printers without a print server. The combination of a Direct Printing
configuration and a private cloud implementation of PaperCut can eliminate the need for any local
infrastructure.

IMPORTANT

F‘j Direct Printing is not recommended for environments using quotas or charging, such as
education. This is because users can turn off PaperCut NG/MF's tracking from their
computer. It might be possible, depending on permissions, for a user to disable the Direct
Print Monitor, which would turn off print tracking on their computer.

Scenario 1;: Small business

Matt’s Accounting is a small business with five employees working in a Windows environment. They
want to track their printing costs per client, but do not want the overhead of having to set up and
maintain a print server and dedicated Application Server. They have two choices for the Application
Server:

» purchase alow cost PC that can be used as an Application Server
« use a cloud-based Application Server
They have chosen to use a cloud-based Application Server.
Since they do not have a dedicated print server and also do not have the experience to manage a

print server, they want to print directly from their computers to the printer. This PaperCut NG/MF
solution is easy to set up and requires no IT infrastructure changes.
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p App + Database server MED

workstations (running Direct Print Monitor)

Figure 14: Direct Printing setup - small office

Scenario 2: Business with distributed small branches

Dash About Inc. is a medium sized taxi company that comprises a head office plus 20 home-based
offices used by the drivers. They currently have PaperCut set up in their head office and now want to
roll out PaperCut to each home office. They do not want the network overhead of print jobs being
sent to head office and then back to the home offices via their VPN, but also do not wantto setup a
print server in each home office. Direct Printing is ideal in this situation as a print server is not
required.

Dash About have already set up an automated PaperCut install process for new computers and
want to incorporate the Direct Printing installation into this process.
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Figure 15: Direct Printing setup - distributed branch

How does it work?

Direct Printing allows print jobs to be sent directly from a user’s computer to a printer, without an
intervening print server. This requires print queues (sometimes referred to as “printers” or “drivers”)
to be set up on each computer for each printer. For example, on Windows, this is done through the
Devices and Printers control panel.

With this setup, there are multiple computers each with a print queue directed at the same physical
printer. However, you do not want each print queue to be displayed as a separate printer in
PaperCut NG/MF. Direct Printing consolidates the print jobs from multiple print queues into a single
printer.

Each computer that prints directly to a printer needs the following components:

« aprint queue that sends jobs directly to a printer rather than to a print server queue. The print
queue can use either the IP address or hostname of the printer.

« asmall monitoring component, known as a Direct Print Monitor. This monitoring component
reports back to the Application Server.

Direct Printing simplifies the configuration, management, and reporting of print jobs. The Application
Server automatically merges the information from multiple computers into one printer in the Printer
List. This process is called linking.

Each linked print queue automatically uses the printer's configuration, which means you do not need
to configure each print queue individually. PaperCut NG/MF reports the summarized data at the
printer level rather than for each individual print queue.

Copyright © 1999-2019 PaperCut Software International Pty. Ltd. All Rights Reserved. 181 0f 1243




PaperCut NG/MF Installation Guide 2. Installation

The process of setting up Direct Printing, depends on the operating system.

p i App + Database server MED
¢ B
. ]
0
0
[
O

workstations  (running Direct Print Monitor)

Figure 16: Direct Printing architecture

2.8.4.1 Install the Direct Print Monitor

IMPORTANT
F“:I This is the original, manual method of deploying Direct Printing (serverless printing).

Now there's a much simpler and faster method, called Print Deploy. For more information
and setup details, head over to the Print Deploy Help Center.

The way in which you install Direct Printing depends on your operating system. For more information
see:

« Install the Direct Print Monitor on a Windows computer on the next page

« Install the Direct Print Monitor on a Mac computer on page 188

« Install the Direct Print Monitor on a Linux computer on page 190
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2.8.4.1.1 Install the Direct Print Monitor on a Windows computer

IMPORTANT
F“:I This is the original, manual method of deploying Direct Printing (serverless printing).

Now there's a much simpler and faster method, called Print Deploy. For more information
and setup details, head over to the Print Deploy Help Center.

This section describes the process of setting up Direct Printing on Windows computers. The primary
Application Server can be either a Windows, Mac, or a Linux based system. PaperCut NG/MF has
full support for "mixed" or heterogeneous printing environments.

If your organization does not have a dedicated print server at one or more sites, you should consider
setting up Direct Printing. Direct Printing allows you to track and report on local printing that is sent
directly from a computer to a printer, without a print server. The following steps show how to install
Direct Print on Windows machines. For more information about installing Direct Print on other
operating systems, see:

« Install the Direct Print Monitor on a Linux computer

« Install the Direct Print Monitor on a Mac computer
Step 1: Ensure the primary server is set up correctly
Before installing the Direct Print Monitor, you should ensure that the primary server (Application
Server) is set up and running correctly.
Verify that:

« PaperCut NG/MF release 16.0 or above is installed.
« Users canlogin to user pages from their computers.
« Administrators can access the system.

« The Application Server is accessible from each computer requiring Direct Printing, that is, you
can ping the Application Server.

Step 2: Ensure firewall software is set to allow access to the port used by the
Application Server

A computer with the Direct Print Monitor installed needs to communicate (initiate a TCP connection)
on the port used by the Application Server (by default this is port 9191). Ensure that any firewall
software on the primary Application Server is not set to block any incoming local network traffic on
this port.

Step 3: Change the default configuration (optional)

The Direct Print Monitor installation configuration file is installed in the following location on the
Application Server:

app-path] /providers/direct-print-monitor/win/direct-print-monitor.conf

[

% NOTE

_N If you need to change the configuration after deploying Direct Printing, you must change the
configuration on every computer using Direct Printing.
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The Direct Print Monitor configuration file is automatically generated with the hostname of the
Application Server when the Application Server is installed. If required, you can change the default
configuration, however, the default configuration suits most implementations. For example, you can
change the IP address of the Application Server to a Fully Qualified Domain Name (FQDN).

Step 4: Install the Direct Print Monitor on each computer

Install the Direct Print Monitor on each Windows computer. You can either:

Manually install the Direct Print Monitor

If you do not have many computers on which you want to install the software, manual installation
might be easier.

NOTE
S If the computer has a PaperCut NG/MF Print Provider installed, uninstall it.

1. Ensure the following files are in a shared folder that is accessible to the target computers (i.e.
a network share or mapped drive):

[app-path]\providers\direct-print-monitor\win\
This folder contains the following files:
e pc-direct-print-monitor.exe

e direct-print-monitor.conf

NOTE
& These two files must be in the same folder for the Direct Print Monitor installation to
work.

2. On each computer, navigate to the shared folder on the Application Server.

3. Double-click pc-direct-print-monitor.exe
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License Agreement
Please read the following impaortant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END USER LICENSE AGREEMENT »

1 AGREEMENT

This End User License Agreement is between PaperCut Software
International Pty Ltd (ACM 124 440 400) of Ground Floor, 1 Oxley Road,
Hawthorn, Victoria 3122, Australia (PaperCut), and:

@ I accept the agreement

() I do not accept the agreement
Paper_ut MF

<Back | Net> | [ cancel

4. Readthe End User License Agreement.

5. Select | accept the agreement; then click Next.

,
B oo T el

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, didk Mext,

PaperCut MF - Copy and Print Control .
By PaperCut Software Intermational Pty. Ltd. |
WWW.papercut . com)

BEFORE OLU COMTINUE...
You have downloaded PaperCut MF. PaperCut MF iz a multi-platform copy and
print menitoring system designed for networks of all sizes.

40-DAY EVALUATION
PaperCut MF will fulty function for 40-days. This software is not crippled or
restricted.

DOCUMENTATION
This setup program installs with documentation. Documentation covering the -

Paper_ut MF

<o | o> ] [ cone

6. Click Next.

Copyright © 1999-2019 PaperCut Software International Pty. Ltd. All Rights Reserved. 185 0f 1243




PaperCut NG/MF Installation Guide 2. Installation

-
i5) Setup - PaperCut MF [E=EEER=)
Installing
Please wait while Setup installs PaperCut MF an your computer,
Extracting files. ..
J 1

Paper_ut MF

When the installation is complete, the Completing the PaperCut Setup Wizard screen is
displayed.

B Completing the PaperCut MF
PaperCutMF Setup Wizard

Setup has finished installing PaperCut MF on your computer.

Click Finish to exit Setup.

7. Click Finish.

Copyright © 1999-2019 PaperCut Software International Pty. Ltd. All Rights Reserved. 186 of 1243




PaperCut NG/MF Installation Guide 2. Installation

The Direct Print Monitor is installed.

Automate the Direct Print Monitor installation

If you have a large number of computers, or existing automated install processes in place, then
we recommend you automate the install process. The Direct Print Monitor installation process
can also be automated via command line switches issued to the installer program. This is useful if
you need to install the Direct Print Monitor on a number of computers.

To automate the installation:
1. Ensure the following files are in a shared folder that is accessible to the target computer (i.e. a
network share or mapped drive):

e pc-direct-print-monitor.exe—Windows installer program

e direct-print-monitor.conf

NOTE
S On Windows Application Servers, these files are located by default in the following
shared folder:

[app-path] \providers\direct-print-monitor\win\

2. Use a batch file or equivalent to start the install program. For example, for Windows use the
following:

pc-direct-print-monitor.exe /TYPE=secondary print /SILENT

NOTE
& « Replacing the /STLENT option with /VERYSTLENT suppresses all visual output
during the installation process.

o Thecopyofthedirect-print-monitor.conf fileis used during the install
process to ensure the installation is aware of the location of the main Application
Server.

« Forafull list of command-line arguments, see Automate installation on Windows

on page 1166.
IMPORTANT
F“:I You cannot install the Direct Print Monitor on a computer that has a Print Provider installed.
This includes computers that are acting as Application Servers, Site Servers, and secondary
servers.
Step 5: Test

The Direct Print Monitor should now be configured.
1. Logintothe Application Server as "admin" and verify that the printer queues are linked to the
printer:
a. Click the Printers tab.
The Printer List page is displayed.

b. Selecta printer.
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The Printer Details page is displayed showing the Summary tab contents.
c. Click the Queues tab.
d. Verify that the printer queues are linked to the printer.

2. Perform a multi-page test print on each printer and verify that print jobs are tracked correctly.

2.8.4.1.2 Install the Direct Print Monitor on a Mac computer

IMPORTANT
F‘j This is the original, manual method of deploying Direct Printing (serverless printing).

Now there's a much simpler and faster method, called Print Deploy. For more information
and setup details, head over to the Print Deploy Help Center.

The process to install the Direct Print Monitor on a Mac computer is the same no matter which
operating system your Application Server is on.

If your organization does not have a dedicated print server at one or more site, you should consider
setting up Direct Printing. Direct Printing allows you to track and report on local printing that is sent
directly from a computer to a printer, without a print server.

Step 1: Ensure the primary server is set up correctly

Before installing the Direct Print Monitor, you should ensure that the primary server (Application
Server) is set up and running correctly.

Verify that:

» PaperCut NG/MF release 16.0 or above is installed.
« Users canlogin to user pages from their computers.
« Administrators can access the system.

« The Application Server is accessible from each computer requiring Direct Printing, that is, you
can ping the Application Server.

Step 2: Ensure firewall software is set to allow access to the port used by the
Application Server

A computer with the Direct Print Monitor installed needs to communicate (initiate a TCP connection)
on the port used by the Application Server (by default this is port 9191). Ensure that any firewall
software on the primary Application Server is not set to block any incoming local network traffic on
this port.

Step 3: Install Direct printing

Install the Print Provider software onto each computer.

1. Download the latest Mac DMG disk image from:

http://www.papercut.com/products/mf/direct-print/?platform=mac

2. Distribute the installer to the target computers using your preferred method, for example, via a
share drive or a portable memory device.

3. On each computer, open the downloaded . dmg file.
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4. Double-click papercut NG/MF secondary server Installation.pkgand follow the
prompts to install the Print Provider.

Step 4: Configure the Direct Print Installer on each computer

The Print Provider on the computer needs to know where the Application Server is installed and that
it should be running in Direct Printing mode. The installer attempts to open the appropriate
configuration file automatically after the install completes. However, your IT environment
configuration might prevent this from happening. If it does not automatically open, open the following
file in a text editor:

[app-path] \providers\print\mac\print-provider.conf

1. Locate the line starting with 2pplicationserver=and change 1ocalhost to the name or IP
address of the Application Server.

2. Locate the line with #DirectpPrintingMode=false and change it to:

DirectPrintingMode=true

% NOTE
N Make sure you remove # at the beginning of the line.

3. Save the file and exit the text editor.

4. Double-click the command script /Applications/PaperCut NG/MF/Control Printer
Monitoring.command, and enable monitoring on the appropriate printers.

NOTE
& « If required, you can also modify the other default configuration details. For more
information see Add and remove/delete/ignore printers on page 472

« If you need to change the configuration after deploying Direct Printing, you need to
manually updatethe print-provider.conf file on each computer.

Step 5: Test

The Direct Print Monitor should now be configured.
1. Logintothe Application Server as "admin" and verify that the printer queues are linked to the
printer:
a. Click the Printers tab.
The Printer List page is displayed.
b. Selecta printer.
The Printer Details page is displayed showing the Summary tab contents.
c. Click the Queues tab.
d. Verify that the printer queues are linked to the printer.

2. Perform a multi-page test print on each printer and verify that print jobs are tracked correctly.
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2.8.4.1.3 Install the Direct Print Monitor on a Linux computer
The process to install the Direct Print Monitor on a Linux computer is the same no matter which
operating system your Application Server is on.

If your organization does not have a dedicated print server at one or more site, you should consider
setting up Direct Printing. Direct Printing allows you to track and report on local printing that is sent
directly from a computer to a printer, without a print server.

Step 1: Ensure the primary server is set up correctly

Before installing the Direct Print Monitor, you should ensure that the primary server (Application
Server) is set up and running correctly.

Verify that:

« PaperCut NG/MF release 16.0 or above is installed.
« Users canlogin to user pages from their computers.
« Administrators can access the system.

« The Application Server is accessible from each computer requiring Direct Printing, that is, you
can ping the Application Server.

Step 2: Ensure firewall software is set to allow access to the port used by the
Application Server

A computer with the Direct Print Monitor installed needs to communicate (initiate a TCP connection)
on the port used by the Application Server (by default this is port 9191). Ensure that any firewall
software on the primary Application Server is not set to block any incoming local network traffic on
this port.

Step 3: Check that the host user account exists

On the computer, create a user account called papercut. Setthe papercut user's home directory
to the desired install location. This is normally /home /papercut. The method of creating this account
is the same as that used for the primary server setup. For more information, see Installation on

page 42.

Step 4: Install the Direct Print Monitor

Install the Print Provider software onto the computer by copying all files and directories from the
primary Application Server's directory:

For Linux Application Servers:

[app_path]/providers/print/linux-x64/* (64-bit)

For Windows Application Servers:

[app_path]/providers/print/win/* (64-bit)

To the equivalent location on the computer:

/home/papercut/providers/print/linux-x64/ (64-bit)
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Perform the copy operation as the papercut user so that files are owned by the papercut user. You
can use any method to copy the files, including over the network or via a USB key. If the primary
server is also Linux, the simplest way would be use Secure Copy (scp) as follows:

shell> su - papercut
shell> mkdir -p providers/print
shell> cd providers/print

shell> scp -r primary.server.name:/home/papercut/providers/print/*

After the copy operation is performed, execute the setperms and roottasks scripts as root:
64-bit

shell> su - root
shell> sh ~papercut/providers/print/linux-x64/setperms

shell> sh ~papercut/providers/print/linux-x64/roottasks

Step 5: Configure the Direct Print Monitor on each computer
The Print Provider on the computer needs to know where the primary server is installed (e.g. Its IP

address) and that it should be running in Direct Printing mode.

1. Open the following file in a text editor:

/home/papercut/providers/print/linux-x64/print-provider.conf (64-bit)

2. Locate the line starting with Applicationserver=and change 1ocalhost tothe nameor IP
address of the primary server.

3. Locatetheline with #DirectPrintingMode=false and change it to:

DirectPrintingMode=true

% NOTE
_N Make sure you remove # at the beginning of the line.

4. Save the file and exit the text editor.
Integrate the binaries copied in step 4 into the CUPS, Samba, or Novell iPrint print queues.

This process is detailed in Linux print queue integration and Step 5 - Printer/iPrint configuration.

NOTE
& - If required, you can also modify the other default configuration details. For more
information see Add and remove/delete/ignore printers on page 472

» If you need to change the configuration after deploying Direct Printing, you need to do
it manually by updatingthe print-provider.conf file on each computer.

Step 6: Test

The Direct Print Monitor should now be configured.

1. Loginto the Application Server as "admin" and verify that the printer queues are linked to the
printer:
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a. Click the Printers tab.
The Printer List page is displayed.
b. Selecta printer.
The Printer Details page is displayed showing the Summary tab contents.
c. Click the Queues tab.
d. Verify that the printer queues are linked to the printer.

2. Perform a multi-page test print on each printer and verify that print jobs are tracked correctly.

2.8.4.2 Link direct print queues to a printer

The Direct Print Monitor intelligently creates printers in the Application Server Printer List. It creates
one printer with multiple print queues (that is, one from each computer). Every print queue with an IP
address or hostname that matches the printer, is linked to the printer.

Linking the print queues to a printer allows PaperCut NG/MF to consolidate the information from all
linked queues and report on the printer as a whole. It also allows the print queues to dynamically use
the configuration of the printer. If any print queues do not automatically link, you must manually link
the print queue to the printer.

The linking process works as follows:
1. Thefirst print queue added on a computer with the Direct Print Monitor installed creates a printer

in the Printer List.

2. Ifaprint queue on any other computer (with a Direct Print Monitor installed) has the same IP
address or hostname as the printer, then a new printer is not created and the print queue is linked
to the printer created in step 1.

TIP
F‘j You should always use a consistent IP address or hostname for print queues to ensure they
are automatically linked.

This process is automatic and works in most of cases. There might, however, be some rare
situations where a print queue does not automatically link to the printer, or a print queue is incorrectly
linked to the printer. In these cases, you need to manual link or unlink the relevant print queues.

When you add a computer to your environment and install the Direct Print Monitor, the Application
Server detects the network address of the print queue and automatically links the print queue to the
printer if it matches.

When you remove a computer from your environment, the print queue remains in PaperCut NG/MF.
You need to unlink the print queue on the decommissioned computer, then manually delete the
printer from the Printer Details page.

For more information, see:

« Linka print queue to a printer on page 195

« Unlink a print queue from a printer on page 197
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2.8.4.2.1 View linked print queues

Check that all print queues have been linked to the appropriate printer.

1. Click the Printers tab.
The Printer List page is displayed.

This list includes all printers and unlinked print queues.

Printers } Printer List ® User: admin v

Printer List Actions ()

Printer List Jobs Pending Release Notification Options Charts Refunds

Filter off /2

PRINTER + PAGE COST A TOTAL PAGES TOTAL JOBS
= [Template printer] $1.00 ( standard ) No filters 0 0
= Xerox WorkCentre 5325 V4 PCL6 a $1.00 ( standard ) No filters 0 0
= Samsung SCX-6x55% Series PCL6 Class Driver a $1.00 ( standard ) No filters 24 3
= RICOH Aficio MP C3002 PCL6& n $1.00 ( standard ) No filters 53 22
= Lexmark Universal v2 XL Driver - X792 51.00 { standard ) Mo filters 0 0
= VirtualQueue-CM4540-HP Universal (virtual) B $1.00 ( standard ) No filters 0 0
= HP Color LaserJet CM3530 MFP PCLE Class Driver 51.00 { standard ) Mo filters 0 0
Export/Print [ B

Printers that are configured for Direct Printing can be either:

« printer with linked print queues—printers with linked print queues are indicated by an icon
containing a number greater than one after the printer name (

HP Color LaserJet CM3530 MFP PCLG Class Driver ﬂ )

. print queues that are not linked to a printer—print queues that are not linked to a printer
are indicated by an icon containing 1 after the printer name (

Samsung SCX-6x55% Series PCL6 Class Driver )

2. Click the printer for which you want to view the linked print queues.

The Printer Details: Summary page is displayed.
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Printers Printer List Printer Details @ User: admin v

Printer Details: KONICA MINOLTA C258SeriesPCL - PC Port Actions (2)
Summary Queues Charging Filters & Restrictions Scripting Job Log Statistics
Configuration

Simple configuration options. Advanced Serial number

configuration options are available below and on ATR0041000960

the other tabs.
Physical identifier

net://10.100.64.32

Toner status
No toner information received. update

Location/Department

Page cost
$1.00 standard

Enable/Disable
Enabled v

Queue type

This queue points to a physical device (default) v

3. Click the Queues tab.

Printers Printer List Printer Details ® User: admin v

Printer Details: Canon iR-ADV C5235/5240 PCL6 Actions (8)

Summary Queues Charging Filters & Restrictions Scripting Job Log Statistics

Canon iR-ADV C5235/5240 PCL6 esp-test-2012r2

Canon iR-ADV C5235/5240 PaperCut Port esp-test-2012r2

Link another print queue

This page displays the following information for each linked print queue:
» Name—the name of the printer

» Hosted on—the name of the computer
You can do the following on this page:

« Linka print queue to a printer on the next page

« Unlink a print queue from a printer on page 197
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2.8.4.2.2 Link a print queue to a printer

IMPORTANT
F‘j This is the original, manual method of deploying Direct Printing (serverless printing).

Now there's a much simpler and faster method, called Print Deploy. For more information
and setup details, head over to the Print Deploy Help Center.

1. Click the Printers tab.
The Printer List page is displayed.

This list includes all printers and unlinked print queues.

Printers } Printer List ® user:admin v

Printer List Actions (5)

Printer List Jobs Pending Release Notification Options Charts Refunds

Filter off /2

PRINTER 4 PAGE COST ) TOTAL PAGES TOTAL JOBS

= [Template printer] 51.00 ( standard ) No filters 0 0

= Xerox WorkCentre 5325 V4 PCL6 B 51.00 ( standard ) No filters 0 0

= Samsung SCX-6x55X Series PCL6 Class Driver a $1.00 ( standard ) Mo filters 24 3

= RICOH Aficio MP C3002 PCL 6 n $1.00 ( standard ) No filters 53 22

= Lexmark Universal v2 XL Driver - X792 $1.00 ( standard ) Mo filters 0 W]

= VirtualQueue-CM4540-HP Universal (virtual) E $1.00 ( standard ) No filters 0 0

= HP Color LaserJet CM3530 MFP PCL6 Class Driver $1.00 ( standard ) Mo filters 0 0
Export/Print m E

Printers that are configured for Direct Printing can be either:

« printer with linked print queues—printers with linked print queues are indicated by an icon
containing a number greater than one after the printer name (

HP Color LaserJet CM3530 MFP PCLG Class Driver a )

. print queues that are not linked to a printer—print queues that are not linked to a printer
are indicated by an icon containing 1 after the printer name (

Samsung SCX-6x55% Series PCL6 Class Driver )

NOTE
& To view the queues linked to a printer, see View linked print queues on page 193.

2. Check the Printer List for any unlinked print queues.

3. Ifthere is an unlinked print queue in this list, click the printer to which you want to link the print
queue.
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The Printer Details: Summary page is displayed.

Printers ) PrinterList ) Printer Details ® user:admin v
Printer Details: KONICA MINOLTA C258SeriesPCL - PC Port
Summary  Queues  Charging  Filters&Restrictions  Scripting  Joblog  Statistics

Configuration

Serial number
ATR0041000960

Simple configuration options. Advanced
configuration options are available below and on

the other tabs.
Physical identifier

net://10.100.64.32

Toner status
No toner information received. update

Location/Department

Page cost
$1.00 standard

Enable/Disable

Enabled v

Queue type

This queus points to a physical device (default) v

4. Click the Queues tab.

This page displays a list of all print queues and the name of the computer on which the print
queue is hosted.

Printers ) PrinterList } Printer Details @ User: admin v
Printer Details: Canon iR-ADV C5235/5240 PCL6
Summary Queues Charging Filters & Restrictions Scripting Job Log Statistics

Canon iR-ADV C5235/5240 PCL6 esp-test-2012r2

Canon iR-ADV C5235/5240 PaperCut Port esp-test-2012r2

Link another print queue

5. Inthe Actions menu, click Link another print queue.

The Link another print queue popup is displayed.
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Link another print queue

Select another print queue to link to the same physical printer as Canon iR-ADV
C5235/5240 PCL6 :

Kyocera TASKalfa 250ci KX =

] =ttines selected print queus w verwritten by settings of : .
MNote: Settings of the selected print queue will be overwritten by settings of ‘ s ‘
Canon iR-ADV C5235/5240 PCL6E .

6. Inthe list, select one or more print queues that you want to link to the printer.
7. Click Link.

IMPORTANT
F‘j Any configuration for the linked print queue is overridden by the printer configuration.

The following message is displayed on the Application Log page:

Linked print queue “tw7x64\Kyocery Copystar 500ci" with printer “Ricoh Aficio MP C3000
PCL6"

2.8.4.2.3 Unlink a print queue from a printer
1. Click the Printers tab.
The Printer List page is displayed.

Printers Printer List ® User:admin v

Printer List obs Pending Release
Filter off /&

PRINTER + PAGE CO5T UBS5. TOTAL PAGES TOTAL JOBS
= [Template printer] $1.00 ( standard ) Mo filters 0 0
= Xerox WorkCentre 5325 V4 PCLG ﬂ $1.00 ( standard ) No filters 0 0
= Samsung SCX-6x55X Series PCL6 Class Driver a $1.00 ( standard ) No filters 24 3
= RICOH Aficio MP C3002 PCL 6 n $1.00 ( standard ) No filters 53 22
= Lexmark Universal v2 XL Driver - X792 $1.00 ( standard ) No filters 0 0
= VirtualQueue-CM4540-HP Universal (virtual) E $1.00 ( standard ) No filters 0 0
= HP Color LaserJet CM3530 MFP PCL6 Class Driver $1.00 ( standard ) No filters 0 0
@ E

Printers that are configured for Direct Printing can be either a:
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« printer with linked print queues—printers with linked print queues are indicated by an icon
containing a number greater than one after the printer name (

HP Color LaserJet CM3530 MFP PCL6 Class Driver ﬂ )

« print queues that are not linked to a printer—print queues that are not linked to a printer
are indicated by an icon containing 1 after the printer name (

Samsung SCX-6x55% Series PCL6 Class Driver )

NOTE
& Linked print queues are not displayed on this page. For more information about viewing
the print queues that are linked to a printer, see View linked print queues on page 193.

2. Click the printer from which you want to unlink a print queue.

The Printer Details: Summary page is displayed.

Printers Printer List Printer Details @ User: admin
Printer Details: KONICA MINOLTA C258SeriesPCL - PC Port
Summary Queues Charging Filters & Restrictions Scripting Job Log Statistics

Configuration

Serial number
ATR0041000960

Simple configuration options. Advanced
configuration options are available below and on

the other tabs.
Physical identifier

net://10.100.64.32

Toner status
No toner information received. update

Location/Department

Page cost
$1.00 standard

Enable/Disable
Enabled v

Queue type

This queus points to a physical device (default) v

3. Click the Queues tab.

This page displays a list of all print queues and the name of the computer on which the print
queue is hosted.
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Printers ) PrinterList } Printer Details @ User: admin v
Printer Details: Canon iR-ADV C5235/5240 PCL6
Summary Queues Charging Filters & Restrictions Scripting Job Log Statistics

Canon iR-ADV C5235/5240 PCL6 esp-test-2012r2

Canon iR-ADV C5235/5240 PaperCut Port esp-test-2012r2

Link another print queue

4. Find the print queue you want to unlink; then click in that row.

The print queue is unlinked from the printer and is displayed as a unique printer on the Printer
List page. The print queue retains the configuration of the printer from which you just unlinked.

The following message is displayed on the Application Log page:

Unlinked print queue “tw 7x64\Kyocery Copystar 500ci" from printer “Ricoh Aficio MP
C3000 PCL6"

NOTE
& Each printer using Direct Printing must have a minimum of one print queue. You cannot
unlink a print queue if there is only one.

2.8.4.3 Configure a directly connected printer

IMPORTANT
F‘j This is the original, manual method of deploying Direct Printing (serverless printing).

Now there's a much simpler and faster method, called Print Deploy. For more information
and setup details, head over to the Print Deploy Help Center.

With Direct Printing, you need to configure only the physical printer (in the Printer List) and then all
linked printer queues automatically use the physical printer configuration.
1. Click the Printers tab.

The Printer List page is displayed.

Printers that are configured for Direct Printing indicated by an icon containing a number after the

printer name ( HP Color LaserJet CM3530 MFP PCL6 Class Driver E )
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Printers ) Printer List ® user:admin v

Printer List
Printer List Jobs Pending Release Notification Options Charts Refunds
Filter off

PRINTER + PAGE COST ATTRIBS TOTAL PAGES TOTAL JOBS

= [Template printer] $1.00 ( standard ) Mo filters 0 0

= Xerox WorkCentre 5325 V4 PCL6 a $1.00 ( standard ) No filters 0 0

= Samsung SCX-6x55X Series PCLE Class Driver [§ $1.00 ( standard ) No filters 24 3

= RICOH Aficio MP C3002 PCL6& u $1.00 ( standard ) No filters 53 22

= Lexmark Universal v2 XL Driver - X792 $1.00 ( standard ) Mo filters 0 0

= VirtualQueue-CM4540-HP Universal (virtual) $1.00 ( standard ) No filters 0 0

= HP Color LaserJet CM3530 MFP PCL6 Class Driver $1.00 ( standard ) No filters 0 0
Export/Print [ B}

2. Select the printer you want to configure.

The Printer Details: Summary page is displayed.

Printers Printer List Printer Details @ User: admin v

Printer Details: KONICA MINOLTA C258SeriesPCL - PC Port Actions (2)
Summary Queues Charging Filters & Restrictions Scripting Job Log Statistics
Configuration

Simple configuration options. Advanced Serial number

configuration options are available below and on ATR0041000960

the other tabs.
Physical identifier

net://10.100.64.32

Toner status
No toner information received. update

Location/Department

Page cost
$1.00 standard

Enable/Disable
Enabled v

Queue type

This queue points to a physical device (default) v

3. Configure the printer. For more information, see Printer management on page 472.
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% NOTE
_ The following options are not available on a direct print queue:
« Google Cloud Print

« Email to Print
« Web Print (users may upload documents to print)

« Print Archiving

To offer these services to your users, set up a server queue for this device/printer.

2.8.4.4 Configure Find-Me Printing for directly connected printers

Find-Me Printing is available for direct print queues. To implement Find-Me Printing for direct print
queues, you need to do the following for each printer to be serviced:

« Oneach computer, create a virtual print queue. The virtual print queue must have the same
name on each computer.

NOTE
& If you use the word virtual in the virtual print queue name, PaperCut NG/MF will treat
the queue as a virtual queue.

« Onthe Application Server, create a virtual printer queue with the same name as the computer
virtual print queues. PaperCut NG/MF automatically links all virtual print queues with the same
name as the virtual printer on the Application Server.

« Configure Find-Me Printing and Release Station on the virtual printer. For more information,
see Find-Me printing on page 549.

IMPORTANT
F‘j You cannot set up Find-Me printing between a direct printing queue and a print server queue.

2.8.5 Clustering and high availability

PaperCut NG/MF is designed to scale to networks over 50,000 users (largest deployments are
running over 300,000 users). To ensure reliability on networks of this size, network architects can
adopt strategies including:

« Load balancing - spreading tasks across multiple servers.

« Clustering - building in redundancy by implementing a failover strategy.
PaperCut NG/MF is a cluster compatible application. It supports clustering at all levels of the
application, including

» Clustering at the print spooler service layer by integrating with clustering services.

» Failover based clustering at the Application Server layer using clustering services.
(PaperCut's Application Server is web and web services based, which means it can support
other failover methods such as heartbeat driven DNS).

« Atthe database layer by utilizing cluster aware databases such as Microsoft SQL Server or
Oracle.
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Setting up PaperCut in a cluster environment is an advanced operation. This section assumes a high
level of expertise in system and cluster configuration. Make sure the cluster environment is
operational before undertaking the PaperCut installation. Readers should also have a good
understanding of PaperCut's Service Oriented Architecture - specifically its two main components,
the Application Serverand the Print Provider and how they work together (see Print monitoring
architecture on page 175).

In a cluster environment, you can set up PaperCut in one of two possible configurations.

Mode 1is the simplest configuration and is suitable for most organizations. It implements clustering
in the front line, that is, the printers and print monitoring layer. The cluster print server is configured
as a secondary print server reporting back to a primary PaperCut server hosted on another system
outside the cluster.

Mode 2implements clustering on all levels of the application for maximum fault tolerance - In addition
to the print queues, the PaperCut Application Server is also hosted in the cluster. Mode 2is
somewhat more demanding to configure and should only be attempted by organizations with staff
experienced with advanced cluster and database management.

Refer to the subsequent sections for an explanation on how to set up Mode 1 or Mode 2in your
environment.

This section assumes that you have an already installed and working clustered printing environment.

2.8.5.1 Microsoft Failover Cluster Manager (MSFCM) on Windows server
2012/2016

Since Microsoft Windows 2012, Microsoft have reconfigured the way in which you can manage High
Availability with print services. They introduced the ability to use Hyper-V and failover clustering to
make your print server a highly available virtual machine. This solution provides full server failover
options and can be implemented with the PaperCut NG/MF Application Server, Secondary Server,
and/or Site Server.

There are several steps involved in the setup of this failover solution:

- Before you Begin below

« Step 1: Configure roles / features on nodes for high availability
« Step 2: Connecting to iISCI network drives

« Step 3: Create the failover cluster

« Step 4: Create a high availability virtual machine

o Step 5: Set up your print server
Before you Begin
Systems Requirements:

« 2+ physical servers

o MS Server 2012/2016 with Hyper-V capabilities
« iISCI SAN with 2 drives configured
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« Drive 1: 5GB (to be used for the Quorum if using only 2 nodes)
« Drive 2: VM server storage

You will also require the following:

« Administrative rights to be able to join machines to the domain
« |P address to connect to your SAN
« IP Addresses for the following:

« 2xIP addresses for the Physical Servers

« 1xIP address for the Cluster

« 1xIP address for the VM

Step 1: Configure roles / features on nodes for high
availability

1. Install MS Windows Server 2012 or MS Server 2016 onto your two server nodes.

2. Inthe Server Manager > Dashboard, click Add roles and features.

!Fn Server Manager

Server Manager * Dashboard
|

i# Dashboard

B Local Server

WELCOME TO SERVER MANAGER

lia Al Servers

o Configure this local server

QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW

4 Create a server group

5 Connect this server to cloud services

LEARN MORE

The Before you begin window is displayed.
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., Add Roles and Features Wizard —: O X
. DESTIMATIOM SERVER
Before you begin Sarvert
Before You Begin This wizard helps you install rales, role services, or features. You determine which roles, role services, or
2 : — features to install based on the computing needs of your arganization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

] Skip this page by default

| = Previous Install Cancel

3. Click Next.
The Select installation type window is displayed.

. Add Roles and Features Wizard = O X

DESTINATION SERVER

Select installation type Senvr?

o Select the installation type. You can install roles and features on a running physical computer or virtual
Before You Begin - 2 il .
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > | | Install | Cancel
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4. Select Role-based or feature-based installation.
5. Click Next.
The Select destination server window is displayed.

E. Add Roles and Features Wizard — O X

DESTINATION SERVER

Select destination server PR

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®): Select a server from the server pool
i O Select a virtual hard disk

Server Selection

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

169.254.165.10... Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous || Next > | | Install H Cancel

6. Select the server that you are logged in on.
7. Click Next.

The Select server roles window is displayed.
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FL- Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Features

Hyper-V
Virtual Switches
Migration
Default Stores

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services
[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[[] Device Health Attestation
[] DHCP Server
[] DNS Server
[] Fax Server
(i |E| File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[] MultiPoint Services
[] Network Controller
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[[] volume Activation Services
[] Web Server (1IS)

e O X

DESTINATION SERVER
Serverl

Description

Hyper-V provides the services that
you can use to create and manage
virtual machines and their resources.
Each virtual machine is a virtualized
computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
systems simultaneously.

< Previous || Next > ‘ ‘ Install || Cancel

8. Inthe Roles list, select Hyper-V.

The Add feature that are required for Hyper-V window is displayed. This window shows the
dependencies that will be installed.
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FL- Add Roles and Features Wizard

Add features that are required for Hyper-V?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Toals
4 Hyper-V Management Tools
[Tools] Hyper-V Module for Windows PowerShell
[Tools] Hyper-V GUI Management Tools

Include management tools (if applicable)

Add Features Cancel

9. Click Add Features.
10. Click Next.

The Select features window is displayed.
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F- Add Roles and Features Wizard

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

Hyper-V
Virtual Switches
Migration
Defzult Stores

Confirmation

= O X

DESTINATION SERVER

Serverl
Select one or more features to install on the selected server.
Features Description
I [] .NET Framework 3.5 Features ~ Failover Clustering allows multiple

[> IE NET Framework 4.6 Features (2 of 7 installed)
I [] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Network Unlock

["] BranchCache

[J Client for NFS

[] Containers

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Group Policy Management

[] Host Guardian Hyper-V Support

[] 170 Quality of Service

[] 1S Hostable Web Core

["] Internet Printing Client

[] IP Address Management (IPAM) Server

servers to work together to provide
high availability of server roles.
Failover Clustering is often used for
File Services, virtual machines,
database applications, and mail
applications.

[] iSNS Server service o

| < Previous | ‘ Mext > | | Install | | Cancel

11. Inthe Features list, select Failover Clustering.

The Add features that are required for Failover Clustering window will pop up and now be
displayed. This window shows the dependencies that will be installed with this feature.
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E—- Add Roles and Features Wizard *
Add features that are required for Failover Clustering?
The following tools are required to manage this feature, but do not
have to be installed on the same server.
4 Remote Server Administration Tools
4 Feature Administration Tools
4 Failover Clustering Tools
[Tools] Failover Cluster Management Tools
[Tools] Failover Cluster Module for Windows PowerShel|
€ b
Include management tools {if applicable)
Add Features Cancel
12. Click Add Features.
The Hyper-V window is displayed.
B Add Roles and Features Wizard e O X
DESTINATION SERVER

Hyper-V Servert

Before You Begin Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines.
3 You can use virtual machines to consolidate multiple workloads on one physical server, to improve

Installation Type server availability, and to increase efficiency in developing and testing software.
Server Selection )
Sarver Roles Things to note:
Foafures * Before you install this role, you should identify which network connections on this server you want to

use for setting up virtual switches.

* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
Virtual Switches machines.

Migration
Default Stores

Confirmation

More information about Hyper-V

< Previous ‘ | Next > | | Install | Cancel
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13. Click Next.
The Create Virtual Switches window is displayed.

f. Add Roles and Features Wizard = O b

DESTINATION SERVER

Create Virtual Switches Servert

Before You Begin Virtual machines require virtual switches to communicate with other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

Installation Type
One virtual switch will be created for each network adapter you select. We recommend that you create

Server Selection at least one virtual switch now to provide virtual machines with connectivity to a physical network. You

Server Roles can add, remove, and modify your virtual switches later by using the Virtual Switch Manager.
Features Network adapters:
Hyper-V Name Description
Virtual Switches Ethernet Qlogic BCM5709C Gigabit Ethernet (NDIS VBD Client)
Migration
Default Stores % -
Confirmation

[ _.{. We recommend that you reserve one network adapter for remote access to this server. To reserve a
 netwark adapter, do not select it for use with a virtual switch.

|<Previous H Next > | | Install || Cancel ‘

14. In Network adapters, select the network that you want your virtual machine to use for the cluster.
If you have multiple NIC’s listed here, choose the appropriate one/s.

15. Click Next.

The Virtual Machine Migration window is displayed.
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., Add Roles and Features Wizard = O X
. . - . DESTINATION SERVER
Virtual Machine Migration Serve
Before You Begin Hyper-V _can be configured to send and reFeive live migrations_ of virtual machines on t_his sej‘rver._
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
Installation Type you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

Server Selection : i g : .
Allow this server to send and receive live migrations of virtual machines

Server Roles =
Authentication protocol
Features : : e
Select the protocol you want to use to authenticate live migrations.
@® Use Credential Security Support Provider (CredS5P)
Virtual Switches This protocol is less secure than Kerberos, but does not require you to set up constrained

delegation. To perform a live migration, you must be logged on to the source server.
Migration

O Use Kerberos
£ - & " s 5 a:
Default Stores This protocol is more secure but requires you to set up constrained delegation in your
Confirmation environment to perform tasks such as live migration when managing this server remotely.

Hyper-V

. If this server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster.

| < Previous || Next > ‘ | Install | Cancel

16. Select the Allow this server to send and receive live migrations of virtual machines
checkbox. This allows the VM to transfer between your nodes where required.

17. Click Next.

The Default Stores window is displayed. Do not change the default stores.
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., Add Roles and Features Wizard = O X
DESTINATION SERVER
Default Stores Servert
Before You Begin Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
) unless you specify different locations when you create the files. You can change these default locations
Installation Type now, or you can change them later by modifying Hyper-V settings.

Server Selection

Default location for virtual hard disk files:
Server Roles

e i ANV i
Faatiifas 1C.\Users\PubIlc\DDcuments\Hyper W\Virtual Hard Disks H Browse... |
Hyper-V Default location for virtual machine configuration files:
Virtual Switches iC:\ProgramData\Mic{osoﬂ\W]ndows\Hyper—V H Browse... |
Migration
Confirmation
< Previous | | Next > | | Install | | Cancel

18. Click Next.

The Confirm installation selections window is displayed.

.. Add Roles and Features Wizard = O X
. 3 . = DESTINATION SERVER
Confirm installation selections Servert
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

server Roles their check boxes.

Features

Hyper-V Failover Clustering

Virtual Switches Hypet-V

- : Remaote Server Administration Tools

Migration e
Feature Administration Tools

Default Stores

Failover Clustering Tools
Failover Cluster Management Tools

Failover Cluster Module for Windows PowerShell

Role Administration Tools
Hyper-V Management Toals
Hyper-V Module for Windows PowerShell

Lhimene L1 Mnnnmnnnae: 4+ Tonln

Export configuration settings
Specify an alternate source path

< Previous || Next > | | Install H Cancel
|
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19. Check the setting to ensure you are happy with the selected items to be installed.
20. Click Install.
The chosen Role and Feature will be installed on your machine.

., Add Roles and Features Wizard i 0 x

DESTINATION SERVER

Installation progress Server

View installation progress

o Feature installation
—_
Installation started on Serverl

Failover Clustering
Hyper-V
Remote Server Administration Tools
Feature Administration Tools
Failover Clustering Tools
Failover Cluster Management Tools
Failover Cluster Module for Windows PowerShell

Role Administration Tools

Hyper-V Management Tools
Hyper-V Module for Windows PowerShell
Hyper-V GUI Management Tools v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

| < Previous H Next > | | Close || Cancel

21. When the installation is complete, restart the machine to finalize the installation.

22. Repeat the above steps on any additional nodes you want to include in the failover cluster.

Step 2: Connecting to iSCI network drives

1. Start the iSCl initiator then connect to your two SAN drives:

a. Click Start > Windows Administrative Tools > iSCI Initiator.

NOTE

& One of the drives is configured for your Quorum and the other is configured for the
virtual machines. 5GB is required for the Quorum and the second drive will be used
to store your Virtual machines. Therefore, ensure you have provided enough disk
space on this drive to handle the virtual machine storage.

b. Ensure the drives are set to allow simultaneous connections. This is configured on your SAN.
Make sure you have granted access to your two cluster servers.

2. Connectto the SAN drives:
a. OpeniSCSl initiator.
b. Click the Targets tab.
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iSCSI Initiator Properties *

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | | | Quick Connect...
Discovered targets
| Refresn
Name Status

ign. 2001-05.com.equallogic:0-8a0906-238dcfc05-a97b9... Connected
ign. 2001-05.com.equallogic:0-8a0906-279dcfc05-2e3b9...  Connected

To connect using advanced options, select a target and then I Connect ]
dlick Connect. —_—
To completely disconnect a target, select the target and Disconnect

then dick Disconnect. | |
For target properties, induding configuration of sessions, [ F '
select the target and dick Properties, | Peies |
For configuration of devices assodated with a target, select | Devices |
the target and then dick Devices. = -

c. InTarget, enter the IP address for the SAN.

d. Click Quick Connect.
Your advertised drives are displayed.

e. Highlight a drive; then click connect to connect to each drive.
When a drive is connected, click Done.

g. Clickthe Volumes and Devices tab.
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iSCSI Initiator Properties it

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration

If a program or service uses a particular volume or device, add that volume or device to
the list below, or dick Auto Configure to have the iSCSI initiator service automatically
configure all available devices.

This will bind the volume or device so that on system restart it is more readily available
for use by the program or service. This is only effective if the assodated targetis on
the Favorite Targets List.

Volume List:

Volume /mount point/device

\\?\scsi#diskBven_eqlogicBprod_100e-00# 1&1c121344% 000#{53f56307-b&bf...

W\?\scsi#disk&ven_eglogicBprod_100e-00#1&1c121344808000 100#{53f56307-b6bf...

To automatically configure all available devices, dick Auto | Auto Configure
Configure.
To add a specific device, diick Add. | Al
To remove a device, select the device and then dick | Remove |
Remove. ;
To immediately remove all devices, dick Clear, | Clear

[ ok | | Cancel | Apply

h. Click Auto Configure.
i. Click OK.

j. When you are connected on the first machine, click Start > Windows Administrative tools >
Computer Management > Disk Management.
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A Computer Management (Local|| Volume | Layout | Type | File System | Status | Capacity | Free Spa

v [ﬂ' System Tools e Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 13563GB  112.35G
> (D) Task Scheduler = Data (E) Simple Basic NTFS Healthy (Primary Partition) 993.00GB 685.99G
» @ Event Viewer = EXCH201064 (H:) Simple Basic UDF Healthy (Primary Partition) 1.04 GB oMB
> 3!-_] Shared Folders == Kingston (G:) Simple Basic FAT Healthy (Primary Partition) 972 MB 972 MB
> ¥ Local Users and Groups||= System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 500 MB 154 MB
3 @ Performance == Virtual Machines (D) Simple Basic NTFS Healthy (Primary Partition) 1800.00 GB 806.61G

"_.'_' Device Manager
v 3 storage

> ﬁ Windows Server Backug
= Disk Management
> F Services and Applications

*ODisk 4
Basic
5.01GB 5.01 GB

Gf’ﬂineo

*© Disk 5
Basic
150.00 GB 150.00 GB

offline @@

Your two disks appear as Unknown and Offline. They also display the size you configured on
the SAN (eg: 5GB and 150GB).

3. Bring the disks online:
a. Right-click the disk number.
b. Select Online.
4. Repeat the above step for the second drive.
5. Initialize the disks:
a. Right-click the disk number next to one of the new drives.
b. Select Initialize disk.
c. Inthe boxthat appears, ensure that both your new disks have a tick mark next to them.
d. Setas MBR.
e. Click OK.

6. Configure the new drive:
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a. Right-click the first drive.

= Disk 4 . __

Basic B S

5.01 GE o o :

Online Mew Simple Velume...

Mew Spanned Volume...

“© Disk 5 I New Striped Volume...
Basic |Storage Mew Mirrored Yolume...
150.00 GB [150.00 GB CSVFS

Reserved ) | Healthy (Primary Partition) New RAID-5 Volume...

Properties

~/co-romo Help

b. Select Create New Simple Volume.
c. Leave the defaults in place.
d. Choose a drive letter to assign.
e. Label yourdrives:
- 5GB drive—label the drive as Quorum
. 150GB (larger drive)—label it as ClusterStorage

7. Repeat the above steps for the second drive.

= Disk 4 D R L R—.

Basic Quorum (F:)
5.01GB 5.01 GB NTFS
Online Healthy (Primary Partition)

= Disk 5 e

Basic VMs (I:)
150.00 GB 150.00 GB NTFS
Online Healthy (Primary Partition)

Once this is done for your first node (Server), repeat these steps on your additional nodes
(Servers). For example, from the two listed servers above (Server1 and Server2), you must
connect the iSCSI drives on both systems before they will be available for your cluster.

NOTE
As the simple volume is now configured, you only need to initialise the disks on the other
Nodes, not recreate the Volume.

Step 3: Create the failover cluster

From the OS of any of the nodes:
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1. Click Start > Windows Administrative tools > Failover Cluster Manager to launch the

Failover Cluster Manager.
% Failover Cluster Manager

File Action View Help

&= 85

ﬁ Failover Cluster Manager

Failover Cluster Manager

:ﬂ‘ Create failover clusters, validate hardware for potential failover clusters, and perform configuration
;& changes to your failover clusters.

() Overview

A failover cluster is a set of independent computers that work together to increase the availability of server
roles. The clustered servers (called nodes) are connected by physical cables and by software. If one of the
nodes fails. another node begins to provide services. This process is known as failover.

(a) Clusters

Name

Role Status Node Status|

() Management

To begin to use fallover clustenng, first validate your hardware configuration, and then create a cluster. After
these steps are complete. you can manage the cluster. Managing a cluster can include copying roles to it
from a cluster running Windows Server 2016 or supported previous versions of Windows

¥ Validate Configuration...
¥ Create Cluster..
ﬂ Connect to Cluster. .

2. Click Create Cluster.

The Before you Begin window is displayed.
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a Create Cluster Wizard X

ﬁ Before You Begin

Jefare You Begin

Select Servers
Validation Waming

Access Point for
Administening the
Cluster

Confirmation
Creating New Cluster

This wizard creates a cluster, which is a set of servers that work together to increase the availability of
clustered roles. f one of the servers fails, another server begins hosting the clustered roles (a process
known as failover).

Before you run this wizard, we strongly recommend that you run the Validate a Configuration Wizard to
ensure that your hardware and hardware settings are compatible with fallover clustering.

Microsoft supports a cluster solution only if the complete configuration (servers, network, and storage) can
pass all tests in the Validate a Configuration Wizard. In addttion, all hardware components in the cluster
solution must be "Centified for Windows Server 2016."

You must be a local administrator on each of the servers that you want to include in the cluster.

Summary
To continue, click Next.
[[] Do not show this page again
[hea> || cancel
3. Click Next.
The Select Servers window is displayed.
& Create Cluster Wizard X

ﬁSeledSewers

Validation Waming

Access Point for
Administenng the
Cluster

Confimation
Creating New Cluster

Summary

Add the names of all the servers that you want to have in the cluster. You must add at least one server.

Enter server name: || | Bowse.. |
Selected servers: Server1 mydomain org Add
Server2 mydomain.org
Remove

| <Previous |[__Net> || Cancel

4. Enter the server names that you want to add to the cluster. Alternatively, you can locate them

via Browse.
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5. Click Add.
6. Click Next.
The Validation Warning window is displayed.
Q Create Cluster Wizard X
ﬁ Validation Warning

Before You Begin For the servers you selected for this cluster, the reports from cluster corfiguration validation tests
Select S A appear to be missing orincomplete. Microsoft supports a cluster solution only if the complete

configuration (servers, network and storage) can pass all the tests in the Validate a Corfiguration
Validation Waming wizard,
Access Point for Do you want to run corfiguration validation tests before continuing?
Administering the
Cluster
Confirmation
Ehestits e hintef ® Yes. When | click Next, run configuration validation tests, and then retum to the process of creating
Summary the cluster.

O No. |do not require support from Microsoft for this cluster, and therefore do not want to run the
validation tests. When | click Next, continue creating the cluster.
Mare about cluster validation tests
| <Previous |[ Net> || Cancel |
7. Select Yes to allow verification of the cluster services.
8. Click Next.
The Validate a Configuration Wizard is displayed. This wizard validates the server
configuration.
220 0f 1243
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ﬂ Validate a Configuration Wizard X

ﬁ Before You Begin

Before You Begin This wizard runs validation tests to determine whether this configuration of servers and attached storage is
Tesig Opiions set up comectly to support failover. A cluster solution is supported by Microsoft only if the complete
configuration (servers, network, and storage) passes all tests in this wizard. In addtion, all hardware
Corfirmation components in the cluster solution must be "Certified for Windows Server 2016".
Validating You must be a local administrator on each of the servers that you want to validate.
Summexy To continue. click Next.
More sbout cluster validation tests

] Do not show this page again

| Next > | | Cancel
9. Click Next.

The Testing Options window is displayed.

ﬂ Validate a Configuration Wizard X

ﬂ Testing Options

Before You Begin Choose between running all tests or running selected tests.

Testing Options The tests examine the Cluster Configuration, Hyper-V Configuration, Inventory, Network, Storage, and
Corfrmation System Configuration.

Validating Microsoft supports a cluster solution only if the complete corfiguration (servers, network, and storage) can

pass all tests in this wizard. In addition, all hardware components in the cluster solution must be "Certified

Summary for Windows Server 2016."

{® Run all tests frecommended)
() Run only tests | select

More about cluster validation tests

,(Prwioml Nexd > I Cancel

10. Select Run all tests (recommended).
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11. Click Next.

The Confirmation window is displayed. This window lists all of the tests that will be run.

ﬂ Validate a Configuration Wizard

@ Confirmation

Before You Begin You are ready to start validation.
Testing Ot Please confirm that the following settings are comect:
Confirmation
Servers to Test Py
Validating
Server1 . mydomain.org
Summary
Server2 mydomain.org
Tests Selected by the User Category
List information About Servers Running Hyper-V Hyper-V Configuration
Validate Compatibility of Virtual Fibre Channel SANs for Hyper-V Hyper-V Configuration
Validate Hyper-V Memory Resource Pool Compatibility Hyper-V Corfiguration
i = B = shwnde Besruirre Pan d Hume arfion watinn »
To continue, click Next.
| < Previous | I Next > I | Cancel
12. Click Next.

The Validating window is displayed while all of the clustering tests are being run. This
process may take several minutes depending on your network infrastructure and the number

of nodes you have chosen to add to your cluster.
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ﬂ Validate a Configuration Wizard X
ﬁ Validating
Before You Begin The following validation tests are running. Depending on the test selection, this may take a signfficant
amount of time.
Testing Options
Corfamticr Progress Test Result .
Validating 100% Validate Disk Access Latency The test passed.
= Validate Disk Arbitration Pending...
R Validate Disk Failover Pending...
Validate File System Pending...
100% Validate Microsoft MPIO-based disks The test passed.
Validate Muttiple Arbitration Pending...
100% Validate SCSI device Vital Product Data (VPD) The test passed
0% Validate SCSI-3 Persistent Reservation Issuing call Persistent +
< >
Test is cumently running.

13. When the tests have completed, check the report then fix any configuration errors. The
cluster setup will fail if any errors exist.

NOTE
& A common error is the NIC/s used on the two nodes. The NIC/s must have the same
name on both servers for the cluster to use the NIC in the configuration.

The Access Point for Administering the Cluster window in the Create Cluster wizard is
displayed.
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& Create Cluster Wizard X

ﬁ Access Point for Administering the Cluster

Type the name you want to use when administening the cluster.

Cluster Name: |Prirt_Server |

The NetBIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured
oammﬁcdv. For each network to be used, make sure the network is selected, and then type an
address.

Networks Address
¥ 192.168.0.0/24 W .. 8 .MN

| <Previous | Net> | Cancel |

14. In Cluster Name, enter a name for your cluster.

15. Inthe available network provide an IP address for the cluster.

% NOTE
N This name and IP address will be registered in your DNS

16. Click Next.

The Confirmation window is displayed. This window lists the settings to be applied to your
new cluster.
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& Create Cluster Wizard X
ﬁ Confirmation

Before You Begin You are ready to create a cluster.
Select The wizard will create your cluster with the following settings:
Access Point for
Administering the Cluster 2
Chuster Print_Server
Corfi i.'n.alu:u n Nod
Creating New Cluster S 2 mydomain.org
Summary Server1 mydomain.org

Cluster registration

DNS and Active Directory Domain Services o

[#] Add all eligible storage to the cluster.
To continue, click Next.

|<P|wiomi| Nexd > ICa1cel

17. Select the Add all eligible storage to the cluster check box.
The system will now try to assign any storage it can find.

18. Click Next.

The system attempts to create the new cluster in your domain. This may take a while as there

are several checks that must take place and tests that are conducted while the system is
configured.
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&) Create Cluster Wizard X

ﬁ Creating New Cluster

Before You Begin Please wait while the clusteris configured.
Select Servers

Access Point for
Administering the
Cluster

Confimation

Creating New Cluster

Summary

Watting for notification that Cluster service on node Server2 mydomain.org has started.

When the process is complete, the Summary window is displayed stating that the cluster
wizard completed successfully.

& Create Cluster Wizard X
Summary
Before You Begin You have successfully completed the Create Cluster Wizard.
Select Servers
Access Point for
Administering the Node ~
Cluster Server2 mydomain .org
Corffirmation Server1 mydomain org
Creating New Cluster Cluster
Summary Print_Server
Quorum
Node and Disk Majority (Cluster Disk 2)
IP Address
152.168.0.20
v
o view the wport cregtod by the wizar, chck Wow epor View Repot... |

To close this wizard, click Finish

19. Click Finish.

20. Check to confirm that the cluster is configured correctly:
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a. Inthe Failover Cluster Manager, navigate to Nodes.

% Failover Cluster Manager

File Action View Help
&= | 2@

%4 Failover Cluster Manager Nodes (2)
w8 onmiesie Queres ~
M Roies /|| Queries i ~ [{v/
"l Nodes Name Status Assigned Vote Curent Vote Site
vic ?jorase & Server! ® U 1 1
3 Disks
i, Server2 u 1 1
& Pools I S ® W
BB Enclosures
@ Networks
{4] Cluster Events

b. Checkthat all nodes in the cluster are online. If they are not, go to the server that is offline
and bring the system online to join the cluster.

21. Navigate to Storage > Disks.

% Failover Cluster Manager
File Action View Help

Lk AE:Alnll 7 Mo

74 Failover Cluster Manager Disks (2)
VI S agndiig | Queries |k |
M Queries w
= Roles ©
(5] Nodes Name Status Assigned To Owner Node Dis
v I Storage &4 Cluster Disk 1 (®) Onine Available Storage Serverl
cd Disks &4 Cluster Disk 2 (® Online Disk Witness in Quorum Server1
B Pools
BB Enclosures
%i Networks
@ Cluster Events

The system detects the SCSI drives and displays them here. If you were setting this up with
only two nodes, then the 5GB Quorum cluster would have been assigned as Disk Witness
in Quorum.

NOTE
& If no disks are displayed, check that you have correctly completed the steps on all
nodes detailed in Connecting to ISCSI network drives.

The configured storage space is assigned to Available Storage.
22. Configure this storage to be part of the cluster:

a. Right-click the disk assigned to available storage; then select Add to Cluster Shared
Volumes.
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% Failover Cluster Manager
File Action View Help

&= 75 HE

734 Failover Cluster Manager Disks (2)
d ﬁéng'iewe"m"dmam”’g | Queries vl v |lv,
oles
(5 Nodes Name Status Assigned To Owner Node Dis
vc}it_orase & Cluster Disk 1 (®) Online s O
d Disks u_;f? Cluster Disk 2 @Ori'ne Disk f}, Bring Online
& Pools 4 Take Offline
= A ¥nclasrs 4 Add to Cluster Shared Volumes
[43 Networks
@ Cluster Events @ Information Details...
El Show Critical Events
3 Replication »
Q More Actions »
tw Remove
EI} Properties

The cluster is now assigned to Cluster Shared Volume.

% Failover Cluster Manager
File Action View Help
LI A)leal

51 Failover Cluster Manager Disks (2)
v &5 Print_Server.mydomain.org
@ Roles
(5§ Nodes Name Status Assigned To Owner Node Dis
v [l Storage &4 Custer Disk 1 (¥) Oniine Cluster Shared Volume Server2

; -
‘é pn‘bl & Cluster Disk 2 (®) Online Disk Witness in Quorum Serverl
0ols

BB Enclosures
%3 Networks
£4] Cluster Events

23. Check the Cluster Events folder for any reported issues with the cluster. If there are no
issues, you can configure your virtual machine in the cluster environment.

Step 4: Create a high availability virtual machine

1. Inthe Failover Cluster Manager, expand the cluster created in the previous steps.

2. Right-click Roles; then select Virtual Machines > New Virtual Machine.
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%4 Failover Cluster Manager
v &5 Print_Server.mydomain.org

Roles (0)

Status T
3 New Virtual Machine...
= Create Empty Role poiss el

- = Vi >

;.$ NE ew

Bl O Refresh

Help
‘ | No fems
The New Virtual Machine window is displayed.
E High Availability Wizard x
‘- Select Role
é:"-i
Before You Begin Select the role that you want to configure for high availabilty:
Select Role
Select Vitual Machine f;[-Genenc Service A | Description:
s d HyperV Replica Broker Avirtual machine is a vitualized
s <G-iSCS| Target Server computer system running on a physical
Configure High <=iSNS Server computer. Multiple virtual machines can
Awvailabilty @M Y fun on one computer.
Summary E(}lh&r Server
Virtual Machine
SZWINS Server
W

| <Previous |[ _Ned> || Cancel

3. Select the node you want to set the virtual machine up on. It doesn’'t matter which node you
choose, but we recommend you choose the node that you are currently working on.

4. Click OK.

The New Virtual Machine Wizard is displayed. This window explains the steps involved in
setting up a virtual machine.
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New Virtual Machine Wizard 5

3 Before You Begin

Before You Begin This wizard helps you create a virtual machine, You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Spedfy Name and Location you can change the configuration later using Hyper-V Manager.
spi To create a virtual machine, do one of the following:
: Click Finish tual machine that is configured with default values
. Finish to create a vir i tis wi tv .
Configure Networking « Click Next to create a virtual machine with a custom configuration.
Connect Virtual Hard Disk
Installation Options
Summary
[[] Do not show this page again
e [ net> || Fnsh || cancel
5. Click Next.

The Specify Name and Location window is displayed.
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3 New Virtual Machine Wizard x

3 Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.

Name: i_Pap:rCuﬂ |

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Installation Options [ store the virtual machine in a different location
Summary Location: IC:\ClusherStoraqe\Vdm'-e 1\ [ Browse...

& If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints indude virtual machine data and may require a large amount of space.

| <previous | [ Next> || Fmsh || cancel |

6. In Name, enter a name for your virtual machine.

7. In Location, enter the drive where the VM will be stored on the server.
For this VM to be able to move between the nodes, choose the c1usterstorage\volume
drive. Thisis usually locatedon c: \ClusterStorage\vVolumel\ Or similar.

8. Click Next.
The Specify Generation window is displayed.
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3 New Virtual Machine Wizard x

- Specify Generation

Before You Begin Choose the generation of this virtual machine.,
Specify Name and Location (@) Generation 1

Spedify Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

Assign Memory
Configure Networking O Generation 2
i This virtual machine generation provides support for newer virtualization features, has UEFI-based
Connect Virtual Hard Disk firmware, and requires a supported 64-bit guest operating system.
Installation Options /i Once a virtual machine has been created, you cannot change its generation.
Summary

More about virtual machine generation support

| <Previous | | Next> |  Fmsh | Cancel

9. Select the generation of virtual machine you want to use:

. Generation 1—offers the best cross compatibility with versions. Generation 2 offers
greater security, better performance, and supports the UEFI disk partitioning.

- Generation 2—supported on the current releases, but not the older versions of Hyper-
V. Also Generation 2 virtual machines are not supported by Azure.

Once this selection is made, it most likely will not be able to be changed. There are
some tools that allow you to switch generation (for example, Azure DR allows you to
to convert to Gen1 or Gen2 based on failover location), but it is best to assume that it
cannot be changed.

F:I IMPORTANT

10. Click Next.
The Assign Memory window is displayed.
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8 New Virtual Machine Wizard x|

3 Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
; . MB through 12582912 MB. To improve performance, specify more than the minimum amount

Specify Name and Location : for the operating system.

Speafy Generation Startup memory: MB

Assign Memory

[] use Dynamic Memory for this virtual machine.

Configure Networking
3 When you dedde how much memory to assign to a virtual machine, consider how you intend to
Connect Virtual Hard Disk oweﬂ'levi'kmimadhemdﬁ)eoperathusvstemﬂmtitwlnm.
Installation Options
Summary

| <prevous | [ Mext> || Fmsh || cancel |

11. In Startup memory, enter the relevant amount of memory that you want for this virtual
machine.

12. If you want the memory to be dynamic, select the Use Dynamic Memory for this virtual
machine check box.

13. Click Next.
The Configure Networking window is displayed.
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3 New Virtual Machine Wizard X

S| Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
e el Lo virtual switch, or it can remain disconnected.

Spexily Ganertion Connection: | NIC1 v
Assign Memory

Configure Networking
Connect Virtual Hard Disk
Installation Options

14. In Connection, select the NIC you want to assign to this virtual machine.

15. Click Next.
The Connect Virtual Hard Disk window is displayed.
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New Virtual Machine Wizard X

ca Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedfy the

Specif il Loraton storage now or configure it later by modifying the virtual machine's properties.

Specify Generation @ Create a virtual hard disk

il v Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Networking Mame: |

Connect Virtual Hard Disk e | C:\ClusterStorage \Volume 1\ | | e
Installation Options -

Size: GB (Maximum: 64 TE)

(O Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: |C:\WUsers\Public\Documents\Hyper-v\Virtual Hard Disks\ Browse...

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

16. In Name, enter a name for your virtual machine. This is the name that will be displayed in
Hyper-V.

17. In Location, enter a location on the cluster drive for the hard drive. By default, this is usually
created on your systemunder c: \ClusterStorage\Volumel\.

18. Setthe hard drive size.
19. Click Next.
The Installation Options window is displayed.
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New Virtual Machine Wizard x
- Installation Options
Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
Specify Name and Location o
Sy Goneralion (® Install an operating system later
Assign Memory (O Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media
Connect Virtual Hard Disk Physical CD/DVD drive: [HS b
Installation Options Image file (.iso Browse...
(O 1nstall an operating system from a bootable floppy disk
Media
virtual floppy disk (,vid): Browse, .,

(O Install an operating system from a network-based installation server

| <previous | [ Next> || Fmsh || cancel |

20. Select the install location for your operating system. If you intend to perform this installation at
a later time, select Install an Operating System Later.

21. Click Next.

The Completing the New Virtual Machine Wizard window is displayed. This window
displays the options that you have selected for the configuration of this Hyper-V machine.
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New Virtual Machine Wizard .

= Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to ceate the
L following virtual machine.
Assign Memory Name: PaperCut
Configure Networking i:::‘m" f;;:;;"“ .
Connect Virtual Hard Disk Network: NIC1
Installation Options Hard Disk: C:\ClusterStorage \Volume 1\PaperCut.vhdx (VHDX, dynamically expanding)

D Operating System: Will be installed at a later time

To create the virtual machine and dose the wizard, dick Finish,

<previous | e [ Fnsh || cancel

22. Review your selections and if you are happy with them, click Finish.

When the Hyper-V machine has been configured, the Summary window displays a Success
message.
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m High Availability Wizard X
Summary
Configure High High availability was successfully corfigured for the role.
Availability
Summary
Result
PaperCut Success
Results by Category
Virtual Machine Success
To view the report created by the wizard, dick View Report. " View Repott...

To close this wizard, click Finish.

23. Click Finish.

24. If your two node machines are running different CPU models, enable processor compatibility:
a. With the virtual machine turned off, in Hyper-V Manager, highlight the machine.
b. From the Action pane select Settings > Processor.

c. Expand Processor; then click Compatibility.

£ Hardware A n Compatibiity Configuration
B* Add Hardware
[ B10S Processor compatibility
Boot from CD You can limit the processor features that a virtual machine can use. This improves
: the virtual machine's compatibility with different processor versions.
W Security
Key Storage Drive disabled Migrate to a physical computer with a different processor version
Wl Memory
5 MB
e A Somesetmgscarmtbemdﬁedbecameﬁ'ewmdmadmwashmefolowm
El:lf’rmw state when this window was opened: running
2 Virtual processors To modify a setting thatis mavalable shut down the virtual machine and then
reopen this window.
1 numa

d. Selectthe Migrate to a physical computer with a different processor check box.
e. Click OK.

25. Ensure that the new nodes are configured to accept the virtual machine in the event of a
failover:
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a. Inthe Failover Cluster Manager, select Roles.

% Failower Cluster Manager Roles (1)
e Queri
B Roles /|| Queries v i ¥ v
::% Modes Mame Status Type Owner Node
v I Storage ;. PaperCutViM (%) Running Virtual Machine Server]
2 Disks
[

b. Double-click your virtual machine.

PaperCutVM Properties x

General  Failover

% PaperCutVM

Name:
[PaperCutW

Prefemred Owners

Select the preferred owners for this clustered role. Use the buttons
to list them in order from most preferred at the top to least preferred
at the bottom.

E Serverl Up
] Server2

Down

Priority: .HﬂCiLII'I “

Status: Running
Node: Server2

[ ok | Cancel Aoply

c. Onthe General tab, under Preferred owners, select the nodes that you want to manage
your virtual machine in the event of a failure.

d. Click OK.

Step 5: Set up your print server

1. From the Cluster Manager window start your VM and install Windows.

2. Configure the machine on your network.

3. Fortesting purposes, turn off Windows Firewall so you can RDP and Ping this machine.
4

Configure your print queues.
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5. Testthat printing works successfully:

a. Check printing on the server.

b. Map the print queue from a client machine on the network and test printing.
6. When printing is working successfully, test the failover.

a. InFailover Cluster Manager, right-click the VM you have created.

b. Click Move.

c. Select Quick Migration > Select Node.

d. Selectanode thatthe VM is not currently residing on.

The VM will now start up on the other node.

7. When the virtual machine status shows that it is running, remote desktop into this machine to
ensure it is still operational. Any windows you had open previously should still be running.

8. Install PaperCut NG/MF onto this machine.
9. Send several test print jobs to ensure that PaperCut NG/MF is operating correctly.
10. Install your shared print queues to a client machine.
11. Printa document.
12. Loginto the server node that the PaperCut NG/MF VM is running on; then restart the server.

13. While the server is restarting, from the client machine, send several test print documents to the
shared printer.

14. The print jobs are processed and the VM fails over successfully to one of your other nodes.
HA achieved!

NOTE
& Don't forget to reapply your firewall services on your machine before deploying into
production.

2.8.5.2 Microsoft Failover Cluster Manager (MSFCM) on Windows 2008 R2

Microsoft Windows 2008 R2 offers clustering capabilities through its Microsoft Failover Cluster
Manager (MSFCM).

This section documents the setup for Microsoft Failover Cluster Manager. Sites using Veritas
Cluster Server (VCS) on Windows on page 261 or Novell Cluster Services (NCS) on Novell OES
Linux on page 265 should jump to their respective sections.

This section assumes that you have an already installed and working clustered server environment.

Mode 1is the simplest configuration and is suitable for most organizations. It implements clustering
in the front line, that is, the printer and print monitoring layer. The cluster print server is configured as
a secondary print server reporting back to a primary PaperCut NG/MF server hosted on another
system outside the cluster.

Mode 2implements clustering on all levels of the application for maximum fault tolerance - In
addition to the print queues, the PaperCut NG/MF Application Server is also hosted in the cluster.
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Mode 2is somewhat more demanding to configure and should only be attempted by organizations
with staff experienced with advanced cluster and database management.

Refer to the subsequent sections for an explanation on how to set up Mode 1 or Mode 2in your
environment.

IMPORTANT

F‘j Windows Server 2008 R2 installations might experience a Windows bug where print jobs are
not removed from the print queue when completed. For more information, see Windows
Server 2008 R2 only. Perform this work around on the clustered print server, not the nodes.

2.8.5.2.1 Mode 1 - Clustering at the print layer

NOTE

& Windows 2012 no longer support high-availability of printing servers using Failover Cluster
Manager. Microsoft now only supports printing high availability through the use of highly
available VM clusters. This is described in detail in the Microsoft document High Availablity
Printing Overview. You should also review Virtual Machine clustering on page 260 for more
information on VM clustering. To set up Mode 1 clustering on Windows 2012 the printer
server must be installed on a highly available VM cluster. The remainder of this section
described setting up Mode 1 on Windows 2008.

Step 1 - Application Server (primary server) setup

Install the Application Server component (Standard Install option) on your nominated system. This
system is responsible for providing PaperCut NG/MF's web based interface and storing data. In
most cases this system will not host any printers and is dedicated to the roll of hosting the PaperCut
Application Server. It might be one of the nodes in the cluster; however, a separate system outside
the cluster is generally recommended. An existing domain controller, member server or file server
will suffice.

Step 2 - Installing the Print Provider components on each node

The Print Provider component needs to be separately installed on each node involved in the print
spooler cluster. This is done by selecting the Secondary Print Server option in the installer. Follow
the secondary server set up notes as detailed in Configuring secondary print servers and locally
attached printers on page 170 . Take care to define the correct name or IP address of the nominated
Application Server set up in step 1.

Step 3 - Decouple service management from nodes

By default the Print Provider component is installed under the management of the node. To hand
over management to the cluster, the service start-up type needs to be set to manual. On each node
navigate to Control Panel > Administrative Tools > Services, locate the papercut Print
pProvider service. Stop the service and set the start-up type to Manual. Repeat for each node in the
cluster.
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Prnt Provider Properties (MODEL) i ] ﬂ

Service name:  PCPrirt Provider
Display name:  Print Provider

Description: that monors prnt jobs and sends the print =
) information to the: server. j
Path to executable:

)

P I Ff st

Emmﬁhﬂlmﬂ apply when you sait the service
hare.

OK | Canced | Mooy |

Step 4 - Adding the Print Provider service as a resource under the print
spooler's cluster group

1. Open the Failover Cluster Manager.

2. Right-click the cluster group hosting the spooler service; then select Add a resource > 4 -
Generic Service.

Brimg Ehes service ar epplication online
Take this service or application offiine
Mave this sarvice or application to another node  #

Manage Printers
Manage shares and storage
Add & shared folder

- Show the eritical events for this application

TN, WIN-FSICASTLOOG

In the new resource wizard, select the name papercut Print Provider;then click Next.
Click Next at Confirmation.

Click Finish at Summary.

o 0 &M w

Right-click the papercut Print Provider;then click Properties. On the PaperCut Print
Provider Properties page ensure the Use Network Name for computer hame option is
selected.
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Print Prowvider Properties 'Z.j5:=- % zl

Service name: |PCRrintProvider
Slaitug paramelars: |Fies BE].. \providers'prnt win'po-frint i

(p Lise Metwork Mml'wmll‘m]

[ ok | cace | Moty |

7. Next, click the Dependencies tab and ensure the Print Spooler is added as a resource.
8. Click OK.

9. Right-clickthe papercut print Provider;then click Bring this resource online.

Step 5 - Shared active job spool

To ensure the state of jobs currently active (e.g. held in a hold/release queue) are not lost during a
failover event, PaperCut NG/MF is able to save job state in a shared drive/directory. If a shared disk
resource is available and can be added to the cluster resource, PaperCut can use this to host a
shared spool directory to ensure no active job state is lost.

1. Add a shared drive to the cluster resource. e.g. (Q: drive). It is advisable to use the same drive as
used for the shared print spool directory.
2. Create adirectory in this drive called papercut\Spool

3. On eachnode, editthefile: [app-path] /providers/print/win/print-provider.conf and
add a line pointing to the shared active job spool directory:

SpoolDir=Q:\\PaperCut\\Spool

Change the drive letter as appropriate.
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IMPORTANT

F“:I If running an "Active-Active" print cluster you must use a separate active job spool
directory for each node. To configure this use the ¢ service-name% value in the
SpoolDir setting. The $service-name? value is replaced by the service name of the
running PaperCut Print Provider instance. e.g.

SpoolDir=Q:\\PaperCut\\Spool\\%service-name$%

See below for details on "Active-Active".

4. Restart the cluster resource to ensure the change is picked up.

Step 6 - Test

Perform operations to verify that:
1. Print jobs are logged as expected.

2. Thereis no error message in the Print Providers text log located at: c: \Program
Files\PaperCut NG/MF\providers\print\win\print-provider.logoneachnode

Active/Active clustering - multiple virtual servers

On large networks it is common to distribute load by hosting print spooler services under two or more
virtual servers. For example, two virtual servers might each host half of the organization's printers
and share the load. This is sometimes referred to as Active/Active clustering - albeit not an entirely
correct term, as the print spooler is still running in Active/Passive.

Virtual servers cannot share the same service on any given node. For this reason if the virtual
servers share nodes, you need to manually install the Papercut Print Provider service a second
time under a different name. You can do this with the following command line:

cd \Program Files\PaperCut NG/MF\providers\print\win pc-print.exe
PCPrintProvider2 /install

The argument preceding /install is the unique name to assign to the service. The recommended
procedure is to suffix the standard service name with a sequential number. Repeat this on each
physical node. Use a unique service name for each "active" virtual server hosted in the cluster group.

Make sure that you have unique spoo1Di r settings for each node of your cluster. Ensure that the
SpoolDir settingintheprint-provider.conf filehasa $service-name% expansion variable as
explained above. This ensures that each service has it's own spool directory.

2.8.5.2.2 Mode 2 - Clustering at all application layers
Mode 2 implements failover clustering at all of PaperCut NG/MF's Service Oriented Architecture
software layers, including:

« Clustering at the Print monitoring layer

« Clustering at the Application Server layer

« Optional clustering at the database layer

Mode 2 builds upon Mode 1 by introducing failover (Active/Passive) clustering in the Application
Serverlayer. This involves having an instance of the Application Server on each of the cluster nodes.
When one node fails, the other automatically takes over the operation. Both instances use a share
data source in the form of an external database (see Deployment on an external database (RDBMS)
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on page 273). Large sites should consider using a clustered database such as Microsoft SQL
Server.

This section assumes that you have an already installed and working Service and Application group
hosting a clustered printing environment.

Step 1: Application Server installation

On one of the cluster's nodes, install the PaperCut Application Server component by selecting the
Standard Install option in the installer. Follow the setup wizard and complete the process of
importing all users into the system.

Step 2: Convert the system over to an external database

The system needs to be configured to use an external database as this database is shared between

both instances of the Application Server. Convert the system over to the required external database

by following the procedure detailed in Deployment on an external database (RDBMS) on page 273.

The database can be hosted on another system, or inside a cluster. As per the external database set
up notes, reference the database server by IP address by entering the appropriate connection string
inthe server. properties file.

Step 3: Setup of 2nd node

Repeat steps 1 and 2 on the second and any subsequent cluster nodes.

Step 4: Distributing application license

Install your license on your 2nd node and any subsequent cluster nodes. To do this:

1. Loginto the Admin web interface by browsingto http: //[IP-Address-0f-Your-
Node]:9191/admin.

Click the About tab.

In the Register area, click Browse.

Locate the license file.

Click Install license.

© g M w b

Verify that the license information is correctly listed on the About page.
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Step 5: Decouple service management from the nodes

By defaultthe papercut Application Server componentisinstalled underthe management of
the node. It needs to be managed inside the cluster, so set the service's start-up type to manual. On
each node navigate to Control Panel > Administrative Tools > Services locate the PaperCut
Application Server. Stop the service and set its start-up type to Manual. Repeat this on all nodes.

Step 6: Create a new Services and Applications group

Create a new Services and Applications group containing the two nodes. Make note of the IP
Address that you assign as you will use it later. Add the Generic Service PaperCut Application
Server. Give the Client Access Point an appropriate title such as papercutappCluster.

Brig Ehes seridce ar spplicationonline
Take this service or application offine
Maove this sarvice or application to another node ¥

Manage Printers
Manage shares and storage
Add a shared folder bs
Show the eritical events for this application
hdd storage

[T, WIN-FSJCASTUGGGR

Disable suto start
Show Dep